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CLAUSES OR PROVISIONS INCORPORATED BY FULL TEXT 

52.204-24   	Representation Regarding Certain Telecommunications and Video Surveillance Services or Equipment (Nov 2021)

The Offeror shall not complete the representation at paragraph (d)(1) of this provision if the Offeror has represented that it "does not provide covered telecommunications equipment or services as a part of its offered products or services to the Government in the performance of any contract, subcontract, or other contractual instrument" in paragraph (c)(1) in the provision at 52.204-26, Covered Telecommunications Equipment or Services—Representation, or in paragraph (v)(2)(i) of the provision at 52.212-3, Offeror Representations and Certifications-Commercial Products or Commercial Services. The Offeror shall not complete the representation in paragraph (d)(2) of this provision if the Offeror has represented that it "does not use covered telecommunications equipment or services, or any equipment, system, or service that uses covered telecommunications equipment or services" in paragraph (c)(2) of the provision at 52.204-26, or in paragraph (v)(2)(ii) of the provision at 52.212-3.

(a) Definitions. As used in this provision—

Backhaul, covered telecommunications equipment or services, critical technology, interconnection arrangements, reasonable inquiry, roaming, and substantial or essential component have the meanings provided in the clause 52.204-25, Prohibition on Contracting for Certain Telecommunications and Video Surveillance Services or Equipment.

(b) Prohibition. (1) Section 889(a)(1)(A) of the John S. McCain National Defense Authorization Act for Fiscal Year 2019 (Pub. L. 115-232) prohibits the head of an executive agency on or after August 13, 2019, from procuring or obtaining, or extending or renewing a contract to procure or obtain, any equipment, system, or service that uses covered telecommunications equipment or services as a substantial or essential component of any system, or as critical technology as part of any system. Nothing in the prohibition shall be construed to—
(i) Prohibit the head of an executive agency from procuring with an entity to provide a service that connects to the facilities of a third-party, such as backhaul, roaming, or interconnection arrangements; or

(ii) Cover telecommunications equipment that cannot route or redirect user data traffic or cannot permit visibility into any user data or packets that such equipment transmits or otherwise handles.

(2) Section 889(a)(1)(B) of the John S. McCain National Defense Authorization Act for Fiscal Year 2019 (Pub. L. 115-232) prohibits the head of an executive agency on or after August 13, 2020, from entering into a contract or extending or renewing a contract with an entity that uses any equipment, system, or service that uses covered telecommunications equipment or services as a substantial or essential component of any system, or as critical technology as part of any system. This prohibition applies to the use of covered telecommunications equipment or services, regardless of whether that use is in performance of work under a Federal contract. Nothing in the prohibition shall be construed to—

(i) Prohibit the head of an executive agency from procuring with an entity to provide a service that connects to the facilities of a third-party, such as backhaul, roaming, or interconnection arrangements; or

(ii) Cover telecommunications equipment that cannot route or redirect user data traffic or cannot permit visibility into any user data or packets that such equipment transmits or otherwise handles.

(c) Procedures. The Offeror shall review the list of excluded parties in the System for Award Management (SAM) ( https://www.sam.gov) for entities excluded from receiving federal awards for "covered telecommunications equipment or services".

(d) Representation. The Offeror represents that—

(1) It □ will, □ will not provide covered telecommunications equipment or services to the Government in the performance of any contract, subcontract or other contractual instrument resulting from this solicitation. The Offeror shall provide the additional disclosure information required at paragraph (e)(1) of this section if the Offeror responds "will" in paragraph (d)(1) of this section; and

(2) After conducting a reasonable inquiry, for purposes of this representation, the Offeror represents that—

It □ does, □ does not use covered telecommunications equipment or services, or use any equipment, system, or service that uses covered telecommunications equipment or services. The Offeror shall provide the additional disclosure information required at paragraph (e)(2) of this section if the Offeror responds "does" in paragraph (d)(2) of this section.

(e) Disclosures. (1) Disclosure for the representation in paragraph (d)(1) of this provision. If the Offeror has responded "will" in the representation in paragraph (d)(1) of this provision, the Offeror shall provide the following information as part of the offer:
(i) For covered equipment—

(A) The entity that produced the covered telecommunications equipment (include entity name, unique entity identifier, CAGE code, and whether the entity was the original equipment manufacturer (OEM) or a distributor, if known);

(B) A description of all covered telecommunications equipment offered (include brand; model number, such as OEM number, manufacturer part number, or wholesaler number; and item description, as applicable); and

(C) Explanation of the proposed use of covered telecommunications equipment and any factors relevant to determining if such use would be permissible under the prohibition in paragraph (b)(1) of this provision.

(ii) For covered services—

(A) If the service is related to item maintenance: A description of all covered telecommunications services offered (include on the item being maintained: Brand; model number, such as OEM number, manufacturer part number, or wholesaler number; and item description, as applicable); or

(B) If not associated with maintenance, the Product Service Code (PSC) of the service being provided; and explanation of the proposed use of covered telecommunications services and any factors relevant to determining if such use would be permissible under the prohibition in paragraph (b)(1) of this provision.

(2) Disclosure for the representation in paragraph (d)(2) of this provision. If the Offeror has responded "does" in the representation in paragraph (d)(2) of this provision, the Offeror shall provide the following information as part of the offer:

(i) For covered equipment—

(A) The entity that produced the covered telecommunications equipment (include entity name, unique entity identifier, CAGE code, and whether the entity was the OEM or a distributor, if known);

(B) A description of all covered telecommunications equipment offered (include brand; model number, such as OEM number, manufacturer part number, or wholesaler number; and item description, as applicable); and

(C) Explanation of the proposed use of covered telecommunications equipment and any factors relevant to determining if such use would be permissible under the prohibition in paragraph (b)(2) of this provision.

(ii) For covered services—

(A) If the service is related to item maintenance: A description of all covered telecommunications services offered (include on the item being maintained: Brand; model number, such as OEM number, manufacturer part number, or wholesaler number; and item description, as applicable); or

(B) If not associated with maintenance, the PSC of the service being provided; and explanation of the proposed use of covered telecommunications services and any factors relevant to determining if such use would be permissible under the prohibition in paragraph (b)(2) of this provision.

(End of provision)

[bookmark: P959_142485][bookmark: P962_142776][bookmark: P982_145098]52.209-7 	 Information Regarding Responsibility Matters (Oct 2018)

(a) Definitions. As used in this provision—

Administrative proceeding means a non-judicial process that is adjudicatory in nature in order to make a determination of fault or liability (e.g., Securities and Exchange Commission Administrative Proceedings, Civilian Board of Contract Appeals Proceedings, and Armed Services Board of Contract Appeals Proceedings). This includes administrative proceedings at the Federal and State level but only in connection with performance of a Federal contract or grant. It does not include agency actions such as contract audits, site visits, corrective plans, or inspection of deliverables.

Federal contracts and grants with total value greater than $10,000,000 means—

(1) The total value of all current, active contracts and grants, including all priced options; and

(2) The total value of all current, active orders including all priced options under indefinite-delivery, indefinite-quantity, 8(a), or requirements contracts (including task and delivery and multiple-award Schedules).

Principal means an officer, director, owner, partner, or a person having primary management or supervisory responsibilities within a business entity (e.g., general manager; plant manager; head of a division or business segment; and similar positions).

(b) The offeror □ has □ does not have current active Federal contracts and grants with total value greater than $10,000,000.

(c) If the offeror checked "has" in paragraph (b) of this provision, the offeror represents, by submission of this offer, that the information it has entered in the Federal Awardee Performance and Integrity Information System (FAPIIS) is current, accurate, and complete as of the date of submission of this offer with regard to the following information:

(1) Whether the offeror, and/or any of its principals, has or has not, within the last five years, in connection with the award to or performance by the offeror of a Federal contract or grant, been the subject of a proceeding, at the Federal or State level that resulted in any of the following dispositions:

(i) In a criminal proceeding, a conviction.

(ii) In a civil proceeding, a finding of fault and liability that results in the payment of a monetary fine, penalty, reimbursement, restitution, or damages of $5,000 or more.

(iii) In an administrative proceeding, a finding of fault and liability that results in–

(A) The payment of a monetary fine or penalty of $5,000 or more; or

(B) The payment of a reimbursement, restitution, or damages in excess of $100,000.

(iv) In a criminal, civil, or administrative proceeding, a disposition of the matter by consent or compromise with an acknowledgment of fault by the Contractor if the proceeding could have led to any of the outcomes specified in paragraphs (c)(1)(i), (c)(1)(ii), or (c)(1)(iii) of this provision.

(2) If the offeror has been involved in the last five years in any of the occurrences listed in (c)(1) of this provision, whether the offeror has provided the requested information with regard to each occurrence.

(d) The offeror shall post the information in paragraphs (c)(1)(i) through (c)(1)(iv) of this provision in FAPIIS as required through maintaining an active registration in the System for Award Management, which can be accessed via https://www.sam.gov (see 52.204-7).

(End of provision)
52.230-1      Cost Accounting Standards Notices and Certification (Jun 2020)
Note: This notice does not apply to small businesses or foreign governments. This notice is in three parts, identified by Roman numerals I through III.

Offerors shall examine each part and provide the requested information in order to determine Cost Accounting Standards (CAS) requirements applicable to any resultant contract.

If the offeror is an educational institution, Part II does not apply unless the contemplated contract will be subject to full or modified CAS coverage pursuant to 48 CFR 9903.201-2(c)(5) or 9903.201-2(c)(6), respectively.

I. Disclosure Statement-Cost Accounting Practices and Certification

(a) Any contract in excess of the lower CAS threshold specified in Federal Acquisition Regulation (FAR) 30.201-4(b) resulting from this solicitation will be subject to the requirements of the Cost Accounting Standards Board (48 CFR chapter 99), except for those contracts which are exempt as specified in 48 CFR 9903.201-1.

(b) Any offeror submitting a proposal which, if accepted, will result in a contract subject to the requirements of 48 CFR chapter 99must, as a condition of contracting, submit a Disclosure Statement as required by 48 CFR 9903.202. When required, the Disclosure Statement must be submitted as a part of the offeror’s proposal under this solicitation unless the offeror has already submitted a Disclosure Statement disclosing the practices used in connection with the pricing of this proposal. If an applicable Disclosure Statement has already been submitted, the offeror may satisfy the requirement for submission by providing the information requested in paragraph (c) of Part I of this provision.

Caution: In the absence of specific regulations or agreement, a practice disclosed in a Disclosure Statement shall not, by virtue of such disclosure, be deemed to be a proper, approved, or agreed-to practice for pricing proposals or accumulating and reporting contract performance cost data.

(c) Check the appropriate box below:

(1) □ Certificate of Concurrent Submission of Disclosure Statement. The offeror hereby certifies that, as a part of the offer, copies of the Disclosure Statement have been submitted as follows:

(i) Original and one copy to the cognizant Administrative Contracting Officer (ACO) or cognizant Federal agency official authorized to act in that capacity (Federal official), as applicable; and

(ii) One copy to the cognizant Federal auditor.

(Disclosure must be on Form No. CASB DS-1 or CASB DS-2, as applicable. Forms may be obtained from the cognizant ACO or Federal official.)

Date of Disclosure Statement: _________________________ Name and Address of Cognizant ACO or Federal Official Where Filed: _______________________________________

The offeror further certifies that the practices used in estimating costs in pricing this proposal are consistent with the cost accounting practices disclosed in the Disclosure Statement.

(2) □ Certificate of Previously Submitted Disclosure Statement. The offeror hereby certifies that the required Disclosure Statement was filed as follows:

Date of Disclosure Statement: _________________________ Name and Address of Cognizant ACO or Federal Official Where Filed: _______________________________________

The offeror further certifies that the practices used in estimating costs in pricing this proposal are consistent with the cost accounting practices disclosed in the applicable Disclosure Statement.

(3) □ Certificate of Monetary Exemption. The offeror hereby certifies that the offeror, together with all divisions, subsidiaries, and affiliates under common control, did not receive net awards of negotiated prime contracts and subcontracts subject to CAS totaling $50 million or more in the cost accounting period immediately preceding the period in which this proposal was submitted. The offeror further certifies that if such status changes before an award resulting from this proposal, the offeror will advise the Contracting Officer immediately.

(4) □ Certificate of Interim Exemption. The offeror hereby certifies that (i) the offeror first exceeded the monetary exemption for disclosure, as defined in (3) of this subsection, in the cost accounting period immediately preceding the period in which this offer was submitted and (ii) in accordance with 48 CFR 9903.202-1, the offeror is not yet required to submit a Disclosure Statement. The offeror further certifies that if an award resulting from this proposal has not been made within 90 days after the end of that period, the offeror will immediately submit a revised certificate to the Contracting Officer, in the form specified under paragraph (c)(1) or (c)(2) of PartI of this provision, as appropriate, to verify submission of a completed Disclosure Statement.

Caution: Offerors currently required to disclose because they were awarded a CAS-covered prime contract or subcontract of $50 million or more in the current cost accounting period may not claim this exemption (4). Further, the exemption applies only in connection with proposals submitted before expiration of the 90-day period following the cost accounting period in which the monetary exemption was exceeded.

II. Cost Accounting Standards-Eligibility for Modified Contract Coverage

If the offeror is eligible to use the modified provisions of 48 CFR 9903.201-2(b) and elects to do so, the offeror shall indicate by checking the box below. Checking the box below shall mean that the resultant contract is subject to the Disclosure and Consistency of Cost Accounting Practices clause in lieu of the Cost Accounting Standards clause.

□ The offeror hereby claims an exemption from the Cost Accounting Standards clause under the provisions of 48 CFR 9903.201-2(b) and certifies that the offeror is eligible for use of the Disclosure and Consistency of Cost Accounting Practices clause because during the cost accounting period immediately preceding the period in which this proposal was submitted, the offeror received less than $50 million in awards of CAS-covered prime contracts and subcontracts. The offeror further certifies that if such status changes before an award resulting from this proposal, the offeror will advise the Contracting Officer immediately.

Caution: An offeror may not claim the above eligibility for modified contract coverage if this proposal is expected to result in the award of a CAS-covered contract of $50 million or more or if, during its current cost accounting period, the offeror has been awarded a single CAS-covered prime contract or subcontract of $50 million or more.

III. Additional Cost Accounting Standards Applicable to Existing Contracts

The offeror shall indicate below whether award of the contemplated contract would, in accordance with paragraph (a)(3) of the Cost Accounting Standards clause, require a change in established cost accounting practices affecting existing contracts and subcontracts.

□ Yes

□ No

(End of provision)

252.204-7007 Alternate A, Annual Representations and Certifications (Nov 2023)

Substitute the following paragraphs (b), (d), and (e) for paragraphs (b) and (d) of the provision at FAR 52.204-8:

(b)(1) If the provision at FAR 52.204-7, System for Award Management, is included in this solicitation, paragraph (e) of this provision applies.

(2) If the provision at FAR 52.204-7, System for Award Management, is not included in this solicitation, and the Offeror has an active registration in the System for Award Management (SAM), the Offeror may choose to use paragraph (e) of this provision instead of completing the corresponding individual representations and certifications in the solicitation. The Offeror shall indicate which option applies by checking one of the following boxes:

___ (i) Paragraph (e) applies.

___ (ii) Paragraph (e) does not apply and the Offeror has completed the individual representations and certifications in the solicitation.

(d)(1) The following representations or certifications in the SAM database are applicable to this solicitation as indicated:

(i) 252.204-7016 , Covered Defense Telecommunications Equipment or Services—Representation. Applies to all solicitations.

(ii) 252.216-7008 , Economic Price Adjustment—Wage Rates or Material Prices Controlled by a Foreign Government. Applies to solicitations for fixed-price supply and service contracts when the contract is to be performed wholly or in part in a foreign country, and a foreign government controls wage rates or material prices and may during contract performance impose a mandatory change in wages or prices of materials.

(iii) 252.225-7042 , Authorization to Perform. Applies to all solicitations when performance will be wholly or in part in a foreign country.

(iv) 252.225-7049 , Prohibition on Acquisition of Certain Foreign Commercial Satellite Services—Representations. Applies to solicitations for the acquisition of commercial satellite services.

(v) 252.225-7050 , Disclosure of Ownership or Control by the Government of a Country that is a State Sponsor of Terrorism. Applies to all solicitations expected to result in contracts of $150,000 or more.

(vi) 252.229-7012 , Tax Exemptions (Italy)—Representation. Applies to solicitations and contracts when contract performance will be in Italy.

(vii) 252.229-7013 , Tax Exemptions (Spain)—Representation. Applies to solicitations and contracts when contract performance will be in Spain.

(ix) 252.247-7022 , Representation of Extent of Transportation by Sea. Applies to all solicitations except those for direct purchase of ocean transportation services or those with an anticipated value at or below the simplified acquisition threshold.

(2) The following representations or certifications in SAM are applicable to this solicitation as indicated by the Contracting Officer: [Contracting Officer check as appropriate.]

___ (i) 252.209-7002 , Disclosure of Ownership or Control by a Foreign Government.

___ (ii) 252.225-7000 , Buy American—Balance of Payments Program Certificate.

___ (iii) 252.225-7020 , Trade Agreements Certificate.

___ Use with Alternate I.

___ (iv) 252.225-7031 , Secondary Arab Boycott of Israel.

___ (v) 252.225-7035 , Buy American—Free Trade Agreements—Balance of Payments Program Certificate.

___ Use with Alternate I.

___ Use with Alternate II.

___ Use with Alternate III.

___Use with Alternate IV.

___ Use with Alternate V.

___ (vi) 252.226-7002 , Representation for Demonstration Project for Contractors Employing Persons with Disabilities.

___ (vii) 252.232-7015 , Performance-Based Payments—Representation.

(e) The Offeror has completed the annual representations and certifications electronically via the SAM website at https://www.sam.gov . After reviewing the SAM database information, the Offeror verifies by submission of the offer that the representations and certifications currently posted electronically that apply to this solicitation as indicated in FAR 52.204–8(c) and paragraph (d) of this provision have been entered or updated within the last 12 months, are current, accurate, complete, and applicable to this solicitation (including the business size standard applicable to the NAICS code referenced for this solicitation), as of the date of this offer, and are incorporated in this offer by reference (see FAR 4.1201); except for the changes identified below [ Offeror to insert changes, identifying change by provision number, title, date ]. These amended representation(s) and/or certification(s) are also incorporated in this offer and are current, accurate, and complete as of the date of this offer.

FAR/DFARS Provision #

Title

Date

Change

Any changes provided by the Offeror are applicable to this solicitation only, and do not result in an update to the representations and certifications located in the SAM database.

(End of provision)

252.204-7016 Covered Defense Telecommunications Equipment or Services—Representation (Dec 2019)

(a) Definitions. As used in this provision, “covered defense telecommunications equipment or services” has the meaning provided in the clause 252.204-7018 , Prohibition on the Acquisition of Covered Defense Telecommunications Equipment or Services.

(b) Procedures. The Offeror shall review the list of excluded parties in the System for Award Management (SAM) (https://www.sam.gov/) for entities excluded from receiving federal awards for “covered defense telecommunications equipment or services”.

(c) Representation. The Offeror represents that it [ ] does, [ ] does not provide covered defense telecommunications equipment or services as a part of its offered products or services to the Government in the performance of any contract, subcontract, or other contractual instrument.

(End of provision)

252.204-7017 Prohibition on the Acquisition of Covered Defense Telecommunications Equipment or Services—Representation (May 2021)

The Offeror is not required to complete the representation in this provision if the Offeror has represented in the provision at 252.204-7016 , Covered Defense Telecommunications Equipment or Services—Representation, that it “does not provide covered defense telecommunications equipment or services as a part of its offered products or services to the Government in the performance of any contract, subcontract, or other contractual instrument.”

(a) Definitions. “Covered defense telecommunications equipment or services,” “covered mission,” “critical technology,” and “substantial or essential component,” as used in this provision, have the meanings given in the 252.204-7018 clause, Prohibition on the Acquisition of Covered Defense Telecommunications Equipment or Services, of this solicitation.

(b) Prohibition. Section 1656 of the National Defense Authorization Act for Fiscal Year 2018 (Pub. L. 115-91) prohibits agencies from procuring or obtaining, or extending or renewing a contract to procure or obtain, any equipment, system, or service to carry out covered missions that uses covered defense telecommunications equipment or services as a substantial or essential component of any system, or as critical technology as part of any system.

(c) Procedures. The Offeror shall review the list of excluded parties in the System for Award Management (SAM) at https://www.sam.gov for entities that are excluded when providing any equipment, system, or service to carry out covered missions that uses covered defense telecommunications equipment or services as a substantial or essential component of any system, or as critical technology as part of any system, unless a waiver is granted.

Representation. If in its annual representations and certifications in SAM the Offeror has represented in paragraph (c) of the provision at 252.204-7016 , Covered Defense Telecommunications Equipment or Services—Representation, that it “does” provide covered defense telecommunications equipment or services as a part of its offered products or services to the Government in the performance of any contract, subcontract, or other contractual instrument, then the Offeror shall complete the following additional representation:

The Offeror represents that it [ ] will [ ] will not provide covered defense telecommunications equipment or services as a part of its offered products or services to DoD in the performance of any award resulting from this solicitation.

(e) Disclosures. If the Offeror has represented in paragraph (d) of this provision that it “will provide covered defense telecommunications equipment or services,” the Offeror shall provide the following information as part of the offer:

(1) A description of all covered defense telecommunications equipment and services offered (include brand or manufacturer; product, such as model number, original equipment manufacturer (OEM) number, manufacturer part number, or wholesaler number; and item description, as applicable).

(2) An explanation of the proposed use of covered defense telecommunications equipment and services and any factors relevant to determining if such use would be permissible under the prohibition referenced in paragraph (b) of this provision.

(3) For services, the entity providing the covered defense telecommunications services (include entity name, unique entity identifier, and Commercial and Government Entity (CAGE) code, if known).

(4) For equipment, the entity that produced or provided the covered defense telecommunications equipment (include entity name, unique entity identifier, CAGE code, and whether the entity was the OEM or a distributor, if known).

(End of provision)

252.204-7019  Notice of NIST SP 800-171 DoD Assessment Requirements (Nov 2023)

(a) Definitions.

“Basic Assessment”, “Medium Assessment”, and “High Assessment” have the meaning given in the clause 252.204-7020, NIST SP 800-171 DoD Assessments.

“Covered contractor information system” has the meaning given in the clause 252.204-7012, Safeguarding Covered Defense Information and Cyber Incident Reporting, of this solicitation.

(b) Requirement. In order to be considered for award, if the Offeror is required to implement NIST SP 800–171, the Offeror shall have a current assessment ( i.e., not more than 3 years old unless a lesser time is specified in the solicitation) (see 252.204–7020) for each covered contractor information system that is relevant to the offer, contract, task order, or delivery order. The Basic, Medium, and High NIST SP 800–171 DoD Assessments are described in the NIST SP 800–171 DoD Assessment Methodology located at https://www.acq.osd.mil/asda/dpc/cp/cyber/docs/safeguarding/NIST-SP-800-171-Assessment-Methodology-Version-1.2.1-6.24.2020.pdf .

(c) Procedures.

(1) The Offeror shall verify that summary level scores of a current NIST SP 800-171 DoD Assessment (i.e., not more than 3 years old unless a lesser time is specified in the solicitation) are posted in the Supplier Performance Risk System (SPRS) () for all covered contractor information systems relevant to the offer.

(2) If the Offeror does not have summary level scores of a current NIST SP 800-171 DoD Assessment (i.e., not more than 3 years old unless a lesser time is specified in the solicitation) posted in SPRS, the Offeror may conduct and submit a Basic Assessment to for posting to SPRS in the format identified in paragraph (d) of this provision.

(d) Summary level scores. Summary level scores for all assessments will be posted 30 days post-assessment in SPRS to provide DoD Components visibility into the summary level scores of strategic assessments.

(1) Basic Assessments. An Offeror may follow the procedures in paragraph (c)(2) of this provision for posting Basic Assessments to SPRS.

(i) The email shall include the following information:

(A) Cybersecurity standard assessed (e.g., NIST SP 800-171 Rev 1).

(B) Organization conducting the assessment (e.g., Contractor self-assessment).

(C) For each system security plan (security requirement 3.12.4) supporting the performance of a DoD contract—

(1) All industry Commercial and Government Entity (CAGE) code(s) associated with the information system(s) addressed by the system security plan; and

(2) A brief description of the system security plan architecture, if more than one plan exists.

(D) Date the assessment was completed.

(E) Summary level score (e.g., 95 out of 110, NOT the individual value for each requirement).

(F) Date that all requirements are expected to be implemented (i.e., a score of 110 is expected to be achieved) based on information gathered from associated plan(s) of action developed in accordance with NIST SP 800-171.

(ii) If multiple system security plans are addressed in the email described at paragraph (d)(1)(i) of this section, the Offeror shall use the following format for the report:

System Security Plan

CAGE Codes supported by this plan

Brief description of the plan architecture

Date of assessment

Total Score

Date score of 110 will achieved

(2) Medium and High Assessments. DoD will post the following Medium and/or High Assessment summary level scores to SPRS for each system assessed:

(i) The standard assessed (e.g., NIST SP 800-171 Rev 1).

(ii) Organization conducting the assessment, e.g., DCMA, or a specific organization (identified by Department of Defense Activity Address Code (DoDAAC)).

(iii) All industry CAGE code(s) associated with the information system(s) addressed by the system security plan.

(iv) A brief description of the system security plan architecture, if more than one system security plan exists.

(v) Date and level of the assessment, i.e., medium or high.

(vi) Summary level score (e.g., 105 out of 110, not the individual value assigned for each requirement).

(vii) Date that all requirements are expected to be implemented (i.e., a score of 110 is expected to be achieved) based on information gathered from associated plan(s) of action developed in accordance with NIST SP 800-171.

(3) Accessibility.

(i) Assessment summary level scores posted in SPRS are available to DoD personnel, and are protected, in accordance with the standards set forth in DoD Instruction 5000.79, Defense-wide Sharing and Use of Supplier and Product Performance Information (PI).

(ii) Authorized representatives of the Offeror for which the assessment was conducted may access SPRS to view their own summary level scores, in accordance with the SPRS Software User’s Guide for Awardees/Contractors available at https://www.sprs.csd.disa.mil/pdf/SPRS_Awardee.pdf.

(iii) A High NIST SP 800-171 DoD Assessment may result in documentation in addition to that listed in this section. DoD will retain and protect any such documentation as “Controlled Unclassified Information (CUI)” and intended for internal DoD use only. The information will be protected against unauthorized use and release, including through the exercise of applicable exemptions under the Freedom of Information Act (e.g., Exemption 4 covers trade secrets and commercial or financial information obtained from a contractor that is privileged or confidential).

(End of provision)

[bookmark: _Hlk165464201]252.225-7966 Prohibition Regarding Russian Fossil Fuel Business Operations—Representation (Deviation 2024-O0006).

PROHIBITION REGARDING RUSSIAN FOSSIL FUEL BUSINESS OPERATIONS—REPRESENTATION (FEB 2024)

	(a)  Definitions.  The terms business operations and fossil fuel company have the meanings given in the 252.225-7067 clause of this solicitation.

[bookmark: _Hlk157679297]	(b)  Representation.  By submission of an offer, the Offeror represents it is not, or that it does not knowingly have fossil fuel business operations with an entity or individual that is, 50 percent or more owned, individually or collectively, by—

		(1)  An authority of the government of the Russian Federation; or

		(2)  A fossil fuel company that operates in the Russian Federation, except if the fossil fuel company transports oil or gas—

			(i)  Through the Russian Federation for sale outside of the Russian Federation; and

			(ii)  That was extracted from a country other than the Russian Federation with respect to the energy sector of which the President has not imposed sanctions as of the date on which the contract is awarded.

(End of provision)

252.225-7973 Prohibition on Procurement of Foreign-Made Unmanned Aircraft Systems – Representation (DEVIATION 2020-O0015) (May 2020)
	(a)  Prohibition.  Section 848 of the National Defense Authorization Act for Fiscal Year 2020 (Pub. L. 116-92) prohibits DoD from using or procuring—
		(1)  An unmanned aircraft system (UAS), or any related services or equipment, that—
			(i)  Is manufactured in the People’s Republic of China or by an entity domiciled in the People’s Republic of China;
			(ii)  Uses flight controllers, radios, data transmission devices, cameras, or gimbals manufactured in the People’s Republic of China or by an entity domiciled in the People’s Republic of China;
			(iii)  Uses a ground control system or operating software developed in the People’s Republic of China or by an entity domiciled in the People’s Republic of China; or
			(iv)  Uses network connectivity or data storage located in, or administered by an entity domiciled in, the People’s Republic of China; or
		(2)  A system for the detection or identification of a UAS, or any related services or equipment, that is manufactured—
			(i)  In the People’s Republic of China; or 
			(ii)  By an entity domiciled in the People’s Republic of China. 
	(b)  Representations.  By submission of its offer, the Offeror represents that it will not provide or use—
		(1)  A UAS, as described in paragraph (a)(1) of this provision, in the performance of any contract, subcontract, or other contractual instrument resulting from this solicitation; and
	(2)  A system for the detection or identification of a UAS, as described in paragraph (a)(2) of this provision, in the performance of any contract, subcontract, or other contractual instrument resulting from this solicitation.
(End of provision)


[bookmark: wp1147292][bookmark: wp1147293][bookmark: section11clause][bookmark: P579_25339][bookmark: P742_35857]252.227-7017     Identification and Assertion of Use, Release, or Disclosure Restrictions (Jan 2023)

(a) The terms used in this provision are defined in following clause or clauses contained in this solicitation—

(1) If a successful offeror will be required to deliver technical data, the Rights in Technical Data—Other Than Commercial Products and Commercial Services clause, or, if this solicitation contemplates a contract under the Small Business Innovation Research Program, the Rights in Other Than Commercial Technical Data and Computer Software—Small Business Innovation Research (SBIR) Program clause.

(2) If a successful offeror will not be required to deliver technical data, the Rights in Other Than Commercial Computer Software and Other Than Commercial Computer Software Documentation clause, or, if this solicitation contemplates a contract under the Small Business Innovation Research Program, the Rights in Other Than Commercial Technical Data and Computer Software—Small Business Innovation Research (SBIR) Program clause.

(b) The identification and assertion requirements in this provision apply only to technical data, including computer software documentation, or computer software to be delivered with other than unlimited rights. For contracts to be awarded under the Small Business Innovation Research Program, the notification and identification requirements do not apply to technical data or computer software that will be generated under the resulting contract. Notification and identification is not required for restrictions based solely on copyright.

(c) Offers submitted in response to this solicitation shall identify, to the extent known at the time an offer is submitted to the Government, the technical data or computer software that the Offeror, its subcontractors or suppliers, or potential subcontractors or suppliers, assert should be furnished to the Government with restrictions on use, release, or disclosure.

(d) The Offeror's assertions, including the assertions of its subcontractors or suppliers or potential subcontractors or suppliers, shall be submitted as an attachment to its offer in the following format, dated and signed by an official authorized to contractually obligate the Offeror:

Identification and Assertion of Restrictions on the Government's Use, Release, or Disclosure of Technical Data or Computer Software.

The Offeror asserts for itself, or the persons identified below, that the Government's rights to use, release, or disclose the following technical data or computer software should be restricted:

	Technical Data or
Computer Software
to be Furnished
With Restrictions*
	Basis for
Assertion**
	Asserted Rights
Category***
	Name of Person
Asserting
Restrictions****

	(LIST)*****
	(LIST)
	(LIST)
	(LIST)




*For technical data (other than computer software documentation) pertaining to items, components, or processes developed at private expense, identify both the deliverable technical data and each such item, component, or process. For computer software or computer software documentation identify the software or documentation.

**Generally, development at private expense, either exclusively or partially, is the only basis for asserting restrictions. For technical data, other than computer software documentation, development refers to development of the item, component, or process to which the data pertain. The Government's rights in computer software documentation generally may not be restricted. For computer software, development refers to the software. Indicate whether development was accomplished exclusively or partially at private expense. If development was not accomplished at private expense, or for computer software documentation, enter the specific basis for asserting restrictions.

***Enter asserted rights category (e.g., government purpose license rights from a prior contract, rights in SBIR data generated under another contract, limited, restricted, or government purpose rights under this or a prior contract, or specially negotiated licenses).

****Corporation, individual, or other person, as appropriate.

*****Enter “none” when all data or software will be submitted without restrictions.

Date

_________________________________

Printed Name and Title

_________________________________

_________________________________

Signature

_________________________________

(End of identification and assertion)

(e) An offeror's failure to submit, complete, or sign the notification and identification required by paragraph (d) of this provision with its offer may render the offer ineligible for award.

(f) If the Offeror is awarded a contract, the assertions identified in paragraph (d) of this provision shall be listed in an attachment to that contract. Upon request by the Contracting Officer, the Offeror shall provide sufficient information to enable the Contracting Officer to evaluate any listed assertion.

(End of provision)

252.227-7028     Technical Data or Computer Software Previously Delivered to the Government (Jun 1995)

The Offeror shall attach to its offer an identification of all documents or other media incorporating technical data or computer software it intends to deliver under this contract with other than unlimited rights that are identical or substantially similar to documents or other media that the Offeror has produced for, delivered to, or is obligated to deliver to the Government under any contract or subcontract. The attachment shall identify—

(a) The contract number under which the data or software were produced;

(b) The contract number under which, and the name and address of the organization to whom, the data or software were most recently delivered or will be delivered; and

(c) Any limitations on the Government's rights to use or disclose the data or software, including, when applicable, identification of the earliest date the limitations expire.

(End of provision)





AUTHORIZED NEGOTIATORS

Designate below the person(s) authorized to negotiate with the Government in connection with this request for proposals or quotations:  (list names, titles, and telephone numbers of the authorized negotiators).

NAME:  			  TITLE:  		  

NUMBER  			  EXT.  		

NAME:  			  TITLE:  		  

NUMBER  			  EXT.  		


CONTRACT ADMINISTRATION

Designate below the person(s) whom the Government may contact for prompt action on matters pertaining to administration of the contract.

 NAME:                                          TITLE:   			                        

NUMBER  			  EXT.  		


Signature signifying accuracy and completeness of the above representations and Certifications:


SIGNATURE: ______________________________________   DATE: ________________

NAME: ___________________________________________                                         

TITLE:   			                        

NUMBER  			  EXT.  		
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