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Defense Adv Research Projects Agcy
FY 2005 RDT&E PROGRAM

ITtem

Defense Research Sciences

Basic Research

0602301E

0602302E

0602383E

0602702E

0602712E

Computing Systems and
Communications Technology

Embedded Software and Pervasive
Computing

Biological Warfare Defense
Tactical Technology

Materials and Electronics
Technology

Applied Research

0603285E

0603739E

0603760E

0603762E

0603763E

0603764E

0603765E

0603766E

Advanced Aerospace Systems
Advanced Electronics Technologies

Command, Control and
Communications Systems

Sensor and Guidance Technology
Marine Technology

Land Warfare Technology
Classified DARPA Programs

Network-Centric Warfare Technology

Advanced Technology Development (ATD)

0605502E

0605898E

Small Business Innovative Research

Management HQ - R&D

RDT&E Management Support

Act

Thousands of Dollars

FY 2003
171,383

171,383

390,607

54,870

157,861
168,826

414,437

1,186,601
242,095
158,847

115, 654

216,052
26,164
164,634
261,851
1,185,297
64,848

109,698

UNCLASSIFIED

FY 2004

139,434

139,434

334,696

13,250

149,105
247,405

465,450

1,209,906
315,941
186,748

193,562

336,658
13,751
81,513

218,192

91,226

EXHIBIT R-1

Date: FEB 2004

FY 2005

143,729

143,729

342,614

147,533
339,175

502,044

1,331,366
361,067
218,151

225,784

337,117

63,121

238,131

125,124
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Defense Adv Research Projects Agcy
FY 2005 RDT&E PROGRAM

APPROPRIATION: 0400D Research, Development, Test & Eval, DW

Program

Line Element
No Number Item Act
139 0909999E Financing for Cancelled Account 6

Adjustments

RDT&E Management Support

Total Defense Adv Research Projects Agcy

Thousands of Dollars

FY 2003 FY 2004
2,000
2,000

2,654,979 2,831,456
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Program: Basic Research

Ageney: Department of Defense--Military
Bureau: Research, Development, Test, and Evaluation

I I I I
Purpose 100

Planning |89

Management (NN TN T S ] 64
I S ——

0 100

Results /
Accountability

Results Achieved
[ ] Results Not Demonstrated

Measures Adequate
[ ] New Measures Needed

Key Performance Measures Year Target Actual

Certification in biennial reviews by technically competent 2003 and 100%

independent reviewers that the supported work, as a later
portfolio, is of high quality, serves to advance the national
security and is efficiently managed and carried out.

Long-term Measure: 2005 -50%
Portion of funded research that is chosen on the basis of

merit review
Reduce non-merit-reviewed and -determined projects by

one half in two years (from 6.0% to 3.0%)

*Rating: Effective
Program Type Research and Development

Program Summary:

The Basic Research program includes scientific study and experimentation to
increase fundamental knowledge in the physical, engineering, environmental and
life sciences and consists of a wide portfolio of projects. The program is carried out
primarily through grants to universities and non-profits. The results of this
research are expected to improve the country's defense capabilities, although the
actual results of any specific project are unpredictable. Notable successes in the
past have led to advances in satellite communications and imagery, precision
navigation, stealth, night vision and technologies allowing greatly expanded
battlefield awareness. Due to the long-term nature of research results, the R&D
PART emphasizes assessment of the process of choosing funded projects and
independent assessments of how well the research portfolio is managed.

The assessment indicates that the basic research program has clear purposes of
providing options for new weapons systems, helping prevent technological
surprise by adversaries, and developing new scientists who will contribute to the
DoD mission in the future. DoD can document--through its contracts and grants
management regulations, public announcements of award competitions and
results from independent review panels--the methodical management of its
program. Additional findings include:

1. The grants/contract solicitation, review and award processes are competitive.
2. The program is reviewed regularly by technically capable outside reviewers,
which recommend improvements they would like to be implemented. They
indicate that the work is of overall high quality.

3. The program has competent planning and management.

4. Earmarking of projects in the program has increased in the past decade and
contribute less than the typical research project to meeting the agency's mission.

In response to these findings, the Administration will:

1. Continue to emphasize the use of independent review panels in assessing the
performance of the program.

2. Work with the research community and Congress to explain the need to limit
claims on research grant funds to proposals that independently can meet the
standards of a strict merit-review process.

Program Funding Level (in millions of dollars)

* This assessments has not changed since publication in the FY 2004 Budget. For
updated program funding levels, see Data File - Funding, Scores, and Ratings.
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Program: DoD Small Business Innovation
Research / Technology Transfer

Agencey: Department of Defense--Military
Bureau: Research & Development

Purpose

Planning 0

Management 43

60

Results / _ 6
Accountability

0

Key Performance Measures

Year

100

Target Actual

Long-term Measure:

Revise the Commercialization Achievement Index (CAl) to
eliminate counting of investments as commercialization no
later than three years after receiving the first Phase Il
support. After that, count competitive sales receipts only.

2004

All

Long-term Measure:

Stop funding companies with more than 5 current or past
Phase Il awards in the last 5 years if the company is in the
bottom quatrtile in the CAl.

2005

All

Long-term Efficiency Measure:

Emphasize commercialization so overall competitively
awarded sales to the government (direct or indirect) from
resulting products is at least equal to new R&D investment
(Phases I-l1), as a portfolio of prior 3-8 year investments
(rolling average).

2004

0.15

2005

0.2

2006

0.3

Rating: Results Not Demonstrated

Program Type: Research and Development

Program Summary:

The Department of Defense’s (DoD’s) Small Business Innovation Research and
Small Business Technology Transfer programs supply funds to small businesses
(in the latter case, in conjunction with non-profit research institutions) to develop
products that help DoD defend the country.

The assessment found that the program:

e  Provides funds to small businesses but has poor controls on unproductive
spending

e  Continues to provide funding to companies with track records of poor
performance;

e  Overestimates commercial successes resulting from Federal support by
treating additional investment in the same way as product sales.

In response to these findings, the Administration will:

1. Tighten eligibility requirements for accepting proposals from companies and
individuals that repeatedly fail to sell resulting products in the marketplace.

2.  Change the way companies’ past performance is assessed to ensure that it
more closely matches the intent of the law.

3. Look for ways to budget explicitly for the program’s administrative costs.

4. Seek to get highly successful awardees to enter the mainstream of Defense
contracting.

Program Funding Level (in millions of dollars)

2007

0.5

2003 Actual 2004 Estimate 2005 Estimate
963 1,100 1,133

Vii
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RDT&E BUDGET ITEM JUSTIFICATION SHEET (R-2 Exhibit)

DATE

February 2004

APPROPRIATION/BUDGET ACTIVITY
RDT&E, Defense-wide

R-1ITEM NOMENCLATURE

Defense Research Sciences

BA1 Basic Research PE 0601101E, R-1 #2
COST (In Millions) FY 2003 | FY2004 | FY2005 | FY 2006 | FY 2007 | FY 2008 | FY 2009
Total Program Element (PE) Cost 171.383 | 139434 | 143729 | 146565 | 148723 | 151.339 | 153.893
Bio/Info/Micro Sciences BLS-01 77733 | 43855 | 63437 | 77679 | 79029 | 78948 | 79.843
Information Sciences CCS-02 20306 | 21194 | 23791 | 23592 | 23565 | 23547 | 23528
Electronic Sciences ES-01 17568 | 26449 | 25465 | 21809 | 22678 | 25416 | 27.118
Materials Sciences MS-01 55776 | 47936 | 31036 | 23485 | 23451 | 23428 | 23404

(V) Mission Description:

V) The Defense Research Sciences Program Element is budgeted in the Basic Research Budget Activity because it provides the technical
foundation for long-term National Security enhancement through the discovery of new phenomena and the exploration of the potential of such
phenomena for Defense applications. It supports the scientific study and experimentation that is the basis for more advanced knowledge and
understanding in information, electronic, biological and materials sciences.

(U)  TheBio/lnfo/Micro Sciences project will explore and develop potentia technological breakthroughs that exist at the intersection of
biology, information technology and micro/physical systems to exploit advances and leverage fundamental discoveries for the development of new
technologies, techniques and systems of interest to the DoD. Programs in this project will draw upon information and physical sciencesto
discover properties of biological systems that cross multiple length scales of biological architecture and function, from the molecular and genetic
level through cdllular, tissue, organ, and whole organisms’ levels. Key focus areas include multidisciplinary programs in BioComputational
Systems, Simulation of Bio-Molecular Microsystems; Bio Futures; Biological Adaptation, Assembly, and Manufacturing; Nanostructure in
Biology; and Human Assisted Neura Devices.

(U)  ThelInformation Sciences project supports basic scientific study and experimentation for national security requirements such as
computational models, new mechanisms for performing computation and communication, innovative approaches to the composition of software,
novel human computer interfaces, novel computing architectures, and automatic speech recognition research.
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RDT&E BUDGET ITEM JUSTIFICATION SHEET (R-2 Exhibit) PATE February 2004
APPROPRIATION/BUDGET ACTIVITY R-11TEM NOMENCLATURE
RDT& E, Defense-wide Defense Research Sciences
BA1Basic Research PE 0601101E, R-1 #2

(U)  The Electronic Sciences project explores and demonstrates electronic and optoel ectronic devices, circuits and processing concepts that will
provide: (1) new technical options for meeting the information gathering, transmission and processing required to maintain near-real time
knowledge of the enemy and the ability to communicate decisions based on that knowledge to all forces in near-rea time; and (2) provide new
means for achieving substantial increases in performance and cost reduction of military systems providing these capabilities.

(U)  The Materias Sciences project is concerned with the development of:  high power density/high energy density mobile and portable power
sources; processing and design approaches for nanoscale and/or bimolecular materials, interfaces and microsystems; materials and measurements

for molecular-scal e el ectronics and spin-dependent materials and devices.

(8)) Program Change Summary: (In Millions)

Previous President’ s Budget
Current President’ s Budget
Total Adjustments

Congressional program reductions
Congressiond increases
Reprogrammings

SBIR/STTR transfer

UNCLASSIFIED

FY 2003 _FY 2004 FYZ2005

199.030 151.029 143.522
171.383 139.434 143.729
-27.647 -11.595 0.207

0.000 -35.495
0.000 23.900
-17.039 0.000
-10.608 0.000
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RDT&E BUDGET ITEM JUSTIFICATION SHEET (R-2 Exhibit) DATE

February 2004

APPROPRIATION/BUDGET ACTIVITY
RDT&E, Defense-wide

R-11TEM NOMENCLATURE
Defense Research Sciences

BA1 Applied Research PE 0601101E
(8)) Change Summary Explanation:
Fy 2003 Decrease reflects below threshold reprogrammings and SBIR transfer.
FY 2004 Decrease reflects congressional reductions to biological programs and undistributed reductions offset by
congressionally added funds in the areas of nanotechnology, photonics and spin electronics.

FY 2005 Increase reflects minor program re-pricing.

UNCLASSIFIED
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UNCLASSIFIED

. DATE
RDT&E BUDGET ITEM JUSTIFICATION SHEET (R-2 Exhibit) February 2004
APPROPRIATION/BUDGET ACTIVITY R-11TEM NOMENCLATURE
RDT&E, Defense-wide Defense Research Sciences
BA1 Basic Research PE 0601101E, Project BLS-01
COST (In Millions) FY 2003 | FY 2004 | FY 2005 | FY 2006 | FY 2007 | FY 2008 | FY 2009
Bio/Info/Micro Sciences BLS-01 77.733 43.855 63.437 77.679 79.029 78.948 79.843

V) Mission Description:

(U)  Thisproject will investigate and develop the intersections of biology, information technology and micro/physical systems to exploit
important technological advances and leverage fundamental discoveries for the development of new technologies, techniques, and systems of
interest to the DoD. Thisresearch is critical to the development of rapid responses to engineered biological warfare agents, radically new
biomolecular computers, and novel materials for the DoD. Programs in this project will draw upon the information and physical sciencesto
discover properties of biological systems that cross multiple scales of biological architecture and function, from the molecular and genetic level
through cdllular, tissue, organ, and whole organism levels. This project will develop the basic research tools in biology that are unique to the
application of biologicalbased solutions to critical Defense problems.

V) Program Accomplishments/Planned Programs:

Fy 2003 | FY 2004 | FY 2005

BioComputational Systems 24.000 8.000 9.237

(U)  TheBioComputational Systems (BioComp) component seeks to use computation to enhance biology, and to use biology to enhance
computation. The BioComp program will explore revolutionary, high-speed methods for use by field commanders to predict biological warfare
threats. Requiring only minutes, these computer prediction methods will give warfighters far more information about biological threats faster than
today’ s costly wet-lab technology.

V) In arelated thrust, enhancing biology by using modern computation, the program will develop validated computational models of internal
cellular processes, capturing complex gene and protein interactions, and simulation tools, for in-silico analysis, capable of predicting cellular
spatiotemporal dynamics. In addition to enabling high-speed methods for commanders to predict threats from biologica warfare agents, the
program will develop new technologies for the rapid and environmentally safe decontamination of spore-forming bacteria like anthrax in the field.

UNCLASSIEIED 5
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_ 1hi DATE
RDT&E BUDGET ITEM JUSTIFICATION SHEET (R-2 Exhibit) February 2004
APPROPRIATION/BUDGET ACTIVITY R-1ITEM NOMENCLATURE
RDT&E, Defense-wide Defense Research Sciences
BA1Basic Research PE 0601101, Project BLS-01

The application realm includes characterization, prediction, and control of biomolecular processes such as those related to pathogens; mechanisms
such as circadian rhythms that underlie war fighter performance and well-being in stressed conditions; and design of bio-sensors. This program
will aso pursue a comprehensive cognitive system that supports rapid analysis and discovery of molecular and cellular level mechanisms
underlying pathogenesis relevant to biological threats, and the discovery of potential intervention mechanisms. The modeling and simulation
capability will be extensible from cell level to higher levels such as organ, organism, and to collective groups of organisms. In addition, the
program will begin leveraging modeling, smulation, and bio-informatics capabilities to explore new methods of biologically inspired computing
principles, architecture, and design of robust and reliable information processing and networking systems.

V) Program Plans:

Initiate development of a progressively sophisticated suite of dynamic cellular models and architecture for Bio-SPICE (Simulation
Program for Intra-Cell Evauation), which will enable modeling, prediction, and control of last submission “cell model” processes,
with continual validation of each model experimentally. The cell modeling and Bio-SPICE will be capable of analysis of hundreds of
gene-protein networks and interactions.

Continue to incorporate spatial models into Bio-SPICE and explore potential reduced-order models capahilities to analyze the non-
linear and stochastic dynamics of thousands of interactions for sophisticated analysis of pathogenic agents.

Investigate scalable and extensible implementation of Bio-SPICE that utilizes a distributed computing architecture supporting arich
set of gpatio-temporal models, with the ability to handle vast amounts of experimenta data for prediction and analysis.

Identify candidate biosystem elements for intervention strategies in sporulation, cell cycle control, and other processes in defense
against bioagents.

Investigate the extension of research in knowledge representation and reasoning tools to integrate data and models across multiple
scales.

Fy 2003 | FY 2004 | FY 2005

Simulation of Bio-Molecular Microsystems (SIMBIOSY S) 12.676 9.000 9.000

(U)  The Smulation of Bio-Molecular Microsystems (SIMBIOSY S) program will focus on methods to dramatically improve the interaction
and integration of biological eements with synthetic materialsin the context of microsystems. Specifically the SIMBIOSY S program will

UNCLASSIFIED
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_ 1hi DATE
RDT&E BUDGET ITEM JUSTIFICATION SHEET (R-2 Exhibit) February 2004
APPROPRIATION/BUDGET ACTIVITY R-1ITEM NOMENCLATURE
RDT&E, Defense-wide Defense Research Sciences
BA1Basic Research PE 0601101, Project BLS-01

develop methods and tools to simulate and design Bio-Molecular Microsystems with a high degree of multi-disciplinary integration. Thiswill be
accomplished by exploring fundamental properties and compatibility of biological elements at the molecular surface level through experimental
and theoretical analyses. Key phenomena to be studied include molecular recognition processes, signa transduction phenomena, and micro- and
nano-scale transport of biological molecules. Engineering of biologica systems may be used to manipulate these fundamental characteristics and
optimize the integration of biological elements with synthetic materials for information cdlection. It is expected that significant advancementsin
devices that utilize or mimic biological elements will be realized including sensors, computational devices and dynamic biological materials for
force protection and medical devices.

(V)

Program Plans:

Demonstrate high (signal to noise [SNR] ratio > 10) transduction of molecular signals into measurable electrical and mechanical
signals using nanopores, micro/nano-cantilevers, and nanoparticles; demonstrate SNR ~ 100 using solid-state nanopores for DNA
trand ocation and using nanopores for ultraselective DNA detection; demonstrate models to correlate transduced signal intensity to
bio-molecular structure and binding events.

Demongtrate low power transport (~ 10X reduction in power) of fluids by modulating surface tension in droplet based transport.
Demonstrate surface-tension modulated transport of droplets on a substrate; demonstrate computational models to optimize transport
characteristics.

Demonstrate orders of magnitude (> 100X) improvement in micrafluidic mixing using electrokinetic and Magneto Hydrodynamic
(MHD) schemes (based on modeling studies); demonstrate 10 — 100 X improvement in mixing through MHD and electrokinetic
instability mechanism.

Develop scaling laws and phenomenological models for bio-molecular phenomena such as molecular recognition, signal transduction
and bio-fluidic transport processes in bio-microfluidic systems; develop and implement scaling laws into microfluidic system
modeling software to enable design of lalb-on-a-chip systems.

Design novel hybrid macro-molecular devices that form specific and controlled transducing functions at the molecular scale;
demonstrate design of maltose binding proteins and ion channels with desired selectivity and sensitivity using computational tools.
Design and demonstrate working devices that incorporate biological elements as sensors, actuators and computational devices.

UNCLASSIEIED 7
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_ 1hi DATE
RDT&E BUDGET ITEM JUSTIFICATION SHEET (R-2 Exhibit) February 2004
APPROPRIATION/BUDGET ACTIVITY R-1ITEM NOMENCLATURE
RDT&E, Defense-wide Defense Research Sciences
BA1Basic Research PE 0601101, Project BLS-01

Fy 2003 | FY 2004 | FY 2005

Bio Interfaces 9.997 5.655 10.000

(U)  TheBio Interfaces (formerly Bio Futures) program will support scientific study and experimentation, emphasizing biological software
computation based on biologica materials and physical interfaces between electronics and biology, and interactive biology. It will apply
information technology to accelerate the analysis and synthesis of biologica processes. The seamless integration of information technology and
biologica processes will provide the ability to exert computational control over biological and chemical processes. The Bio Futures program will
also support the development of genomics-based platforms for enhancing the capabilities of biologica systems to manufacture, sense, or compute.

(8)) Program Plans:

- Manufacture the world’ s smallest nanofluidic chamnels (~2 nm in diameter) for parallel processing of single biomolecules; create
microfluidic devices for trapping developing insect embryos for analysis of biological materias (e.g., pathogens); create a multi-
cantilever field effect transistor for measuring single cell physiology.

- Develop new agorithms based on wavel ets and superparamagnetic resonance for sorting neuronal spike data; develop a Bayesian
network framework for analysis of cellular regulatory networks; develop a hybrid computational model for representing tissue
differentiation; develop a software tool for analysis of high dimensional gene expression data.

- Demongtrate and validate novel nano- and micro-devices for measuring biological systems at the single cell and tissue level.

- Demonstrate and vaidate novel mathematical tools for analyzing and interpreting complex data sets obtained from complex biological
systems.

- Develop mathematical approaches and new microel ectronic devices for attacking biological problemsincluding epidemiology and redl
time identification of biochemica markers.

UNCLASSIEIED 8
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RDT&E BUDGET ITEM JUSTIFICATION SHEET (R-2 Exhibit) February 2004
APPROPRIATION/BUDGET ACTIVITY R-1ITEM NOMENCLATURE
RDT&E, Defense-wide Defense Research Sciences
BA1Basic Research PE 0601101, Project BLS-01

Fy 2003 | FY 2004 | FY 2005

Biological Adaptation, Assembly and Manufacture 9.500 5.200 11.200

(U)  TheBiologica Adaptation, Assembly and Manufacturing program will examine the structure, function, and informational basis
underlying biological system adaptation, particularly to harsh environments, and the factors employed by the organism to assemble and
manufacture complex biologica subsystems. The unique stability afforded biological systemsin their ability to adapt to wide extremes of physical
and endurance (e.g., heat, cold, and deeplessness) parameters will be examined and exploited in order to engineer stability into biological systems
of Defense needs (such as blood or other therapeutics). In addition, the fault tolerance present in biological systems will be exploited in order to
assemble and manufacture complex physical and multi-functional systems, both biological and abiotic. Further activity in this areawill investigate
the communication between adaptive elements within biological systems, including biofilms, as they develop in space and time, and uncovering
the fundamental informational and physical architectures that underlie this unique biologica property. Applications to Defense systems include
the development of highly adaptive, non-linear robust systems as well as chemical and biologica sensors.

(V) Program Plans:

- ldentify promising strategies in nature that alow organisms to survive under environmental extremes and adapt those strategies to
other cells, tissues, organs and organisms, including platelets and red blood cells.

- Develop methods for selectively reducing metabolic requirements in a reversible manner following injury to extend the period of
surviva from injury to initiation of treatment.

- Demongtrate and vaidate that cells and organisms can be engineered to respond to environmental chemicals and toxins of interest to
DoD by producing signals (colors, fluorescence) that can be detected remotely.

- Develop approaches for engineering biofilms for avariety of DoD applications including sensing; reporting and removing agents of
interest from the environment; power generation; and systematically evauating mechanisms of biofilm induced failurein metals,
welds, and fabrications methods due to corrosion.

- Develop methods for designing and using biological molecules to assemble functional opto-electronic bandgap materials.

- Develop methods to heal limb-threatening wounds without loss of function through blastema formation and multiple tissue
regeneration.

UNCLASSIFIED
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_ 1hi DATE
RDT&E BUDGET ITEM JUSTIFICATION SHEET (R-2 Exhibit) February 2004
APPROPRIATION/BUDGET ACTIVITY R-1ITEM NOMENCLATURE
RDT&E, Defense-wide Defense Research Sciences
BA1Basic Research PE 0601101, Project BLS-01

- Demondtrate the adaptation of bacteria to the digestion of cellulose in disaccharides to enable the ability to use cellulose (e.g., grass)
as nutrition.

Fy 2003 | FY 2004 | FY 2005
Nanostructure in Biology 9.560 9.000 12.000

(U)  The Nanostructure in Biology program will investigate the nanostructure properties of biologica materials to better understand their
behavior and accelerate their exploitation for Defense applications. The tools and approaches developed under this program will also have a
significant impact in a variety of critical, non-biological Defense technologies that rely on phenomena occurring at the nanoscale level. For
example, the 3-D Atomic Resolution Imaging program will develop new instrumentation, computational tools and algorithms for real-time, atomic
level resolution, 3D static or dynamic imaging of molecules and nanostructures. This new information about biomolecules will provide important
new leads for the development of threat countermeasures, biomolecular sensors and motors, and molecular interventions to maintain human
performance in the battlefield. This tool will help with detailed knowledge of doping profiles and defects. 1t might be possible to use these
techniques to measure and control individual atoms or spins. In addition, research will be conducted in the interaction, at the nanoscale, of biotic
and abiotic materials and functions.

(U)  Another aspect of this program will examine the use of nanostructured magnetic materials to understand and manipulate cells and tissues,
enhancing their capabilities to serve as sensors and/or regulatory pathways. The Bio-Magnetics Interfacing Concepts (BioMagnetl Cs) program
will explore nano-scale magnetism as a novel transduction mechanism for the detection, manipulation and actuation of biologica function in cells
and single molecules. The core technologies to be developed will focus on the many technical challenges that must be addressed in order to
integrate nano-scale magnetism with biology at the cellular and molecular level, and to ultimately detect and manipulate magneticaly “tagged”
bio-molecules and cells. These programs will present unprecedented new opportunities to exploit a wide range of bio-functionality for a number
of DoD applications including chemical and biological sensing, diagnostics and therapeutics.

V) Program Plans:
- Demonstrate proof of concept for using nanomagnetics to detect and manipulate individual cells and biomolecules.
- Demondtrate detection of a single ectron spin using a cantilever-based magnetic resonance force microscope.
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Develop and demonstrate biocompatible, nanomagnetic tags, sensors, and tweezers that will enalde magnetics based detection,
manipulation, and functional control of single cells and biomolecules.

Demonstrate single nuclear spin sengitivity.

Investigate fundamental issues of hanowire communication with electrically active biological systems (neurons) including high
density recording, information processing, stimulation patterns, and new computational methods of analysis.

Fy 2003 | FY 2004 | FY 2005

Human Assisted Neura Devices (formerly Brain Machine Interface) 12.000 7.000 12.000

(U)  Thisprogram will develop the scientific foundation for novel concepts that will improve warfighter performance on the battlefield as well
astechnologies for enhancing the quality of life of paralyzed veterans. Thiswill require an understanding of neuroscience, significant
computational efforts, and new material design and implementation. Closed-1oop control of peripheral devices using brain signas will be
examined. Examination of different brain regions will be accomplished in order to generate coded patterns to control periphera devices and
robotics. Techniques will be examined to extract these signals non-invasively. This effort will be conducted with the Veteran’ s Administration to
ensure approaches are compatible with prosthetic requirements.

(8)) Program Plans:

Extract neura and force dynamic codes related to patterns of motor or sensory activity required for executing simple to complex

motor or sensory activity (e.g., reaching, grasping, manipulating, running, walking, kicking, digging, hearing, seeing, tactile).
Determine necessary force and sensory feedback (positional, postural, visual, acoustic, and other) from a peripheral device or interface
that will provide critical inputs required for closed-loop control of aworking device or prosthetic.

Explore new methods, processes, and instrumentation for accessing neural codes non-invasively at appropriate spatiotemporal
resolution to provide closed-loop control of a peripheral device.

Demonstrate red time control under relevant conditions of force perturbation and cluttered sensory environments (e.g., recognizing
and picking up atarget and manipulating it).
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(V)

Other Program Funding Summary Cost:

Not Applicable.
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COST (In Millions) FY 2003 | FY 2004 | FY 2005 | FY 2006 FY 2007 | FY 2008 | FY 2009
Information Sciences CCS-02 20.306 21.194 23.791 23.502 23.565 23547 23.528

V) Mission Description:

(U)  Thisproject supports scientific study and experimentation on new computational models and mechanisms for communication for long-
term national security requirements. This project is aso exploring innovative approaches to the composition of software, novel means of
exploitation of computer capabilities, practical logical and heuristic reasoning by machine and the development of enhanced human-computer
interface technologies.

V) Program Accomplishments/Planned Programs:

Fy 2003 | FY 2004 | FY 2005

Computer Exploitation and Human Collaboration 20.306 21.1%4 23.791

(U)  The Computer Exploitation and Human Collaboration program will develop information processing technologies that allow warfighters
and commanders to interact with computers in an intuitive and transparent fashion, and enable collaborations as well as intelligent exchange of
information in a seamless manner. Architectures for software agents (including mobile code), redesign of classical computer operating systems,
and secure exchange of information over insecure channels are some of the technical chalengesin this area. Database currency and management
of dynamically changing state are the important areas of research in pervasive computing. This program will explore new human-machine
interaction paradigms, where the warfighter’s or commander’ s goals and capabilities are reasoned about and used to drive the interaction.
Research will address information overload and simplify user interfaces to effectively enhance military performance by providing concise, salient
gtuation awareness. The creation of powerful multi-agent systems and tools for effective decision-making and analysis in complex multi-
participant environments will also be addressed. High-performance, user-centered interfaces, which will be capable of understanding the
warfighters and commanders combined natural communication and activity patterns, will also be explored. In particular, fundamental
technology for integration of information expressed in different modalities will be developed. Overdl, the program will provide vastly expanded
power and improved efficiency of interaction for a wide range of military tasks and environments.
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V) In the last two decades, research on machine intelligence has revealed that many reasoning problems have inherent computational
complexity. More sophisticated heuristic approaches are needed to deal effectively with the complexity problem. Research in Rea-World
Reasoning will develop foundationa technologies and tools necessary to enable effective, practical machine reasoning about complex, large-scale
problems. The program will pursue innovative techniques in reasoning algorithms in terms of scale of the problems, speed of response, and
correctness. This research will push the envelope of deep reasoning in decision-making by systematicaly taking into account interaction amongst
multiple teams of warfighters, robots, and weapon systems in strategic settings with each team having different or varying goals. Among the key
elements needing investigation are technologies for effective, practica inferentia reasoning over information of real-world complexity and
uncertainty. Novel paradigms for learning from experience and for capturing events and actions that affect the final outcome of a situation or
scenario will be addressed. The difficult research challenges to be addressed by the program include the integration of multiple reasoning
paradigms; representation and reasoning with information that changes constantly over time; reasoning about the goals of other agents; pragmatic
reasoning that uses appropriate default assumptions and always does something reasonable; and appropriate metrics for measuring cognitive
behavior and performance.

(8)) Program Plans:

- Develop new forms of human-computer interaction that enable human and computers to work as synergistic teams.

- Investigate an adaptive visual and audio processing and display capability to maximize pertinent information conveyance that
improves perception comprehension, retention, inference and decision-making.

- Explore cognitive models for integrating users natural communication modalities (e.g., spoken language, gesture, and gaze) for a new
class of interfaces.

- Develop adaptive multimodal processing techniques tailored to the user, task, and environment, assessing performance and usability
advantages within multimodal systems developed in the program.

- Edtablish data-type standards for multimodal input devices (in support of plug-and-play and system-independent design).

- Develop methods for combining statistical and knowledge-based reasoning agorithms.

- Develop high performance reasoning techniques and knowledge representation methods that handle rapid changes in information, as
well as uncertainty.

- Develop hybrid and integrated reasoning tools to overcome limitations and shortfalls in current reasoning techniques.

- Explore scalable, high-performance reasoning focusing on propositiona systems and methods for temporal reasoning with
uncertainty.
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(V)

- Evaluate agorithmsto find the Nash equilibrium solution and/or the dominant plan from a given set of plans for avariety of reasoning

tasks such as effective coalition formation.

- Develop strategic reasoning tools to aid decision-making in complex environments, systematically incorporating information,

incentives and goas in a distributed environment.

Other Program Funding Summary Cost:

Not Applicable.
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COST (In Millions) Fy 2003 | FY 2004 | FY 2005 | FY 2006 | FY 2007 | FY 2008 | FY 2009
Electronic Sciences ES-01 17.568 26.449 25.465 21.809 22.678 25.416 27.118

(8)) Mission Description:

(U)  Thisproject seeks to continue the phenomenal progress in microelectronics innovation that has cheracterized the last decades by exploring
and demonstrating electronic and optoel ectronic devices, circuits and processing concepts that will: 1) provide new technical options for meeting
the information gathering, transmission and processing required to maintain near real-time knowledge of the enemy and the ability to
communicate decisions based on that knowledge to all forces in near rea-time; and 2) provide new means for achieving substantia increasesin
performance and cost reduction of military systems providing these capabilities. Research areas include new e ectronic and optoelectronic device
and circuit concepts, operation of devices at higher frequency and lower power, extension of diode laser operation to new wavelength ranges
relevant to military missions, development of uncooled and novel infrared detector materials for night vision and other sensor applications,
development of innovative optical and electronic technologies for interconnecting modules in high performance systems, research to realizefield
portable electronics with reduced power requirements, and research addressing affordability and reliability. Additionally, electronically controlled
microinstruments offer the possibility of nanometer-scale probing, sensing and manipulation for ultra-high dendity information storage “on-a-
chip”, for nanometer-scale patterning, and for molecular level anaysis and synthesis. These microinstruments for nanometer-scale mechanical,
electrical and fluidic analysis offer new approaches to integration, testing, controlling, manipulating and manufacturing nanometer-scale
structures, molecules and devices.

V) Program Accomplishments/Planned Programs:

Fy 2003 | FY 2004 | FY 2005

University Opto-Centers 10.083 12,131 8572

(U)  Thisprogram is dedicated to coupling university based engineering research centers of excellence with appropriate industry groups to
conduct research leading to development of advanced optoel ectronic components. Such components are critical to enhancing the effectiveness of
military platforms that provide warfighter comprehensive awareness and precision engagement. Topics researched include emitters, detectors,
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modulators and switches operating from infrared to ultraviolet wavelengths, and related heterogeneous materials processing and device fabrication
technologies for realizing compact, integrated optoel ectronic modules. The University Opto-Centers Phase Il program will facilitate and enhance
interaction between the developers of cutting edge photonic device technology in the industry and academic researchers that exploit these devices
for novel applications. Industria participants benefit by getting feedback from potential users of their device technology as well as by ensuring
that the graduates are trained in the latest device technologies.

(V) Program Plans:

- Evaluate novel methods for the design, fabrication and demonstration of chip-scale modules that integrate photonic, el ectronic and
MEMS based technologies.

- Characterize the impact of these new technologies on applications in the areas of bio-photonics, optically addressed memory and on-
chip optical interconnects.

- Fabricate and test individua chip-level sub-assemblies for later use in prototype development.

- Dedign and fabricate prototype modules using the system-on-a-chip approach.

- Develop testbeds capable of fully measuring and characterizing the mixed technologies implemented in the chip-scale components.

- Evaluate the performance characteristics of the prototype modules and determine the highest payoff dual use development paths.

- ldentify and enlist industria participants.

- Develop aprocess for competitive selection of Phase || university participants.

- ldentify a common set of photonic devices most widely used/requested and make them immediately available for experimentation.

Fy 2003 | FY 2004 | FY 2005

Semiconductor Technology Focus Centers 6.158 5.500 10.000

V) The Semiconductor Technology Focus Center Research program concentrates on exploratory and fundamental semiconductor research
efforts that solve the most critical, long-term scaling challenges in the fabrication of high performance complex integrated circuits. This program
will develop new design and fabrication approaches and will demonstrate technologies for reaching nano-scale device dimensions and hyper-scale
integrated circuits that will meet future military needs.
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V) Program Plans:

- Develop efficient platform-based design methodologies and low latency interconnect technologies for complex integrated circuits that
have application in high performance signa processing and communications systems.

- Develop methods for physics-based simulations of performance of deeply scaled switching device structures and circuit architectures.

- Develop the interface methodology for efficient handling and compilation of design object information for complex military integrated
circuits.

- Develop circuit architectures that reduce long interconnects.

- Develop novel device fabrication and integration approaches for deeply scaled transistors and architectures for high performance
mixed signa circuits for military needs.

Fy 2003 | FY 2004 | FY 2005

Molecular Photonics(M ORPH) (formerly Supermolecular Photonics Engineering) 0.000 5.168 6.893

(8)) Large dendritic and other highly branched organic molecules offer great potential for active photonic applications. Three-dimensiona
molecular structure and shape can be engineered to orient and immobilize optically active substituents to achieve much higher electro-optic
activity than with traditional polymer systems. The ability to engineer molecular structure, shape, energy transport, and chemica composition
offers the potentia for distinct electronic energy level engineering without the traditional semiconductor crystal lattice. Thiswill allow more
freedom to tailor e ectromagnetic response of individual molecules to achieve functionality not possible in semiconductors. Potentia applications
include: Direct conversion of sunlight to power ("optical antennd'), inversion-less lasers and electromagnetically induced transparency (coherent
organic emitters, and dow light materials), high performance photorefractive materials for signal processing and holographic memory, optica
limiters and saturable absorbers as well as high performance modulators.

(8)) Program Plans:
- Modd and simulate advanced structures for four classes of applications.
- Improve modeling capability for predicting macro functionality from nanostructure.
- Emphasize chemical synthesis.
- Address parameters such thermal stability, environmenta chemistry tolerance (O,, H.0, etc) and photochemistry.
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- Fabricate initiad devices; continue modeling maturation.
- Fina material synthesis, prototype device fabrications, characterization and demonstration.

FY 2003 | FY 2004 | FY 2005
Advanced Photonics Research 1.327 2450 0.000
(9)] Program Plans:
- Thisprogram continues research in photonic composites and device fabrication.
FY 2003 | FY 2004 | FY 2005
Photonics Technology Access Program (PTAP) 0.000 1.200 0.000

(U)  ThePTAP program will facilitate and enhance interaction between the developers of cutting edge photonic device technology in the

industry and academic researchers that exploit these devices for novel applications.

(V) Other Program Funding Summary Cost:

Not Applicable.
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COST (In Millions) Fy 2003 | FY 2004 | FY 2005 | FY 2006 | FY 2007 | FY 2008 | FY 2009
Materials Sciences MS-01 55,776 47.936 31.036 23.485 23451 23428 23.404

(8)) Mission Description:

(U)  Thisproject provides the fundamental research that underpins the development of advanced nanoscale and bio-molecular materials,
devices and electronics for DoD applications.

V) Program Accomplishments/Planned Programs.

Fy 2003 | FY 2004 | FY 2005

Nanoscale/Bio-molecular and Metamaterials 7.912 8.486 14.051

(U)  Theresearch in this thrust area exploits advances in nanoscale and bio-molecular materials, including computationally based materials
science, in order to develop unique microstructures and properties of materials. Thisincludes efforts to develop the underlying physics for the
behavior of materials whose properties have been engineered at the nanoscale (Metamaterials) level.

V) Program Plans:

- Develop theoretical understanding and modeling tools for predicting novel metamateria structures that exhibit superior microwave
and magnetic properties for DoD electric drive and propulsion, power electronics, antenna, and radar applications.

- Develop agorithmic approaches for predicting properties and structure of nano-scale and meta-materials using first
principles/quantum mechanical methods with higher accuracy and reduced computational complexity.

- Couple the agorithmic approaches to methods that extract parameters for smulation of materials at larger spatial scales while
conducting experiments to verify/validate the predicted properties at al spatial scales.

- Explore fundamental behavior of nanostructured materials that display quantum and/or non-equilibrium behavior.

- Exploit an understanding of properties that are dominated by surface behavior to develop materials with increased thermal
conductivity, biocidal properties, and phonon capture.
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- Develop advanced image detector materials to instantly and ssmultaneoudly detect one structural (computed tomography) and two
functional (position emission tomography and single photon emission tomography) images of medical and life science interest.

- Demongtrate materials capability to allow multimodal imaging system with two orders of magnitude increased scan speed and
detection for ultra-rapid baggage screening and non-destructive testing and evaluation.

Fy 2003 | FY 2004 | FY 2005

Engineered Bio-Molecular Nano-Devices and Systems 5.000 7.200 10.985

(U)  Thisprogram seeks to develop and demonstrate engineered bio-molecular nano-scale devices that enable real time observation and
analysis of bio-molecular signals thus enabling single molecule sensitivity with the simultaneous exploitation of the temporal domain (i.e.,
stochastic sensing). Arrays of such devices will enable an order of magnitude (10 to 100X) reduction in the time required for analysis and

identification of known and unknown (engineered) molecules.

V) Program Plans:
- Engineer hybrid biological/inorganic device architectures that optimize compatibility and information transfer between biological and
non-biological materials with single molecule sensitivity.
- Develop new and innovative technologies in the areas of device architecture, design, interconnection, fabrication and integration of
organic and inorganic materias to enable measurement of time constants of single molecule events.
- Develop techniques to perform direct, dynamic, stochastic and combinatorial analysis of bio-molecular signalsin order to characterize
unique molecular signatures based on such andysis (i.e., automatic recognition) of various biological/chemical targets.

Fy 2003 | FY 2004 | FY 2005

Spin Dependent Materials and Devices 14.000 12.000 6.000

(U)  The mgor emphasis of thisthrust is to provide the theoretical and experimental underpinnings of a new class of semiconductor eectronics
based on spin degree of freedom of the electron, in addition to (or in place of) the charge. Not only will this class of eectronicslead to novel and
faster electronic devices, but it will also serve as one of the key technology enablers for quantum communications and quantum computation.
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V) Program Plans:
- Demonstrate a room temperature spin light emitting diode (spin LED).
- Demonstrate a spin transistor with significant gain.
- Demonstrate spin coherent optica devices operating at speeds approaching a terahertz.
- Demondtrate a phase coherent and phase controlled device operating above 10 GHz.
- Demonstrate a scal eable spin-based implementation for quantum logic gates.

FY 2003 | FY 2004 | FY 2005
Spin Electronics 15.000 12.750 0.000
V) Program Plans:
- Continue to explore new directions in spin electronics to determine areas important for continued DoD investment.
- Continue exploration of the benefits of using the spin degree of freedom in organic e ectronics.
- Continue to study spin dynamics in nanostructures.
- Continue exploring new materials and structures that exhibit spin dependent behavior.
FY 2003 | FY 2004 | FY 2005
Ultra Performance Nantechnology Center 3.000 0.000 0.000
(V) Program Accomplishments:
- Continued efforts in ultra-performance nanotechnology and identified specific DoD targets.
23
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FY 2003

FY 2004

FY 2005

Joint Collaboration on Nanotechnology

1.800

1.700

0.000

(8)) Program Plans:

- Continue to investigate the potential enabling impact of recent nanotechnology material developments in biotechnology applications.

FY 2003 | FY 2004 | FY 2005
Center for Nanostructure Materials 0.400 0.000 0.000
(8)) Program Accomplishments:
- Initiated efforts to develop novel nanostructured materials.
FY 2003 | FY 2004 | FY 2005
Nanotechnology Research and Training Facility 2.300 0.000 0.000
(8)) Program Accomplishments:
- Initiated a new center to provide a multi-disciplinary research environment and training facility for graduate.
FY 2003 | FY 2004 | FY 2005
Life Science Education and Research 5.000 0.000 0.000

(8)) Program Accomplishments:

- Explored the potentia of adiverse array of multidisciplinary life science programs, ranging from molecular biology to ecology to

contribute new technological capabilities for defense.
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FY 2003 | FY 2004 | FY 2005
Molecular Electronics 1.364 0.000 0.000
(8)) Program Accomplishments:
- Initiated design concepts for the integration of molecular scale eectronics for molecular circuits.
FY 2003 | FY 2004 | FY 2005
Joint Collaboration on Nanotechnology and Biosensors 0.000 3.000 0.000

(8)) Program Plans:

- Fund a consortium of university researchers to investigate the potential application of nanotechnology for advanced biosensor

developments.

FY 2003

FY 2004

FY 2005

Nano- and Microglectronics

0.000

2.800

0.000

(U)  Thisresearch will provide the tools for developing molecular €l ectronics technologies to enable construction of electronic circuits at the

nanometer-scale for computation.
V) Program Plans:

- Demonstrate computing with molecular-scale structures— i.e., nanometer-scale structures.
- Characterize and organize nanometer-scale materials.
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(V)

Other Program Funding Summary Cost:

Not Applicable.
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COST (In Millions) FY 2003 FY 2004 FY 2005 FY 2006 | FY 2007 | FY 2008 | FY 2009
Total Program Element (PE) Cost 390.607 334.696 342.614 408.070 470.866 503.595 535.638
Intelligent Systems and Software ST-11 41.373 43.492 43.735 49.775 74.761 76.022 67.041
High Performance and Global Scale Systems ST-19 121.391 72.188 50.236 75.000 75.000 75.000 100.000
Information Assurance and Survivability ST-24 31.773 46.117 52513 65.474 63.283 77.855 99.968
Asymmetric Threat ST-28 79.163 0.000 0.000 0.000 0.000 0.000 0.000
Language Trandation ST-29 42.848 57.201 44972 35.767 35.945 36.196 40.826
Learning and Reasoning ST-30 15.198 60.503 91.173 112.535 120.761 131.858 124.399
Communications, Interaction and Cognitive 24180 | 34140 | 32433 | 36069 | 59833 | 58570 | 50512
Networks ST-31
Computing Foundations ST-32 8.282 17.583 27.552 33.450 41.283 48.094 52.892
Knowledge Representation and Reasoning ST-33 26.399 3472 0.000 0.000 0.000 0.000 0.000

(8)) Mission Description:

(U)  The Computing Systems and Communications Technology program element is directed toward the application of advanced, innovative
computing systems and communications technologies. Cognitive Information Processing Technology will be the next revolution in computing
and information processing. The technology will allow computational systems to have reasoning and learning capabilities and levels of autonomy
far beyond those of today's systems. With the ability to reason, learn, and adapt, and with facilities for self -awareness, these will literally be
systems that know what they are doing, enabling new levels of capability and powerful new applications.
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(U)  Thelnteligent Systems and Software project develops new technology for software creation, processing and database management. It
promises significantly improved software for systems that produce, store, and analyze information about battlespace operations. Efforts will
deveop fundamentally new techniques for: (1) transforming signals into descriptions of battlespace entities; (2) exchanging information about
entities among different systems at both the syntactic and semantic levels; and (3) managing that information exchange as situations and resources
change over time.

(U)  The High Performance and Globa Scale Systems project develops the computing, networking, and associated software technology base
underlying the solutions to computational and information-intensive applications for future defense and federal needs. These technol ogies will
lead to successive generations of more secure, higher performance, and more cost-effective microsystems, associated software technologies,
advanced mobile information technology and prototype experimental applications critical to defense operations.

V) The Information Assurance and Survivability project is developing the technology required to make emerging information system
capabilities (such as wireless and mobile code/mobile systems) inherently secure, and to protect DoD's mission-critical systems against attack
upon or through the supporting information infrastructure. These technologies will enable our critical systems to provide continuous correct
operation even when they are attacked, and will lead to generations of stronger protection, higher performance, and more cost-effective security
and survivability solutions scalable to severa thousand sites.

(U)  TheLanguage Trandation project will develop and apply new software database management and human computer interaction
technologies to provide fundamentally new capabilities of critica importance for a wide range of national security needs. Thiswill enable
advanced information technology to (a) automatically exploit large volumes of speech and text in multiple languages; (b) revolutionize human-
computer interaction via using spoken and written English and foreign languages; (c) more effectively accomplish computing and decisiorntmaking
tasks in stressful, time sensitive situations; and (d) become active, autonomous agents/assi stants to the warfighter by collecting, filtering,
synthesizing and presenting information in atimely and relevant form.

(U)  ThelLearning and Reasoning project will develop technologies that enable systemsto learn and draw on their accumulated experience by
applying knowledge gained through such experience to improve performance. These technologies will lead to systems demonstrating increased
sdf-reliance, sdlf -adaptive reconfiguration, intelligent negotiation, cooperative behavior, and survivability with reduced human intervention.
Cognitive systems will comprise three primary types of processes: reactive, deliberative and reflective. Each of these will be improved through
experientia learning.
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(U)  The Communications, Interaction and Cognitive Networks project will dramatically improve warfighter effectiveness by: (1) developing
revolutionary methods for users to interact with and direct cognitive systems (and the physical sensors and effectors they control) and (2) enabling
large-scale collections of cognitive systems to interact with one another in support of user objectives. Specificaly, this project will develop
technologies for creating systems capable of instruction, guidance, and persuasion using al forms of natural communication; technologies
enabling systems to detect and assess the user’ s cognitive state and adapt to optimize understanding and effectiveness of the user; and high-leve
languages for rapid but precise specification of complex behavior in response to mission demands, such as configuration of sensor networks.

(U)  The Computing Foundations project will develop novel system+level solutions through the intelligent integration of cognitive capabilities
built on robust software and hardware infrastructure. Systems with humanlike capability will integrate the cognitive capabilities of reasoning,
learning, explaining, ability to be advised, self-awareness and coping robustly with surprise. These aspects of intelligence will be combined in
innovative and powerful ways using new cognitive architectures. Overal this element seeks to make fundamental scientific and mathematical
improvements in our understanding of and ability to create information and computing systems.

(U)  The Knowledge Representation and Reasoning project is central to the creation of a new class of computationa systems — Cognitive
Computing Systems. These novel computer-based systems will reason, learn, and respond intelligently to things that have not been previously
programmed or encountered. Thiswill be accomplished by creating unique and powerful new abilities for computers to perceive and understand
the world, and to reason intelligently with the results of this kind of perception. This program will develop novel and effective technologies for
representing knowledge of the world in computer-processable form. This project focuses on two groundbreaking research areas that will develop
core cognitive capabilities essentia to a cognitive information processing system.

(8)) Program Change Summary: (InMillions) FY 2003 FY 2004 FYZ2005
Previous President’ s Budget 409.256 404.859 479.119
Current President’ s Budget 390.607 334.696 342.614
Totd Adjustments -18.649 -70.163  -136.505
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Congressional program reductions

FY 2003 FY 2004
0.000 -76.590

Congressiond increases 0.000 6.500
Reprogrammings 0.110 -0.073
SBIR/STTR transfer -18.759 0.000

V) Change Summary Explanation:
FY 2003 Decrease reflects SBIR transfer and below threshold reprogrammings.
FY 2004 Decrease reflects congressiona program reduction to terminate Information Awareness Office activities

in Project ST-28, offset by congressional adds for Through-Wall Radar Imaging, Secure Group
Communications and the Counterterrorism Information Initiative.

FY 2005 Decrease reflects termination of Project ST-28 in response to congressional action and repricing of
cognitive computing programs in Projects ST-31 and ST-32.
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COST (In Millions) Fy 2003 | FY 2004 | FY 2005 | FY 2006 | FY 2007 | FY 2008 | FY 2009
Intelligent Systems and Software ST-11 41.373 43.492 43.735 49.775 74.761 76.022 67.041

(8)) Mission Description:

(U)  Thisproject develops new technology for software creation, processing and database management to significantly improve software for
systems that produce, store, and analyze information about battlespace operations. It develops fundamentally new techniquesfor : (1)
transforming signals into descriptions of battlespace entities; (2) exchanging information about entities among different systems at both the
syntactic and semantic levels, and (3) managing that information exchange as situations and resources change over time. First, they accelerate the
design of complex Command, Control, Communications and Computation Intelligence, Surveillance and Reconnaissance (C'ISR) systems. By
formalizing descriptions of semantics, performance, and resource levels, they save programmingtime. By developing design tools to use those
formalisms to assemble systems, they save developerstime. Second, they enable field integration of legacy systems by providing genera-purpose
tools. These tools use the formalisms to search for, browse, display, and combine services available to a command center.

(8)) Program Accomplishments/Planned Programs.

FY 2003 | FY 2004 | FY 2005

Advanced Human-Computer Interaction for Robust Sensor Exploitation 0.000 0.000 3.000

(U)  The Advanced Human-Computer Interaction for Robust Sensor Exploitation program will develop new interactive mechanisms for
analysts and commanders to interact with sensed data. The objective isto facilitate rapid manipulation, correlation, presentation and planning.
The program develops new visualization concepts including immersive interactive visualization, interactive tempora data mining, acoustic, haptic
and gesture interfaces, and configurable presentation concepts. They will dlow “game-like” interactivity with sensor databases, providing rapid
feedback to permit what-if exploration of target hypotheses. This program enables more comprehensive utilization of multiple data sources and
datafeeds. Thisin turn acceleratescertain critical functions: (1) locating challenging targets; (2) processing situational awareness data; (3)
interpreting context and intent; and (4) mining historic datafar trends. The program particularly enables retrospective, multi-source analysis to
understand the historical context of unanticipated events.
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(8)) Program Plans:
- Acquire adiverse set of dl-source (radar, optical, acoustic, SIGINT) data from observations of training exercises.
- Register and align the data to a common reference frame, and store in a laboratory repository.
- Ingtall prototype tools in the laboratory.
- Evaluate prototypes for novelty, effectiveness, and compatibility.
- Sdect the most promising tools for further development.
- Assess performance of upgraded tools in terms of coverage rate, error rate, and confidence.

Fy 2003 | FY 2004 | FY 2005

Advanced Target Identification and Classification 0.000 0.000 4.500

(U)  The Advanced Target |dentification and Classification (ATIC) program will develop new sensor exploitation aids to enable detection of
targets in high-volume sensor feeds with minimal human support. ATIC supports very large target decks (thousands of target types) with high
identification performance and very low false alarm rates. It is developing a calculus of variation to account for target variability within atarget
deck. The program supports appropriate interactions with humans-in-the-loop. ATIC features robust bounds on target classification performance
and techniques for on-the-fly training or recognition systems. It promises improved speed and accuracy of target detection, recognition and
identification in high volume sensor imagery. The program will dramatically reduce sensor-to-shooter timelines, allowing dynamic target
engagement of relocatable and moving targets, and will enable future autonomous hunter-killer weapon concepts. Manpower burdens and
requirements for human analysis of sensor data will be reduced, alowing humans to focus on the most critical or ambiguous target calls.
Increased targeting flexibility and wide-area robust situational awareness that more fully describes the capabilities of surface targetswill be
realized.

V) Program Plans:
- Develop statistical models of target variability, including shape, surface materia, and emissions.
- Extend high-fidelity signature generation software (both optical and radio frequency) to evaluate sensitivities of signatures to target
variations.
- ldentify stable features that distinguish among target type but are insensitive to expected target variations.
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- Define atest set of regular and irregular military vehicles.

- Collect datafrom sample vehicles using a variety of standoff sensors (radar, optical) in a variety of environments.

- Veify that the selected features provide robust target characterization.

FY 2003

FY 2004

FY 2005

Software for Situational Analysis

14.037

7.292

0.000

V) Two complementary programs are budgeted in the Software for Situation Analysis thrust: Rapid Knowledge Formation, and High

Precision Knowledge Formation.

The Rapid Knowledge Formation (RKF) program enables subject matter experts who are not Artificial Intelligence (Al) expertsto build,
share, and reuse large knowledge bases. RKF is developing technologies for evaluation in challenge problem experiments in tactical
ground combat. Technology hurdles include: direct knowledge entry by non-Al experts; coordinating entry of possibly overlapping and
inconsistent knowledge by geographically distributed individuas; and achieving a knowledge entry rate by people untrained in Al at twice
the rate of today’s Al expert. Knowledge entry R&D is focused on techniques for natural language user input into statements of logic.

K nowledge coordination focuses on generating new axioms. (Axiom creation techniques include reasoning by analogy, reasoning by
example, and techniques for combining sets of axioms.) An especialy taxing problem is combining axiom sets developed by different
sources, into larger, consistent modules. RKF requires creation of large knowledge bases because it ams to solve complex problems. The
problemsinclude: detection and identification of evasive and concealed targets; offensive and defensive information operations; and
Weapons of Mass Destruction (WMD) capability assessments of terrorist organizations. RKF is delivering a number of sets of knowledge
engineering and development tools. These tools will be provided to DoD and government organizations for incorporation in their
intelligence and warfare analysis systems.

The High Precision Knowledge Formation (HPKF) initiative develops tools to build rich, complex, highly specialized knowledge bases
needed to support precisiontactical operations. Ground warfare tactics exhibit great variety and complexity. They are highly dependent
upon complex relationships between natural and man-made elements of the battlefield. HPKF develops toolsto construct, maintain, and
update knowledge about terrain features, mobility factors, sensor characteristics, weapons effects, and engagement tactics. It encompasses
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combat situations ranging from desert warfare through infantry operations in jungle to urban combat. It enables automated forces and
planning systems to achieve precision engagement of hostile ground forces, both mechanized and dismounted.

V) Program Plans:
- Rapid Knowledge Formation.
--  Assess multi-user (25-50 individua) system design.
--  Conduct Predictive Battlespace Awareness (PBA) challenge problems.
-- Deveop proof-of-concept knowledge bases in coordination with end users.

- High Precision Knowledge Formation (HPKF).
-- Evaluate ability of a1 mega-axiom knowledge base to support high-fidelity problem solving methods for situation awareness and
tactica command and control.
-- Define tactical air/ground combat challenge problem.
-- Select externa decision aids, and prototype export/import of knowledge with those aids.

Fy 2003 | FY 2004 | FY 2005

DARPA Agent Markup Language (DAML) 21.360 10.500 10.545

(U)  The DARPA Agent Markup Language (DAML) program develops military software tools for use on Intelink and other emerging
Command and Control Link systems. The program’s focus is on devel oping technol ogies to enhance interoperability and to extend the reach of
the World Wide Web to programs, sensors, and other data sources It enables agent-based programs to share information through these
mechanisms. DAML develops software language that ties the information about a web resource to machine-readable semantics (ontology) that
describes both data content and service providers. Planned DAML demonstrations include both the intelligence community (Intelink) and the
control of tactical military operations in operationa environments. This effort provides new technologies for intelligent integration of information
across a variety of heterogeneous military sources and systemsin red time. The related DARPA Intelligent Software Toolkit (DIST) initiative
provides a set of tools to transform existing intelligence and command/control software. DIST, which enables existing software to operate in
network-centric computing environments, uses DAML ontologies and service descriptions. Without these automated tools, the cost of bringing
older software systems into network-centric computing environments would be prohibitive. The todls correlate application-specific ontologies to

UNCLASSIEIED 34



ageffert
34


UNCLASSIFIED

RDT&E BUDGET ITEM JUSTIFICATION SHEET (R-2 Exhibit) DATE
February 2004
APPROPRIATION/BUDGET ACTIVITY R-1ITEM NOMENCLATURE
RDT&E, Defense-wide Computing Systems and Communications Technology
BA2 Applied Research PE 0602301E, Project ST-11

shared database schema, construct trandators from application data structures to database schema, and build mediators that convert product
streams from publishers to subscribers. The plan is to pratotype and evaluate the tools within existing CISR support systems. Systems selected
for the prototyping will be those featuring high data-rate signal processing, sensor exploitation, and engagement planning applications.

V) Program Plans:
- Perform experimental analysis on and deploy Intelink DAML Briefing and Search Tools on an operational Intelink node.
- Demonstrate and prototype DAML tools for web applications for the Military and National Intelligence Community.
- Conduct experimental anadysis of DAML applications.
- Deploy DAML tools on joint and component command and contral interoperability systems of major commands such as Joint Forces
Command.
- Prototype DAML tools as support to enhance the use of agents for codlition warfare command and control.
- Prototype suite of additiona tools to encapsulate legacy software to support DAML ontologies, logics, and service descriptions.
- Build example mediators to convert data among DAML ontologies, referencing external knowledge bases as necessary.

FY 2003 | FY 2004 | FY 2005
Taskable Agent Software Kit (TASK) 5976 5.490 0.000

(U)  The Taskable Agent Software Kit (TASK) program develops tools for construction and analysis of advanced multi-agent systems. Target
systems are those that realize a global objective through local decisions based on embedded models of the mission, the environment, and
interaction with other agents. These tools provide a common engineering foundation for devel oping high-confidence, agent-based computing
solutions to a spectrum of military problems that require robust, scalable, decentralized approaches in dynamically changing environments. Many
agent-based systems are currently being built to support militarily relevant applications such as information retrieval and logistics, however,
development methods are ad hoc. Developers understand little about how to engineer desirable global behaviors from local, autonomous actions
and decisions or about how to mitigate and contain potentially undesirable behaviors, particularly in highly dynamic and uncertain environments.
TASK explores methods derived from Control Theory, Decision Theory, and Operations Research for correctly modeling and building agent-
based systems. TASK experiments are designed to reveal the qualitative aspects of environments that favor the use of agent-based systems rather
than centralized approaches.
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(8)) Program Plans:

- Publishinitia design and analysis techniques in two focus domains: (a) control and analysis of autonomous vehiclesin dynamic
environments; and (b) decentralized, competitive resource alocation for logistics.

- Establish a consolidated, open experimental framework based on cooperative autonomous vehicles.

- Employ it for integration and evauation of agent control, coordination, learning, and adaptation agorithms and analysis techniques.

- Demongtrate and evaluate agent design and analysis techniques on a series of challenge problems characterized by: increasing mission
complexity (search to surveillance to targeting); increasing scale (10s to 100s of vehicles); and increasing environment uncertainty
(dynamic target behavior to vehicle failures to malicious vehicle behavior).

- Deploy aprototype suite of integrated agent-creation tools with predictable behaviors based on mathematical techniques for modeling
and analyzing agent behavior.

Fy 2003 | FY 2004 | FY 2005

Automatic Target Recognition Technology 0.000 8.000 8.690

V) The Automatic Target Recognition Technology program devel ops new sensor exploitation aids to detect targets in high volume sensor
data with minimal human support. It supports very large sets of targets (1000’ s of target types) with high identification performance and very low
fase alarm rates. It develops modeling methods to account for target variability related to partia damage, design difference, or equipment carried
on the vehicle' s exterior. The program supports interaction with humans, who supply operational context, guide hypothesis development, and
adapt models. The program develops techniques for in-the-field training of models, signatures, and scoring parameters. This dlowsi it to identify
vehicle-specific signatures, and develop new target fingerprinting techniques. The program develops new methods to assist humansin achieving
precise identification of ad hoc, poorly defined targets. It enables a dramatic reduction in sensor-to-shooter timelines, supporting dynamic target
engagement.

V) Program Plans:
- Obtain aregular supply of datafrom field and developmenta sensors, covering many target types in many environmental settings.
- Obtain or estimate ground truth for those data to provide a foundation for periodic performance assessments.
- Extend existing performance anayses to provide bounds on detection, identification, and fingerprinting performance for 1000's of
vehicle types.
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- Develop mode generation, model update, detection, recognition, identification, and fingerprinting agorithms based on a range of
technical approaches.

- Periodicaly assess technologies on the field data. Compute statistically significant estimates of performance to compare against the
performance analyses.

FY 2003 | FY 2004 | FY 2005

Information Dissemination and Management 0.000 6.210 8.000

V) The Information Dissemination and Management program devel ops technology to allocate information resources (transmission, storage,
and processing) for optimal utilization of data across multiple missions. Program techniques adjust information flows to fit available
bandwidth/time for bulk data. Target imagery is adjusted by altering quality, data rate, and time of transmission; streaming data, such as video and
ground moving target indications (GMTI), isadjusted by atering quality and rate. Command data, such as waypoints and events, is adjusted by
altering time of transmission. The program explores approaches to the reallocation of resources dynamically as tasks arise and network topology
and capabilities change. Reallocation is achieved through the use of intermediate storage or intermediate processes (e.g. registration). The
program provides real-time sensor-to-shooter resource management to support dynamic operations, including targeting, force protection, and
battlespace awareness. Most importantly, it provides information for commanders and weapons when communications resources are
oversubscribed during battle conditions. It will provide commanders with the means to respond in real-time to changes in resources due to outages
or battle damage.

V) Program Plans:
- With service partners, identify and obtain a suitable testbed, with supporting data links, databases, application servers, and users.
- Defineaclass of information architectures that establishes insertion constraints for information management technology.
- Deveop and extend real-time resource allocation technology to manage network assets in response to time-varying demands.
- Develop human interfaces to allow controllers to specify information needs, both present and anticipated.
- Insert information management algorithms into the testbed, and stimulate them with increasing levels of subscription.
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FY 2003

FY 2004

FY 2005

Rapid Software Composition for Embedded Systems

0.000

6.000

7.000

(U)  The Rapid Software Composition for Embedded Systems program devel ops technology to permit rapid assembly of heterogeneous C*ISR

components for execution on complex, highly paralle real time embedded architectures. It explores techniques for rapid paralel code

development and optimization, and leverages advanced architectures for development, exploration, and rapid deployment of C*I SR components.
The program delivers tools and software libraries that allow C*ISR systems to be rapidly assembled from discrete, pre-tested components. 1t will
assist developers in assembling and tailoring C*ISR systems for mission-specific tasks. In addition, the technology facilitates mapping C'ISR
system components onto advanced run-time architectures. This will enable high performance operations in limited footprint environments
(arborne, tactical vehicle, afloat). Thetools created will support rapid development and optimization of new C*ISR capabilities using spiral

devel opment processes without loss of performance.

V) Program Plans:
- ldentify aset of challenge applications across the spectrum of C'ISR missions.
- Assemblealibrary of kernel agorithm components.
- Map the kernd components onto representative hardware architectures.

- Develop input/output/state descriptions of each kernel component, as mapped to each architecture.
- Construct tools to assemble kernel components into systems, including data flows and process/processor assignments.

- Build predictive models of systems assembled from kernel components.
- Veify run-time feasibility and achievement of desired performance.
- Vdlidate the tools and models within the challenge applications.

FY 2003

FY 2004

FY 2005

Semantic Information Fusion

0.000

0.000

2.000

(U)  The Semantic Information Fusion program develops tools to correlate fragments of target location, identity, and behavior information into
a composite description of asituation. The program will focus on incorporating data on human activities obtained from human sources, whether
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openly or surreptitiously. Information represented in linguistic terms will combine with physics-based models of visibility, mobility, and access to
reconstruct past events, and infer current situations. This effort enables combining human-derived information with products prepared for
automated systems. It will permit context-sensitive determination of the sensitivity of inferred information, and invocation of protection
mechanisms, at the time of inference.

V) Program Plans:
- Obtain streams of text information produced by tactical commanders in training operations.
- Employ state-of-the-art entity, date, and relationship extractors to construct symbolic representations of message contents.
- ldentify external foundation and contextual knowledge required to correlate material on one entity appearing in different sources.
- Develop symbolic correlation techniques to automatically suggest associations.
- Employ supervised training approaches to improve scoring functions and hypothesis management logic.
- Assessthe performance of the technologies on sequestered test data from a variety of sources

V) Other Program Funding Summary Cost:

Not Applicable.
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COST (In Millions) FY 2003 | FY 2004 | FY 2005 | FY 2006 | FY 2007 | FY 2008 | FY 2009

High Performance and Global Scale Systems ST-19 121.391 72.188 50.236 75.000 75.000 75.000 100.000

V) Mission Description:

(U)  Thisproject devel ops the computing, networking, and associated software technology base underlying the solutions to computational and
information-intensive applications for future defense and federal needs. These technologies will lead to successive generations of more secure,
higher performance, and more cost-effective microsystems, associated software technol ogies, advanced mobile information technology and
prototype experimental applications critical to defense operations. The project is comprised of five primary components - - Responsive
Computing Architectures, Network Embedded Technology, Autonomous Systems Control, Mixed Initiative Control of Automa-Teams, and
Networking.

V) Program Accomplishments/Planned Programs.

Fy 2003 | FY 2004 | FY 2005

Responsive Computing Architectures 59.425 55.712 50.236

(U)  The Responsive Computing Architectures component is bringing needed flexibility to DoD systems. It is developing integrated
computing subsystems that will respond in real-time to dramatic changes in mission application requirements and operating constraints based on
the mission-of-the-day. The current projects are focused on energy/power management, quality of service, and a gorithm/application computing
diversity and scalable computing efficiency. This technology has direct and significant impact for military systems such as the Land
Warrior/Objective Force, ground and airborne autonomous devices, distributed sensors, space sensors, and intelligence collection ground systems.
The Responsive Computing Architecture component is comprised of Power Aware Computing and Communications and High Productivity
Computing Systems.

The Power Aware Computing and Communications (PAC/C) program is devel oping an integrated software/hardware power management
technology suite comprised of novel techniques that may be applied to dl levels of a system from the chip to the system level. Embedded
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(V)

military computing systems such as future Land Warrior systems, autonomous devices, distributed sensors, and space sensors have
extreme dynamic computational and energy requirements. PAC/C will enable embedded computing systems to reduce energy
requirements by ten to one hundred-fold for energy constrained military applications ranging from hand-held computing devicesto
unmanned aeria vehicles.

The High Productivity Computing Systems (HPCS) program will provide DoD with significant technology and capability advancements
for the national security and industrial communities by filling a high-end tera to petascale computing gap between today’ s late 1980's
based technology High Performance Computing systems and the promise of quantum computing. This program is targeting high end
computing, medium to long term, national security missions where U.S. superiority and security is threatened, according to two recent
DoD studies. The proposed technology development plan is part of a three-phase program that will extend up to the end of this decade.
The three phases are concept study, research and development, and full-scale development. HPCS will address a number of critica
technology barriers over the next decade: (1) processor/bandwidth performance efficiency; (2) software availability/reliability of large
scale computing systems; (3) integral hardware, software, application robustness; (4) intrusion resistance; (5) run-time software
brittleness; (6) time-to-solution; and (7) cost of developing, operating, and maintaining DoD national security applications. Asan
example, performance (efficiency) for critical national security applications will be improved by 10-to-40 fold. Early identification of
high-end computing application computing requirements, metrics, and performance prediction tools will be used throughout the program
to assess both technical and schedule progress.

Program Plans:
- Power Aware Computing and Communications.

--  Demonstrate 10X power/energy aware reduction techniques across five power aware levels: 1) mission, 2) subsystem/agorithm,
3) software/compilation, 4) operating systems, 5) architecture/devices into the power aware simulator library.

-- Conduct preliminary PAC/C energy simulation/modeling framework concept demonstration.

-- Provide a betarelease of the PAC/C energy aware simulator and modeling framework for the PAC/C subscale devel opers to
evaluate.

-- Finalize selection of the power aware technologies to be incorporated and demonstrated for each of the planned power aware
subscale demonstration projects which include the following application areas. distributed sensors, space processing, Land
Warrior/Objective Force, and communications.

--  Continue the development of the final subscale demonstration projects and provide interim and final demonstrations.
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- High Productivity Computing Systems.

-- Edtablished and implemented the cognitive relaxed computer dialog architecture to support the warfighter in natural language
interface with the computer.

--  Perform an industry concept and critical technology assessment review for viable HPCS systems for potentia implementation in
the (2007 - 2009) timeframe.

-- Release dpha“vaue-based” productivity metrics and benchmarks to guide future program research and development activities.

-- Addresslarge system brittleness by exploring hardware and software reliability/fault tolerance capabilities, active application
software bug tolerance, and intrusion identification and resistance.

-- Explore balanced “productive’ system architectures balancing processors, memory, interconnects, software, and programming
environments.

--  Downsdlect viable system solutions and critical technologies to be prototyped; demonstrated and evaluated prior to full-scale
implementation.

-- Implement basic and applied software research in the revitalization of high-end computing.

Fy 2003 | FY 2004 | FY 2005

Network Embedded Technology 33.187 16.476 0.000

V) The Network Embedded Technology component devel ops software technology for distributed, real-time, and embedded applications,
ranging from tens of computing nodesto over amillion. Each program is driven by carefully selected Open Experimental Platformsto facilitate
the continuous evaluation of progress and end-user influence. By using major theoretical breakthroughs during the past decade in hybrid systems,
statistical physics, finite-size scaling, generative programming, and distributed control, the programs have a solid foundation to achieve the
ultimate goa of revolutionizing how software-intensive embedded platforms are built for the DoD. The Network Embedded Technology
component is comprised of Networked Embedded Systems Technology and Program Composition for Embedded Systems.

The Networked Embedded Systems Technology (NEST) program provides robust coordination and synthesis services for networked
systems that are subject to extremely tight timing, power, and resource constraints. It supports applications that include micro-
electromechanical systems-based fine-grain distributed control applications, sensor networks, and "smart" structures for active acoustic
and structural damping. These applications require up to 100,000 simple computing nodes arrayed in a network, serving a common
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(V)

purpose. NEST produces reusable software libraries, tools and reference applications that dramatically simplify the development tasksin
these environments.

The Programmable Composition of Embedded Software (PCES) program is devel oping technology to support faster and more reliable
development of tactical software— that is, distributed real-time and embedded software for tactical applications, and in particular for the
time-critical targeting domain. This technology is enabling programmers to safely and productively integrate so-called "cross-cutting”
aspects, such as concurrency, synchronization, security, and memory management, with core functionality that implements the interaction
of tactica software with the diverse and evolving suite of sensors and actuators that constitute the sensor -to-decisionmaker-to-shooter
chain. The reusable code-base, tools and reference applications delivered by PCES more effectively exploit human effort to produce high-
quality software that has the adaptability, robustness, and efficiency required by time-critical targeting systems.

Program Plans:
Network Embedded Systems Technology.

Develop forma modeling and verification techniques for coordination-services and for integrating them.

Develop low-cost, Open Experimental Platforms for network embedded software technol ogy.

Conduct baseline demonstrations of NEST technology in avariety of environmental monitoring and tracking applications.
Demonstrate real-time synthesis of schedules (e.g., for actuator firing sequences) and services (e.g., for localization, route
planning) using phase trangition-aware constraint solvers.

Deveop customizable and adaptable solutions for coordinationservices for network embedded software technology applications.
Deveop tools for the automatic composition and verification of application-specific coordination service packages.

Demondtrate the synthesis of an optimized coordination service package on the experimental platform.

Demonstrate the application design process and evaluate performance of a deployed thousand-node sensor system capable of self-
initializing, detecting, tracking and assisting in the pursuit of smart evaders.

Program Composition for Embedded Software (PCES).

Develop scalable techniques for validation of tactical embedded software by computerized analysis of models of the system.
Develop language representation and compilation techniques for fine-grained and coarse-grained; aspect-oriented programming of
tactical embedded systems.

Develop a mechanism whereby quality-controlling functionality can be packaged in a portable and reusable form, and that is
suitable for automated integration by the analysis and composition tools.
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Develop model-driven tools and representations for generating military system software that supports flexible binding, meaning
that the alocation of resources to software functions may take place at any time after system design, up to and including during
deployed system operation.

Develop qudity-of-service enabled services for persistence, fault tolerance, and high-bandwidth sensor data transmission, such as
those services that are required by the highly dynamic nature of modern air-to-ground warfare.

Develop catalogs of patterns and pattern languages that formalize the successful techniques associated with developing tactical
embedded systems middleware and applications.

Fy 2003 | FY 2004 | FY 2005

Autonomous Systems Control 6.001 0.000 0.000

(U)  The Autonomous Negotiation Teams program developed the software technology to resolve time-critical constraints in logistics and
mission planning. The technology has enabled designers to build systems that operate effectively in highly decentralized environments, making
maximum use of local information, providing solutions that are both good enough and soon enough.

(8)) Program Accomplishments:
Autonomous Negotiation Teams.

Demonstrated ability to identify autonomous negotiating teams needed for cooperative flight scheduling and maintenance
planning.

Demonstrated prototype implementation and evaluation of negotiation in rea-time mission planning for Harrier aircraft mission
planning and maintenance operations.

Demonstrated ability for hierarchical coalition formation in real-time and avoidance of conflict by changing plans.
Demonstrated ability to negotiate tasks in a rea-time, multiple target tracking problem with requirements of 0.25 ft error, 90
percent probability of disambiguation, and 500-millisecond response time.

Demonstrated an integrated utility for the selection of negotiation strategies to meet goals of convergence, optimality, timeliness
and stability in changing environments.

Demonstrated dynamic re-synthesis of the application under time constraints, using distributed constraint solvers.
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FY 2003 | FY 2004 | FY 2005
Mixed Initiative Control of Automa-Teams (MICA) 16.678 0.000 0.000

(U)  TheMixed Initiative Control of Automa-teams (MICA) program is developing agorithms, software, and modeling and simulation
capabilities to perform multi-level planning, assessment and control of distributed, autonomous combat forces. MICA provides a commander with
the operational and mission planning tools to select optimal team composition, to perform dynamic tasking and re-tasking of teams, and to
generate cooperative routes for autonomous unmanned air vehicles (UAV'S) in stressful operational missions, especialy suppression of enemy air
defenses. The program focuses on collaborative strategies and tactics for these teams under the supervision of a single human operator, with
adjustable autonomy determining the degree of human authority desired or required during task execution. Through the exploitation of control
science metrics for stability, performance and robustness, these teams of cooperative, autonomous vehicles such as unmanned combat air vehicles
will accommodate uncertainty in both the operating environment and in the feedback information, as well as address the presence of an intelligent
adversary and fixed and mobile threats in the battlespace. The program is funded in PE 0602702E, Project TT-13, in FY 2004.

(V) Program Accomplishments:

Developed agorithms and software to assign autonomous combat vehicles to task-oriented teams.
Developed algorithms and software to assign mission-derived subtasks to each combat vehicle in ateam.

Developed algorithms and software to generate event schedules and collaborative routes for each combat vehicle in ateam.
Defined agorithms and software supporting dialog between human commanders/operators and semi-autonomous entities to

communicate recommended courses of action, appropriate feedback information, and decision tuning parameters.

Deployed an open experimental simulation environment, driven by UAV suppression of mobile air defense elements and

incorporating multiple UAV teams and multiple command levels.
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FY 2003 | FY 2004 | FY 2005
Networking 6.100 0.000 0.000

(U)  The Networking program developed new paradigms in networking technologies to meet future defense and national security needs. The
program created highly robust and rapidly configurable networking capabilities essentia for both secure national infrastructure and ad-hoc military
networks through key innovations in software and hardware technologies. The results are applicable to wired, wireless and mixed networks. The
Networking component was comprised of Active Networks and Ultra High-Performance Networking.

The Active Networks program investigated the use of smart packet processing to enable new strategiesin rapid network service
introduction and enhancement.

The Ultra High-Performance Networking program advanced transparent al-optical networking and gigabit wireless techniques to
dramatically enhance bandwidths available to end-applications.

V) Program Accomplishments:
- Active Networks.
-- Developed and demonstrated: 1) Intrusion Detection and Response (IDR) prototype; 2) Active Network Operating System focused
on policy-free security architecture and availability; and 3) the capability to operate within a mobile computing environment.
-- Developed active network techniques for distributed network management, resource control, and distributed network service
deployment, configuration, and management.

- Ultra High-Performance Networking.
-- Demonstrated correlation of multi-gigabit per second transfer of radar signal streams from multiple sources.
-- Demonstrated 16-32 video blanket media streams and client side browsers for display of these streams.
-- Designed precision (1cm) network based geo-location system scalable to 100 nodes in an indoor setting.
-- Demongtrated hybrid optical/radio frequency self-healing link with proactive switching at 600 Mbps.
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V) Other Program Funding Summary Cost:

Not Applicable.
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COST (In Millions) FY 2003 | FY 2004 | FY 2005 | FY 2006 | FY 2007 | FY 2008 | FY 2009
Information Assurance and Survivability ST-24 31773 46.117 52513 65.474 63.283 77.855 99.968

V) Mission Description:

(U)  Thisproject is developing the technology required to make emerging information system capabilities (such as wireless and mobile
code/mobile systems) inherently secure, and to protect DoD's mission-critical systems against attack upon or through the supporting information
infrastructure. These technologies will enable our critical systems to provide continuous correct operation even when they are attacked. The
technologies will aso lead to generations of stronger protection, higher performance, and more cost-effective security and survivability solutions
scalable to severa thousand sites. Technologies developed under this project will be exploited by al the projects within this program element, and
by the Command and Control Information Systems (Project CCC-01, PE 0603760E), Information Integration Systems (Project CCC-02, PE
0603760E), Joint Warfare System (Project NET-01, PE 0603764E), Maritime Systems (NET-02, PE 0603764E), and other programs that satisfy
defense requirements for secure, survivable, and network centric systems.

V) Program Accomplishments/Planned Programs:

Fy 2003 | FY 2004 | FY 2005

Fault Tolerant Networks 13.557 4191 2.000

(U)  The Fault Tolerant Networks (FTN) program will develop technologies to provide continuous and correct network operation even when
attacks are successful. These technologies will reduce the amount of damage sustained during an attack, allowing networks to maintain an
acceptable, minimum level of functionality. Technologies for strengthening netwarks will be developed by introducing fault tolerance capabilities
against possible attacks at the network level, emphasizing integrity and availability; and technologies for mitigating potential vulnerabilities
associated with denia of service attacks. The most promising of these technologies will be tested in operationally relevant experiments with U.S.
warfightersin DARPA’ s Partners in Experimentation program, which is also budgeted in this project.
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V) Program Plans:

- Developed epidemic protocols for reliably communicating between peers in ad-hoc networks and adaptive multi-path forwarding
protocols for tolerating and adapting to faults in wide-area networks. Explored the relationship between these approaches and
developed a unified model for multi-path communication.

- Demongtrated attack profiling and filtering a gorithms that discard a high percentage of DDoS traffic and alow percentage of non-
DDosS traffic.

- Extend an overlay network prototype to integrate boundary security, enforcing overlay separation and preventing leakage of traffic
onto the base network.

- Demondtrate statistical measures that are both efficient and effective at detecting traffic that contributes to a Distributed Denial of
Service (DDoS) attack that originates multiple network “hops’ back from the attack target.

- Implement and evaluate distributed queuing in prototype router hardware while continuing fundamental studies of distributed queuing
algorithms, with afocus on agorithms that support reservation-oriented traffic.

- Develop tools for measuring and communicating the structure of network topologies in both wide-area and mobile environments and
for measuring underlying latencies, service times, and characteristics that constrain the best possible network availability solutions.

Fy 2003 | FY 2004 | FY 2005

Dynamic Coalitions 9.942 2.009 2.000

(U)  The Dynamic Coalitions program is devel oping technologies to support the secure creation of dynamic coalitions including the necessary
technologies for policy management, group communications, supporting security infrastructure services, data sharing, and joint collaboration
spaces. These areas are critical for future warfighting scenarios as outlined by Joint Vision 2020, which states that future military operations will
be increasingly conducted jointly, both with multiple branches of the U.S. Armed Forces and with allied and coalition forces, requiring increased
levels of interoperability. Further, this effort will build upon recent advancements in wireless networking technologies by investigating
technologies to migrate coalition information assurance tools from servers to gateway radios thus placing the functionality directly at the interface,
and localizing coalition policy to gateways. The most promising technologies developed under this programwill be tested in operationally
relevant experiments with U.S. warfighters in DARPA’s Partners in Experimentation program, which is also budgeted in this project.
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(V)

Program Plans:

Developed a new formalism for application level policies to accommodate new aspects of policy that do not manifest at the network
layer such as access control mechanisms.

Deveoped specific technology to enable multi-level network management and multi-level message passing.

Completed the implementation of the surrogate trust negotiation architecture for supporting trust negotiation in awireless
environment.

Complete the design and implementation of architecture for scalable trust negotiation that incorporates reusable tickets or tokens so
that repetitive, heavyweight trust negotiations are not required for access to every protected resource within a security domain.
Develop adaptorsto a policy engine for a set of real networking monitoring and control technologies including: network management
tools, commercial firewalls; and application specific entities such as web servers.

Develop low-cost | P-Sec devices that could be deployed to every coalition desktop or tactical work station, providing a low-cost
classified coalition networking solution.

Fy 2003 | FY 2004 | FY 2005

Partnersin Experimentation 4.043 7.844 5.843

(V)

(V)

The Partners in Experimentation program will conduct security technology experimentation with operational military and codlition
partners. Operational experimentation will provide valuable feedback to the security technology research and development process which will
demonstrate to operational personnel the benefits of advanced technology, and accelerate technology transition.

Program Plans:

Demonstrate secure group communication capability for informal trust relationships.

Demonstrate multi-application cross-domain information sharing capability.

Provide the capability for cross-domain information sharing for an interoperability demonstration.

Demonstrated network monitoring and Distributed Denia of Service (DD0S) countermeasures.

Demonstrated identity-based encryption techniques to secure email in a multi- organization collaborative environment.
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- Construct and demonstrate a trusted patch management system as well as an Information Assurance Vulnerability Assessment (IAVA)
compliance checking capability.

- Evaluate performance and scalability of lab proven anomaly detection techniques for intrusion detection in rea world high volume
environments.

Fy 2003 | FY 2004 | FY 2005

Next Generation Optical Networks 0.000 8.671 7521

(U)  The Next Generation Optical Networks program will revolutionize the operation, performance, security, and survivability of the United
States critical inter-networking system by leveraging technology developed in DARPA photonics component and secure networking programs.
These goals will be accomplished through a transformation in fundamental networking concepts that form the foundation upon which future
internetworking hardware, architecture, protocols and applications will be built. Key technical enablers that will be developed in this thrust
include: the elimination of data flow bottlenecks through the creation of optical network hardware that minimizes the occurrence of optical-to-
electrical-to-optical conversions, network management tools that guarantee optimization of high density optical channels such as those provided
by wavelength division multiplexing, the creation of anew class of protocols that permit the cross-layer communications needed to support
quality-of -service requirements of high priority national defense applications, and novel conceptsin intelligent and cognitive switched based
networks. Integration of terrestria fiber optic lines with free-space optical and RF wireless transport systems, and establishment of a CONUS
wide testbed with mobile overseas nodes will enable development, experimentation, and validation of new hardware, software, and network
architecture concepts. This effort will deliver the high-performance internetworking capabilities needed for development of applications such as
distributed and network based command and control, intelligence analysis, predictive logistics management, simulation and scenario enhanced
decision-making support for real-time combat operations, and assured operation of critical U.S. networking functions when faced with severe
physical layer attack. These network-based functions will support the real-time, fast-reaction operations of senior leadership, major commands
and field units.

(U)  TheMillimeter Wave Networks project is to develop new technology to make upper millimeter wave (MMW) region affordable for
proliferated use in an operational environment. Current approaches to Low Probability of Exploitation systems are inherently constrained by the
inherent requirement to radiate energy and create high levels of signd to noise ratio in order to communicate increasing amounts of information.
This project leverages the unique characteristics of the 60GHz band, which attenuates radio signals very rapidly due to absorption, to develop
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network devices that can transmit the reasonably high levels of power required for high data rates, and still be undetectable at a distance from the
network. Existing systems are vulnerable to intelligent jamming by high power sources at relatively long ranges. Oxygen absorption limits the
ability of distant jamming systems to create interference level signals within the network area. The program will also develop and exploit new
concepts for the development of RF components to reduce cost and size. These concepts have been developing through other DARPA technology
programs, and include quasi- optical, specia combining, resonant tunnel device, and related technologies. The program will devel op network
components that can be operated anywhere in the world with a highly controllable detection radius. These technologies will also be applicable to
unmanned, space and aircraft based uses.

V) Program Plans:
- Create an al-optical hardware design and fabrication with regeneration capability and optical wavelength switching.
- Conduct network data flow/bottleneck analysis, 10 Gb/sto end user.
- Develop switch architecture design for zero apparent jitter real-time applications.
- Deveop nationa testbed hardware specification, local area to wide area network integration, with data-format independence.
- Protocol development for physical layer-to-application layer connectivity.
- Demondtrate the ability to manage frequency and enforce low probability of detection limits.
- Vdlidate that photonics-based modem and RF sources are orders of magnitude ssimpler than conventional RF.

- Demondrate that the upper millimeter wave region offers increased RF power scaling due to low combining loss which can alow
almost unbounded bandwidth.

Fy 2003 | FY 2004 | FY 2005

Dynamic Quarantine of Worms (formerly known as the Malicious Code Analysis) 2231 13.543 14.807

(U)  Thegod of the Dynamic Quarantine of Wormsisto develop dynamic quarantine defenses for U.S military networks againgt large-scale
malicious code attacks such as computer-based worms. The ever-growing sophistication of the malicious code threat has surpassed the ability of
commercial industry to address this problem. Asthe U.S. military pushes forward with network-centric warfare, terrorists and other nation-states
are likely to develop and employ malicious code to impede our ability to fight efficiently and effectively. This program will develop the capability
to automatically detect and respond to worm-based attacks against military networks, provide advanced warning to other DoD enterprise networks,
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study and determine the worm'’s propagation and epidemiology, and provide off-line rapid response forensic analysis of malicious code to identify
its capabilities, modalities, and future behavior. (Further, the program will develop defenses against cyber attacks on mobile ad hoc network
(MANET) systems that can to sense failures and attacks and auto-recover in rea-time. Technica approaches include the automatic and dynamic
guarantine response and forensics analysis of malicious code that will employ static and dynamic code analysis for program understanding.
Defense Againgt Cyber Attacks on MANETS project under this program will develop the means to monitor and control the trustworthiness of
distributed tactical applications used in network centric warfare operations. This program will develop technology to ensure network centric
warfare systems are able to fulfill their mission in spite of cyber attacks such as computer worms unleashed on MANETSs and runtime failures.

V) Program Plans:
- Develop automatic detection and quarantine mechanisms.
- Provide real-time and off-line analysis capabilities.
- Develop network appliance and host-based detection/response network interface devices.
- Veify integrated system capabilities.

FY 2003 | FY 2004 | FY 2005
Trustworthy Systems 0.000 9.859 9.908

(U)  Thegoal of the Trustworthy Systems program is to address information assurance of tactical systems in complementary strategies,
including to build trustworthy information processars (T1P), as the basis for running trustworthy systems. The Trusted Information Processors
(TIP) Project under this programwill develop the ability to design systems that can be provably verified as trustworthy despite complexity of
millions of transistors and millions of lines of code. TIP will develop prototypes in partnership with other government agencies responsible for
follow-on development of such capabilities, as well research publication and demonstration prototypes that lend themselves to commercia
production that dramatically offsets military acquisition costs. Other aspects of ensuring trustworthiness in network centric warfighting
architectures such as validating users, adapting mission goa's, and reconfiguring nodes and platforms for optimal mission execution as a result of
changes that may occur in the trustworthiness of the network will be explored.
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V) Program Plans:
- Explore processors capable of fully encrypting the entire state of computation at each step.
- Design and fabricate an integrated circuit chip that can be verified to have everything in the design, without malicious inclusions.
- Design and produce a microprocessor system that keeps al state information outside the arithmetic logic unit cryptographically signed
a al times.
- Dedgn a processor with each component fully validated via formal mathematical proofs to faithfully execute high level instructions.
- Produce a malice tolerant architecture capable of consistently producing correct results, even if most components are compromised.
- Produce a computer verified proof that the malice tolerant architecture will consistently produce correct results under worst cases.
- Develop fundamental principles and approaches to trustworthy control and emergent survivable behavior.
- ldentify dynamic indicators of system unreliability and insecurity.
- Develop approaches for real-time trustworthy monitoring and control.
- Develop trustworthy co-processors for adaptive control and dynamic provisioning of computational resources.

Fy 2003 | FY 2004 | FY 2005

DARPA Future Information Assurance Initiatives 0.000 0.000 3.737

(9)] DARPA has been at the forefront of advancing the state of the art for information assurance technologies. Many of today's commercial
practices have their roots in previous DARPA investments. Asthe DoD continues to be reliant upon commercia networks it is paramount that
DARPA continue to look forward and investigate promising technologies. The 21* century transformation of the U.S. military will be more
dependent on information technology for C*ISR and combat functions than perhaps any other aspect of the military. To alarge extent, future
combat systems will be more dependent on information than armor to accomplish missions successfully. The Department’s vision for the future
includes near-perfect knowledge of the battlespace and the ability to fight wars with information technology that enables remote C*ISR operations.
Sophisticated computing capabilities like those available in current desktop workstation and server systems are moving to mobile wireless
embedded systems that communicate over low bandwidth self-organizing tactical networks often with low-powered devices. Concurrent with the
advanced computing capability will be security and other trustworthiness challenges in the systems on which the future U.S. military will be
heavily dependent during battle. With the increased U.S. military dependence on information technology, the ability to maintain battlefield
superiority requires control of our information systems against increasingly sophisticated adversaries employing computer network attack. With
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foreign production of information technology increasing, and adversaries seeking to use the asymmetric leverage of cyber warfare asthe Achilles
heel of current and future U.S. military systems, the U.S. military must have the ability to withstand, operate through, and counter increasingly
lethal cyber attacks. The DARPA Future Information Assurance Initiatives will identify promising technologies to continue to push the state of
Distinct programs within this project will be created for promising technologies as they are identified for further focused devel opment.

the art.

(V)

Program Plans:

Develop mechanisms to improve end-to-end Transmission Control Protocol and Internet Protocol (TCP/IP) wide-area network
performance between the Continental United States (CONUS) operating base and forward deployed tactical units.

Develop the ability of individual hosts (end-points) to learn essential characteristics about the network path between themselves and
their transmission partners.

Develop an operating system with higher assurance, higher performance, and higher functionality than current A1 systems.

Develop computing languages, compilers, and systems capable of producing executable code verified to be correct and bug free.
Protection of Signaling Networks: Develop the ability to protect the core signaling and control of converged networks running voice
over IP (VOIP), 3G wireless, and voice, and data networks in the backbone telecommunications switching fabric.

Identify hosts securely and authoritatively on the network with a follow-on goal of alowing these hosts to query the network to
discover the network’ s operating attributes.

Develop afamily of distributed, autonomous firewalls that work together as required to deal with asymmetric traffic on wide area
networks.

Develop awireless protocol that securely provides location, authentication, and communications in a practical manner.

Fy 2003 | FY 2004 | FY 2005

Control Plane 0.000 0.000 3.597

(V)

The Control Plane Program will improve end-to-end network performance between the Continental United States (CONUS) operating
base and forward deployed tactical units. Control Plane seeks to develop the ability for individual hosts (end-points) to learn essentia
characteristics about the network path between themselves and other hosts, alowing the hosts to shape any transmission to pass through the
network with the minimal network load. Additionally, when multiple network paths are available, a host will be able to either choose the path that
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best meets its requirements or smultaneoudly transmit over multiple paths. This technology will support the Defense Department’ s Global

Information Grid concept of operations.

(8)) Program Plans:

- Develop mechanisms to improve end-to-end Transmission Control Protocol and Internet Protocol (TCP/1P) wide-area network
performance between the Continental United States (CONUS) operating base and forward deployed tactical units.
- Develop the ability of individua hosts (end-points) to learn essential characteristics about the network path between themselves and

their transmission partners.

- Develop the ability of hosts to learn about more than one possible path, choose the one which suits their needs best, and use it.
- Develop the ability of a host to simultaneously use multiple network paths for the same data transmission with the same partner,

increasing communications speed and reliability.

FY 2003

FY 2004

FY 2005

CyberPanel

2.000

0.000

0.000

(U)  The Cyber Pand Program developed capabilities to help defend mission-critical information systems by monitoring them for signs of
cyber attack, and alowing operators to manage the operation of system security and survivability features to avert or counter developing attack
situations. Intrusion assessment technologies were developed to detect security threats through correlation and analysis of observed/reported
activities. Autonomic response capabilities were developed to react in milliseconds to block or withstand many classes of known and unknown
attacks. Monitoring and response components were developed that dlow warfighters to observe the performance, health and threat state of
mission critical information systems, project the likely impact of reported cyber attacks on system operation, assess possible defensive actions, and

carry them out.

(8)) Program Plans:

- Investigated methods for augmenting passive intrusion detection sensors with capabilities to actively probe for additional attack

information.

- Explored techniques for improving the effectiveness of auto-response defenses with limited intelligence about attack models.
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- Conducted experiments to determine the usability of general-purpose anomaly detection algorithms to monitor alarge, complex

military software system.

- Combined selected Cyber Panel technologies into an integrated demonstration prototype incorporating cyber attack detection,

correlation, assessment, and response capabilities.

FY 2003

FY 2004

FY 2005

Asymmetric Firewalls

0.000

0.000

3.100

(U)  The Asymmetric Firewalls program develops devices that can act as firewalls for wide-area networks. Asymmetric flows are traffic flows
(groups of data packets) between a sender and receiver where the outbound packets and the inbound packets do not follow the same route. Forty
to sixty percent of al traffic on the Internet (and on military networks) flows asymmetrically. Thereis currently no technology capable of
providing firewalls on wide area networks because current firewalls must be able to monitor al traffic in both directions to work correctly.

V) ProgramPlans:

- Develop protocol analyzers for simultaneous decoding of packet, session, flow, and application layer data

- Develop high-speed distributed cueing system for use by distributed and independent firewalls.
- Develop software asymmetric firewalls for small networks.
- Develop high speed asymmetric firewalls for networks.

(8)) Other Program Funding Summary Cost:

Not Applicable.
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COST (In Millions)

FY 2003

FY 2004

FY 2005

FY 2006

FY 2007

FY 2008

FY 2009

Language Trandation ST-29

42.848

57.201

51.972

35.767

35.945

36.196

40.826

(8)) Mission Description:

(U)  Thisproject will develop and test powerful new Human Language Technology (HLT) that will provide critical new capabilities for awide
range of national security needs. This technology will enable systems to (a) automatically exploit large volumes of speech and text in multiple
languages; (b) revolutionize human-computer interaction via spoken and written English and foreign languages, (c) perform computing and
decision-making tasksin stressful, time sensitive situations; and (d) become active, autonomous agents/assistants to analysts, operators and
warfighters by collating, filtering, synthesizing and presenting information in timely and relevant forms.

V) Program Accomplishments/Planned Programs:

FY 2003

FY 2004

FY 2005

Situation Presentation and Interaction

8.232

10.869

6.400

V) There are two programs involving human-machine communication:

The Compact Aids for Speech Trandation program, formerly the Babylon program, is providing the tactical warfighter with real-time,
face-to-face speech trandation during combat and humanitarian operations in foreign territories. The program addresses domain-specific
trandation accuracy and response time. Early prototypes of the technology relying on smple dictionaries and phrases have been deployed
on atest basis to Afghanistan. Future versions will offer more sophisticated, flexible and fluid trandation and paraphrasing capability that
will be more robust and conducive to norma human conversations.

The Symphony program is an applied follow-on effort to the Communicator Program, emphasizing technology transition to the military,
adaptability, and scalability of the Communicator Galaxy Architecture for automatic dialogue in support of C2 (Command and Control)
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(V)

applications. Technologies to be emphasized include human stress adaptation, prosody, and system reliability in military environments.
The program will centerpiece six technology insertion projects supporting all services.

Program plans:
Compact Aids for Speech Trandation.

Sy

Established baseline hardware design for handheld trand ation technology.

Developed and evaluated initial DARPA 1+1 Way prototypes which provide limited two-way trandation.

Conducted multi-lingual data collection in Pashto, Dari, Farsi, Arabic, and Mandarin for contingency operations.
Distributed multilingual corpusto R&D community.

Upgrade DARPA one-way technology to limited two-way trandation.

Obtain initial software decision approvals for full-featured DARPA two-way trandation.

Produce prototype handheld devices for field evaluations and acceptance.

Perform initial coordination with U.S. Army PM Soldier for software integration into land warrior Block 111 (version 3.0).
Integrate speech recognition engines into natural language parsers and trandators.

Receive feedback from evaluators on DARPA two-way technology (deliver patches and fixes); units remain in operational use.
Ddiver upgraded handhelds (capable of supporting two-way technology) to software developers.

Ddliver aphaversions of DARPA two-way software for initial user testing.

Select set of foreign languages for final development.

Populate language digital resource repository at Defense Language Institute.

mphony.
Develop FA-18 aircraft maintenance mentor prototype to enhance flight mechanic methods.
Develop the Battlefield Casuaty Reporting System, a dialogue driven process to allow casualty reporting and sworn statements to
be collected, automated validation and direct reporting to Decision Authority notification officials.
Develop a ship based command and control system to alow officers and crew to query ship system status from any location on the
ship, set an alarm for a future change in status, or launch agents to monitor particular sub systems.
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-- Create acomplete diaogue based interface for information management systems to support system navigation and analytical
processes, augment search parameters and dial ogue based mentoring to assist the novice analyst or enhance the experienced
analyst.

-- Conduct a vehicle navigation effort that focuses on the on-the-move environment attacking dial ogue base capability in tactical
vehicle noise, for the purposes of navigation, command and control and logistical support.

-- Initiate evaluation of dialog technologies for the Institute of Justice for use in multilingual detention facilities.

FY 2003 | FY 2004 | FY 2005

Automated Speech and Text Exploitation in Multiple Languages 34.141 46.332 45572

(V)

There are three programs involving human-human communication:

Trandingual Information Detection, Extraction and Summarization (TIDES) is revolutionizing the way time-critical intelligence is
obtained from speech and text by devel oping technology to enable English-speaking operators and anaysts to exploit the huge amounts of
foreign speech and text available electronically or in captured documents, but currently unexploitable due to vast volumes and insufficient
foreign language skills. TIDES is creating powerful new capabilities for Detection (finding or discovering needed information),
Extraction (pulling out key information), Summarization (substantially shortening what a user must read), and Trandation (converting
foreign language material to English). Thiswill dramatically increase the quantity, quality, and timeliness of analysis and reporting,
thereby providing vital information to senior decision makers and enabling commanders to carry out critical missions swiftly, safely and
effectively.

Effective, Affordable, Reusable Speech-To-Text (EARS) is creating powerful new automatic speech-to-text transcription technology
whose output is substantially richer and much more accurate than previoudy possible. EARS will provide passive listening technology for
critical languages and media for a wide range of national security applications. It will enable effective automated transcription from
broadcasts, telephone conversations, and multiparty speech.
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Global Autonomous Language Exploitation (GALE) will develop techniques for discovering critical intelligence by autonomously
exploiting enormous volumes of streaming speech and text from around the world (in many languages). GALE will enable machinesto
andyze, refine, combine, and package information from broadcasts, conversations, newswire, and internet sources; discover trends and
deviations; discern operator/anayst interest (from their tasking, actions and reports); and issue critica alerts, reports, and pointers
whenever appropriate (without overwhelming the analysts), delivering information in actionable form without requiring the operators or
analyststo request it. GALE will build off the successes of both TIDES and EARS.

Program Plans:
Trandingual Information Detection, Extraction and Summarization (TIDES).

Demonstrate capability to detect and track events described in English, Arabic, and Chinese news sources.

Demonstrate capability to extract key information (about people, places, organizations, and relationships) from English, Arabic,
and Chinese.

Demongtrate capability to trandate Arabic and Chinese documents into readable English.

Develop methods to convert document images to trandated text.

Develop methods for porting TIDES technology to new languages.

Define architecture for a unified text and audio processing (TAP) system that integrates various TIDES technologies.
Transition successful components to operational customers.

Effective Affordable Reusable Speech- To-Text (EARYS).

Develop automatic techniques to produce rich, readable transcripts of broadcasts and tel ephone conversations in English, Chinese,
and Arabic.

Develop automatic techniques to produce rich, readable, searchable transcripts of multiparty speech from command centers,
teleconferences, and meetings.

Substantially improve the word-error-rate performance of automatic transcription from approximately 50% down to 5-10%.
Create automatic metadata extraction algorithms to enrich the resulting transcripts and to make them more readable.

Create, demonstrate, and eval uate prototype systems.
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- Globa Autonomous Language Exploitation (GALE).

-- Initiate multifaceted effort to devel op techniques for discovering critical intelligence autonomously, exploiting huge volumes of

streaming speech and text in multiple languages.

FY 2003 | FY 2004 | FY 2005
Center for Critical Languages 0.475 0.000 0.000
V) Provided funding to assist in the development of a Center for Critical Languages.
(8)) Other Program Funding Summary Cost:
Not Applicable.
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COST (In Millions) Fy 2003 | FY 2004 | FY 2005 | FY 2006 | FY 2007 | FY 2008 | FY 2009
Learning and Reasoning ST-30 15.198 60.503 84.173 112.535 120.761 131.858 124.399

(8)) Mission Description:

(8)) In the real-time environment of military operations, networks and systems that can learn, reason, draw on their experience, automatically
adapt to maintain their critical functionality, effectively assist their military user, and improve their responses over time, will be crucia to
operational success. These technologies will make the difference between mission degradation or failure and mission success even in the event of
cyber-attack or component attrition resulting from kinetic warfare or accidenta faults and errors. Systems that learn and reason will reduce the
requirement for skilled system administrators and dramatically reduce the overall cost of system maintenance. Asthe military moves towards a
deek, dynamic expeditionary force, it is critical for systems to be more self-sufficient.

(U)  TheLearning and Reasoning project will develop core technologies that enable computing systemsto learn, reason, and draw on their
accumulated experience by applying knowledge gained through such experience and then respond intelligently to things that have not been
previoudy programmed or encountered. These technologies will lead to systems demonstrating increased self-reliance, self -adaptive
reconfiguration, intelligent negotiation, cooperative behavior, and survivability with reduced human intervention. Thiswill be accomplished by
creating unique and powerful new abilities for computers to learn about and understand the world, and to reason intelligently with the results of
learning. Cognitive systems will typically comprise three primary types of processes: reactive, deliberative and reflective. Each of these will be
improved through learning and reasoning. Reactive processes respond quickly and directly to known stimuli. Deliberative processes embody
what is usually known as “thinking.” Reflective (higher-order) processes allow a system to “step back” and evauate the environment and their
own capabilities to decide the next appropriate course of action. Capabilities developed in this project include novel representations for
knowledge, skill learning, reasoning (deductive, abductive, planning, strategic inference, and hybrid approaches), pattern detection, and language
learning, all of which will extend fundamental computing capabilities for dealing with real-world information complexity and uncertainty.
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V) Program Accomplishments/Planned Programs:
FY 2003 | FY 2004 | FY 2005
Integrated Cognitive Systems 12.198 31.046 40.146
V) The Integrated Cognitive Systems technology thrust will build upon prior DARPA programs that devel oped improved human-computer

interaction capabilities and highly-responsive computing systems to develop technology for a new class of integrated, highly functional cognitive
systems. These systems will act purposefully to assist military commanders and decision-makers. Embedded learning will provide faster response
times and more effective responses by retaining what has been learned in the past and applying this knowledge to new scenarios, and most
importantly, will alow the performance of a cognitive system to improve over time. The Integrated Cognitive Systems thrust comprises
Personalized Assistant that Learns (PAL), Dismounted Soldier Complement Enhancing Reporting and Navigation (DISCERN), and Cognitive
Command, Control, Communication, Computers, Intelligence, Surveillance, and Reconnaissance (C4ISR).

The Persondized Assistant that Learns (PAL) program will develop integrated cognitive systems that will act as personalized executive-
style assistants to military commanders and decision-makers. It is only through the exploration of full, integrated systems that we can
ultimately validate the effectiveness of component technologies developed to support machine reasoning and learning. Initidly the
program will strive to create assistant programs that will display basic competencies, including interaction with people and other assistant
programsin anormal operationa environment; sending and receiving information in a natural manner; relating information and activities
in various different media; interacting with the assistant’ s user and inferring preferences and how to do useful procedures; and accepting
coaching and guidance expressed naturally in language. Such systems will push the limits of technology for formal reasoning and
learning, all integrated in a unified multitasking, mixed-initiative architecture. The program will demonstrate cognitive systems that make
use of basic knowledge and past experience to help the system understand and seek input, resulting in systems that do purposeful
perception (i.e., sensor information will be acquired, filtered and processed to serve specific, high-level goas). Methods for processing
raw datawill be learned in away that optimizes performance of the entire system.

The Dismounted Soldier Complement Enhancing Reporting and Navigation (DISCERN) program will develop episodic memory

mechanisms to augment the individua warfighter's ability to accurately recall and communicate experienced events to reduce the
operationa impact of the "fog of war." The warfighter's understanding of what is happening depends critically on knowing what has
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(V)

already happened. To facilitate Situational awareness, the military has developed extensive standardized reporting mechanisms and
procedures to support the capture of information and its communication to where it is needed. The warfighter is called upon to recall and
report, in atimely and accurate manner, salient events that are experienced. However, the noise, smoke, and confusion of the battlefield,
and the physiological and psychological stresses of combat, make this task very difficult. Furthermore, seep deprivation reduces the
warfighter's recall effectiveness even when physically removed from the battlefield. Foundational episodic memory technologies will be
developed and applied to support and enhance after-action report generation, information sharing between dismounted squad members,
information sharing across multiple shifts of command center staff, and the interaction of trainees and instructors in training situations.
Lives depend on the decisions made by warfighters, from the theater commander down to the squad member on patrol. This effort will
maximize the sensor and information resources available to the network-centric warfighter to improve not only the individual's cognitive
ability but also the effectiveness of the collective force.

The Cognitive Command, Control, Communication, Computers, Intelligence, Surveillance, and Reconnaissance (C41SR) program will
develop specific embedded learning and real-time reasoning e ements to enable a new generation of C4I1SR. The embedded learning will
provide faster response times by retaining what it has learned in the past and real-time reasoning allows the system to apply what has been
learned to new scenarios. The resulting knowledge will assist the commander by providing critical information in a timely manner with
aternative courses of action for more effective decision-making. The Cognitive C4ISR program will provide flexibility and adaptability
technologies as part of the solution to time-critical decision-making in the face of increased ambiguity, deception, and surprise within the
engagement timeline.

Program Plans:
- Personalized Assistant that Learns.
-- Deveop basdline architecture for a complete PAL system..
-- Deveop initial knowledge base representing a PAL system’s knowledge of itstask domain.
-- Demonstrate continuous teaming capability over a protracted period of time.
-- Develop technology for a PAL system to interact with its user and perceive activities over time and develop understanding of
preferences and basic operationa procedures.
-- Develop mixed-initiative technology that enables a PAL system to ask appropriate questions at appropriate times when confidence
in an inference is below threshold.
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Develop core machine learning, knowledge base and flexible planning technol ogies to enable development of a cognitive planning
agent.

Develop core physical awareness, cyber-awareness, multimodal dialogue, machine learning, and representation and reasoning
technologies to support a cognitive assistant for executive functions.

Develop test problems, define metrics, and conduct formal experiments to evaluate progress in cognitive systems technology
R&D.

Dismounted Soldier Complement Enhancing Reporting and Navigation.

Abstract input data streams into sequences of events and states, which are aggregated into threads and episodes to produce a
timeline that constitutes an "episodic memory."

Develop an ontology-based data structure that indexes data for rapid retrieval and continually evolves as the data is processed to
generate multiple layers of representation at increasing levels of abstraction through inference and reasoning.

Demonstrate the capability to present critical situational awareness elements such as "who", "‘what", "where", and "when" to the
soldier in a hands-free manner, reducing the reporting burden and increasing the recall and reporting content quality.
Demondtrate the effective sharing of information in dismounted warfighting, command center, and training environments.

Cognitive C4ISR.

Develop technologies to enable a system to draw inferences from mission-defined rules of operation for situational awareness
from which a course of action maybe suggested.

Develop a common architecture and integration technologies that will examine and characterize the influences and interactions
among the organization structure, its staff, tasks and technology.

Develop a unified cooperative system to provide a means for integrating dissmilar C4ISR systems.
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FY 2003

FY 2004

FY 2005

Foundational Learning Technology

2.000

9.139

14.500

(U)  TheFoundationa Learning Technology thrust seeks to devel op advanced machine learning techniques that enable cognitive systems to
continuoudly learn, adapt, and respond to new situations by drawing inferences from past experience. The current projects will develop hybrid
learning techniques to create cognitive systems capable of learning military strategy, leveraging large amounts of prior knowledge, incorporating
external guidance and applying prior knowledge to adapt in real time to the naturally changing environment without programmer intervention.

The application of thistechnology will result in military systems that are more robugt, salf-sufficient, and minimize platform-specific

customization. The Foundationa Learning Technology thrust comprises Real-World Learning, the Neuromorphic Learning Technology and the

L earning Locomotion and Navigation programs.

The Real-World Learning program will explore the integration and application of advanced machine learning techniques to enable
cognitive computing systems that learn from experience and adapt to changing situations. The program will determine which types of
learning (e.g., learning by example, learning by analogy, statistical learning from training data, explanation-based learning, etc.) are most
effective when applied to challenging problems of importance to the military. Moreover, this technology program will drive the design
and implementation of new hybrid learning technologies that allow cognitive systems to learn in awider variety of situations, among other
things, these new methods will combine statistical learning techniques with knowledge-based techniques that take into account
background knowledge and a priori experience. Thistechnology will also enable a new generation of flexible machines capable of pattern
recognition and adaptive behavior that respond to dynamic interaction in parallel. Developing technologies that allow enduring systems to
learn continuoudly over long periods of timeisagoad of this program.

The Neuromorphic Learning Technology program will combine principles from computational neuroscience with traditional Artificial
Intelligence-based symbol processing and knowledge representation to enable a new class of intelligent systems with generalized
neuromorphic learning and self-organizing capabilities. Subsystem development and integration will be based on adaptive, self-
organizing models. Such incremental adaptation will allow systems to grow and change with their environments, even to adapt around
failed components. System design will be based on a general set of organizing principles, rather than in developing individua rules and
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processes. Unlike rule-based systems, these networks will self-organize into a functional system, developing the rules themselves. These
systems will leverage the statistics of large numbers of simple computing elements to enable incrementa learning, high-speed pardled
evaluation, and fault tolerance.

An outgrowth of Autonomous Software for Intelligent Control previously funded on Project ST-33, the Learning Locomotion and
Navigation program will develop learning and reasoning technologies specificaly for robotic systems. These enhanced robotic systems
will automatically learn to interpret sensor data and apply this knowledge to the control of their actuators for improved locomotive and
navigational autonomy in complex environments with changing terrain and heterogeneous obstacles. Approachesin reinforcement
learning and technologies for learning from example will be explored. These learning technologies in locomotion and navigation will
open new horizons in unmanned military operations, surveillance and reconnaissance, and will dramatically advance the state of
autonomous vehicles, especialy for tasks requiring higher-level computation, such as perception-based navigation.

Program Plans:
- Rea-World Learning.
-- Select several critical problems and scenarios to challenge machine learning technology in ways that will determine the essential
value of individua techniques.
-- Classify abroad variety of problems into classes that are best addressed by different types of learning technologies and determine
the most powerful and comprehensive sets of techniques that complement one another.
-- Design and develop hybrid learning systems that allow cognitive systems to adapt to a wide variety of naturally-occurring
situations and perform better over time against challenges similar to those challenges to which they have been exposed in the past.
--  Develop agorithms that generalize based on information gathered and learned to operate successfully in similar, but not identical
situations.

- Neuromorphic Learning Technology.
-- Investigate the role of paralle architectures, agorithms, and genera principles inspired by neuroscience in hybrid learning and
adaptive systems, rigorously comparing neuromorphic approaches to more traditional Al approaches and others developed under
this program.
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-- Deveop dynamic adaptation technologies for probabilistic action selection to create complex mappings of integrated input data to
enable self -organization of necessary data representations.

- Learning Locomotion and Navigation.
--  Explore “learning from example” and “reinforcement learning” applications to develop technology for autonomous vehicle
systems to learn from example and from gathered experience without relying on a programmer to anticipate all eventualities.
-- Explore the integration of various learning technologies to enable rapid adaptation by robots to new physica environments and
improve autonomous vehicle speed over rough terrain.

FY 2003 | FY 2004 | FY 2005
Knowledge-Based Systems 0.000 12.241 17.500

(U)  The Knowledge-Based Systems program, formerly budgeted in Project ST-33, will develop enabling technologies, methodol ogies,
ontologies, and specific knowledge bases to achieve the next generation of intelligent, knowledge-intensive systems. Thiswork will focus on
developing technology that spans the spectrum from large, strategic knowledge banks to small, individual knowledge-based systems. The program
will develop technologies for codifying, linking, integrating, accessing, and using complex and cross-disciplinary knowledge at widely varying
scales. This capability at a strategic level will provide DoD decision-makers with rapid as-needed access to decision-relevant background
knowledge from a broad spectrum of distributed sources. The knowledge will be expressed in formal knowledge representation languages that
will alow computers to reason about the knowledge, consider its implications, imagine possible future scenarios, and query the warfighter for
clarification of various aspects of the information. The significant challenges are centered on the fact that critical knowledge involves temporal
information, complex belief structures, and uncertainty, and current representation technology is not adequate to capture such information. This
program will also develop the technology needed to enable the creation of individual knowledge-based systems that would incorporate into the
reasoning process (in a computer-understandable form) knowledge of the warfighter’s responsibilities, approach, tasks and activities. Another
god of this program isto support the warfighter’s ability to understand the “big picture” for mission planning, monitoring and replanning. By
formalizing situation model representations, automated support will be provided to commanders and analysts for prediction of unforeseen events
and determination of the relevance of isolated or partial events to the evolving situation. To achieve these objectives, this program will formaize
situation representation and develop anaogical and case-based reasoning, functiona representation languages and situation markup languages
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technologies. This effort would then provide the warfighter with intelligent automated assistance to help him plan and accomplish his daily
activities and, over time, learn how he accomplishes these tasks and provide increasingly valuable automated assistance.

(V) Program Plans:

- Develop knowledge module authoring tools.

- Develop methods, protocols, and tools for using interoperable knowledge modules resident on distributed knowledge servers.

- Develop integrated knowledge representation and learning technology that enables effective representation of essential forms of
knowledge. Document a substantial library of formal declarative interoperable multi-use ontologies initially across single, then
multiple domains.

- Demonstrate and evaluate prototypes of strategic and individual knowledge-based systems.

- Develop representations of events and methods for separating and tracking their association to merge multiple scenarios, assimilate
one event within the context of the other, and identify where events deviate from the norm.

Fy 2003 | FY 2004 | FY 2005

Advisable Systems 0.000 8.077 12.027

(U)  Thegoal of the Advisable Systems program is to design and build systems that warfighters can control in natural and flexible ways — not
viamenus or by programming them, but by exchanging advice and instructions with them. “Advice” will span a spectrum ranging from high-level
policy and goals to intermediate preferences and constraints on system behavior to specific direction and contingency actions. The warfighter will
be able to express this advice in natural English and engage in a dialogue to clarify/elaborate the general advice. Based on this didogue, the
system will incorporate the advice into an executable plan and start behaving asiif it were originaly programmed for that function. As Advisable
Systems mature, this behavior will increase in complexity from configuration of existing capabilities to the automated acquisition or generation of
new capabilities. Advisable Systems will furthermore continuoudly engage in natural dialogues with warfighters as they encounter unforeseen
circumstances or conflictsin priorities and standing orders, eventually becoming fully autonomous in their functioning as commanded. Although
progress in this areawill require initial focus on selected mission domains to constrain the dialogue, tools will be developed for adapting the
technology to other domains. While natura language interfaces are an essentia enabler for Advisable Systems, this project will not support
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speech recognition research per se (except where important conceptual gaps exist that would bear on successful expression of advice and
explanations), but rather the development of dialogue management systems that allow systems to glean and clarify warfighter intent. Advisable
systems will allow commanders and other decision-makers more natural and more productive access to and control over a wide range of software
capabilitiesin avariety of mission-critical areas, including command and control, intelligence and logistics. (This project was previoudy listed in
ST-33).

V) Program Plans:

- Sdlect two or three key mission domains and compelling scenarios to drive advisable systems research with a series of increasingly
difficult challenge problems. Metrics for assessment include “ programming” speed and length of dialogue necessary, correctness of
resulting system behavior, and performance of the advisable system versus a hand-programmed one.

- Develop domain-specific intermediate languages for expressing guidance/advice with precise operational and declarative semantics
and tools for trandating these languages into either executable plans or parameterized configurations of existing software modules.

- Develop adialogue system with domain-specific semantics for eliciting natural language advice from the warfighter. This dialogue
system will trandate warfighter guidance into the precise intermediate languages described above for both implementation and
verification of purpose and intent.

- Develop protocols and tools for applying policy preferences and constraints and mediating conflicts among them.

Fy 2003 | FY 2004 | FY 2005

Adaptive Networking 1.000 0.000 0.000

(U)  The Adaptive Networking program assessed the feasibility of information and communication networks that possess significant degrees of
sdf-reliance and responsibility for their own behavior and survival. This research effort is focused on the capabilities of self-diagnosis, automatic
adaptation to changing and hostile environments, reconfiguration in response to changes in environment, intelligent negotiation for tasks and
resources, and robustness under attack. (This program movesto ST-31 in FY04).
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(8)) Program Plans:

(V)

- ldentified and characterized the major components of an adaptive/cognitive network and software functionality for large-scale

redesign.

- Initiated a detailed architectural plan to implement adaptive, salf-diagnostic and reconfiguration network capabilities.

Other Program Funding Summary Cost:

Not Applicable.
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Communications, Interaction and Cognitive

Networks ST-31 24.180 34.140 32433 36.069 59.833 58.570 50.512

V) Mission Description:

(U)  The Communications, Interaction and Cognitive Networks project will dramatically improve warfighter and commander effectiveness by
developing revolutionary methods for users to interact with and direct cognitive systems (and the physical sensors and effectors they control) and
for large-scale collections of cognitive systems to interact with one another in support of user objectives. Specifically, this project will develop
technol ogies to enable systems to detect and assess the user’ s cognitive state and adapt to optimize understanding and effectiveness of the user;
and high-level languages for rapid but precise specification of complex behavior in response to mission demands, such as configuration of sensor
networks. Sinceit is equally important for the warfighter or commander to understand the system asit is for the system to understand the user’s
godsand needs, this project will develop technologies that give systems the ability to explain, perceive, and reason about their behavior and
actions affecting the external world. A remarkable and unique aspect of natural perceptua systemsis their ability to take an inordinate amount of
raw sensor data, such as visual flow and rich auditory input, filter and integrate that data, and almost instantaneoudly unify the resultant data into
meaningful elements. The human brain is able to create from this information perceptua units that parcel the world into objects and discrete
entities that are then recognized, remembered, and used in problem solving. Looking closely at these innate perception abilities will yield insights
into how to build totally novel computational systems that identify important, low-frequency events in a noisy environment. Thiskind of approach
should lead to dramatic improvements in the abilities of computers to process and analyze huge amounts of data to form a high-level
understanding within their environment. This project will significantly advance the military’ s ability to address information overload in the
operational environment.

(V) Robust interaction among cognitive systems, legacy systems, and operators will require incorporation of advanced models and control of
the network infrastructure that connects them to ensure adequate provisioning of quality-of-service under dynamic loads to meet mission
requirements. These technologies, taken together, will greatly increase operator effectiveness by allowing the operator to focus on high-level
mission objectives rather than low-level interactions with the system while at the same time ensuring that he maintains essential understanding of
how (and how well) the system is implementing and responding to that high-level direction.
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V) Program Accomplishments/Planned Programs:

FY 2003 | FY 2004 | FY 2005
Improved Warfighter Information Processing 16.012 19.706 12.763

V) The Improved Warfighter Information Processing (IWIP) technology thrust will develop technol ogies to enhance the warfighter’s and the
commander’ s information management capacities and improve decision-making performance. This research area seeks to significantly expand the
operators capabilities in a real-time operational environment by enhancing intellectual performance in the way that weapons, vehicles and sensors
extend operators physical capabilities today. In addition, this thrust will help create context-based computationa systems that will understand,
predict and participate in goal-directed collaboration to maintain situational awareness and assist the warfighter in the decision-making process.
The hypothesis of this emerging areais that recent impressive progress in neura science, computation and miniaturization can now be leveraged to
enable new concepts of warfare The technologies devel oped under this thrust will revolutionize the way 21st Century warriors and commanders
interact with computer-based systems, advance systems design methodol ogies and fundamentally re-engineer military decision-making processes
The IWIP thrust comprises two programs: Improving Warfighter Information Intake Under Stressand Context-Based Computing for Command
and Control.

The Improving Warfighter Information Intake Under Stress (Augmented Cognition) program will develop the means, devices, and
infrastructure necessary to assess the warfighter’s or commander’ s status in real time and then enhance operationa effectiveness via
adaptive strategies in order to greatly improve the information throughput in the computational interface. This program will develop the
technology to integrate new digital devices that support memory, attention, and context recovery and link that support with the operator’s
status to directly improve overall performance in complex and operationaly stressful conditions. The program will culminate in the
development of closed-loop computationa systems in which the computer system adapts to the state of the warfighter or decision-maker
to significantly improve performance. The program will enhance operational effectiveness through at least these specific improvements to
operator efficiency: 1) increasing the amount of information that operators can handle; 2) reducing manpower requirements (e.g., one
person doing the job of three); and 3) improving attention management during stressful operations. This research will also pursue
perceptual processing-based displays that are sensitive to information processing mechanisms inherent in the human perceptual system to
invent, modify and redesign devices that deliver content more effectively to the operator. The effort will design and build adaptive
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(V)

multimodal interfaces that improve the ability of the warrior to communicate on the battlefield and the commander to operatein a
command center, and exploit dl of the digital information currently available only in a static command environment.

The Context-Based Computing for Command and Control (CBC®) program will demonstrate dramatic improvements in command
decision-making based on the development of “context-based computing” to maintain situational awarenessin real time. CBC® will also
seek to find ways to capture in red time the context (Situation assessment including information about places, people, time, functiona
activities, etc.) that is critical for supporting the decision maker in a meaningful way. The long-term impact of this work will be to provide
users with vastly expanded expressive power, interface flexibility and transparency, more timely access to key relevant information and
greater overall utility and robustness of interaction with next-generation military digital systems.

Program Plans:
- Improving Warfighter Information Intake Under Stress.

Design closed-1oop computational interfaces to mitigate specific information-processing bottlenecks that serve as roadblocks to
high performance and information flow; elaborate interfaces into full-fledged “decision-interactive spaces’ to illustrate the full
power of decision-focused computing for command and control.

Develop intelligent interruption strategies to effectively increase limited working memory capacities in command and control
environments.

Develop adaptive attention management methods to improve focus during complex operationa tasks facing the dismounted
soldier.

Develop cued memory retrieval strategies to enhance situational awareness and context recovery in information-rich unmanned-
vehicle control stations.

Develop modality switching strategies (i.e., audio, visua) to adapt information delivery interfaces in mobile command and control
Settings.

Integrate sensor technologies into a suite of warfighter status “ gauges’ that will permit the assessment and enhancement of
warfighter performance for order-of -magnitude improvement in operator efficiency.

Demonstrate and evaluate methods for using multimodal query of digital memory to enhance performance; create capabilities for
acommand center to interpret multimodal input streams; and interpret what is going on within it.
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-- Design and demonstrate visual displays and rich audio interfaces to provide the foundation for adaptive displays that adjust to the

operator, task and/or display device.

-- Design and devel op new mobile-adaptive multimodal processing techniques and interface concepts tailored to the user, task, and
environment, testing their performance and usability advantages within multimodal systems developed in the program; these will

include protocols for the proactive manipulation and presentation of information.

- Context-Based Computing for Command and Control.

-- |dentify decision-making bottlenecks, impediments, and opportunities in the context of on-going military and non-military

operations.

-- ldentify critical information exchanges between command centers at different echelons and define operational metrics for

decision-making.

Fy 2003 | FY 2004 | FY 2005

Collaborative Cognition

0.000 3.780 8.670

(U)  The Cdlaborative Cognition technology thrust will enable the design and implementation of collaborative software agents in dynamic
multi-agent environments (which include both software agents and people). The resulting technology will allow software agents to copewith
limited and/or noisy sensor information; limited communication capabilities, changing and unforeseen environments and other agents; and limited
apriori knowledge of each other's capabilities. An outgrowth of previous DARPA work such as Control of Agent-Based Systems (CoABS), the
technology can quickly and efficiently explore the application of innovative cognitive and behavior modeling approaches to intelligent software
agent systems. The Collaborative Cognition technology thrust comprises Collaborative Cognition Systems and Coordination Decis onSupport

AssSistants.

The Collaborative Cognition Systems program will develop software for controlling agent computer programs capable of interacting with
both friendly and adversarial software agents, and operating in multiple domains and/or varying scenarios within the same domain. In
particular, the software will be adept at controlling agent programs under previously unseen or unknown conditions. Thiswork will
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(V)

explore revolutionary concepts for apply ing distributed agent technology, first to modeling and smulation systems, with the long-range
goal of applying this technology to operationa environments, delivering aleap ahead in the capability of intelligent systems.

The Coordination DecisionSupport Assistants (COORDINATORYS) program will develop anew class of cognitive systems that learn and
reason about performance in order to provide dynamic activity coordination and decision support to the warfighter. The program seeks to
dramatically improve the coordination of warfighter activity in dynamic operational environments including task selection and scheduling.
The COORDINATORSs program will enhance system performance, improve response times, increase adaptability and flexibility, add a
level of reliable autonomy and decrease the number of assets required to perform tasks or solve problems. COORDINATORS, through
real-time reasoning that adapts and changes in response to the environment, will enable commanders to focus on the “ hard problems’ and
offload certain mechanizable coordination decision tasks to automated systems as necessary and appropriate.

Program Plans:
- Collaborative Cognition Systems.

Develop a strategic control language to specify the behaviors of individual software agents and teams of agents regardless of their
low-level implementations.

Develop plug-and-play modules for cognitive processes and primitive behaviors and increase the intelligence of software agentsin
simulation and autonomous systems.

Create an ability for software agents to monitor, assess and explain the situation in the environment to support autonomous and
collaborative behavior with other agents and warfighters-in-the-1oop.

- Coordination Decision-Support Assistants.

Develop agorithms that allow distributed, real-time coordination and scheduling (avoiding centralized bottlenecks and single
points of failure); extend those algorithms to plan courses of action in an adaptive and flexible manner.

Develop distributed coordination and autonomous control to coordinate activities.

Develop machine learning agorithms to enable the coordination systems to learn concepts of operation and commander
preferences for coordination decision-making.
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FY 2003 | FY 2004 | FY 2005
Sdf-Aware Collective Systems 0.000 3.336 7.000

(U)  The Sdf-Aware Callective Systems technology thrust will enable heterogeneous teams of individuas (e.g., people, software agents,
robots) and/or organizations (e.g., coalition forces) to rapidly form, easily manage and maintain virtual alliances concerned with a specific task.
Sdf-Aware Collective Systems offer a powerful set of concepts intended to empower warfighters to take full advantage of all available
information and to bring to bear all available assetsin arapid and flexible manner. The technology will improve information sharing and
situational awareness in heterogeneous environments by robustly and dynamically networking teams of agents and warfighters cooperating on a
specific task. The Sdf-Aware Systems thrust is comprised of two programs. Self-Aware Peer-to-Peer Systems and Collective Cognitive

Information Processing for Improved Asset Performance

(U)  The Sdf-Aware Peer-to-Peer Systems program, an outgrowth of the DARPA Networking program, will develop resilient, scalable

sensor/computation/communication networks with decentralized control. This technology will support battlespace awareness by enabling the self-
formation of large ad hoc networks of sensors and computational elements within the severely resource-constrained environment (power,
bandwidth, stealth) of military operations while enabling networks to survive component failure, network intrusion, and the subversion of
elements. This sdlf-aware network of sensors and communication element will provide alifeline to the warfighter in the support of effective
operations while automating the burdensome and distracting tasks of network deployment, configuration, and management. High-level languages
will be developed to map the warfighter’s mission plans, including geographical constraints and direct control of individual sensors, into network
control actions. The cognitive network technology will provide on-demand sensing, imaging, and tracking with a prediction/planning capability to
estimate the state and trustworthiness of network elements, communication links, and assets connected by sensors. Therefore as elements fail or
are subverted, the Sdf-Aware Peer-to-Peer Systems will control the graceful degradation of any of its parts. This technology will support a variety

of networks of manned and unmanned systems.
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(U)  The Collective Cognitive Information Processing for Improved Asset Performance program will develop learning and reasoning
algorithms that can identify and classify emergent problems and opportunities for proactive maintenance of equipment and use of sensorsin a
dynamic operationa environment. In away that is unachievable from the local perspective of an individual element in the collection, these new
sdlf-aware distributed systems will be able to reflect globally on their overal operation (including understanding trends), and make decisions
based on the collective disposition of assets connected by sensors (e.g., vehicles or other equipment). One consegquence of this new approach
would be significantly increased reliability and readiness of military equipment because information from al equipment is seen and correlated
globally, rather than just locally on individual vehicles. This technology will enable commanders to optimize the mix of resources required for a
particular task, allowing fewer resources to accomplish extended military operations.

(8)) Program Plans:
- Sdf-Aware Peer-to-Peer Systems.

-- Define and develop cognitive representations and distributed agent technologies, information fusion algorithms, diagnostic and
prognostic algorithms, network control language, and network benchmarks.

-- Integrate image recognition, adaptive RF and other sensors, and advanced signal processing for scene analysis and information
extraction from sensors dlowing operator input to be incorporated as necessary.

-- Develop adynamic architecture that defines logic, belief representation, cognitive network protocols, and adaptive target
recognition and negotiation techniques.

-- Develop mathematical models and algorithms to synthesize intelligent, self-aware, self-forming networks allowing for distributed
control; alow the overall collective to synthesize global models based on distributed local inputs, and to improve over time using
learning technology such as reinforcement learning and Bayes Nets.

-- Initiate the devel opment/demonstration of robust, secure, self-forming tactical networks.

- Collective Cognitive Information Processing for Improved Asset Performance.
-- ldentify and classify emergent behavior of equipment performance and utilization in a dynamic operationa environment; use
historical data collected in an operationa setting.
-- Create technology for forming a dynamic knowledge base to hold and process information from a distributed collection of
vehicles or other assets
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-- Apply learning through observation, monitoring and data collection, and integrate operator input to augment data sets and modules
to provide critical health and status of equipment.

-- Deveop computationa mechanisms for producing recommendations for specific proactive maintenance or sensing actions based
on reasoning over information collected on a reak-time basis from a distributed set of platforms.

Fy 2003 | FY 2004 | FY 2005

Cognitive Networking 0.000 1472 4.000

V) The Cognitive Networking research thrust will develop technologies that provide information systems and communication networks with
the ability to maintain their own functionality, reliability and survivability. These systems will allow the military to focus its critical manpower
resources on the mission rather than on the maintenance of its information systems and network infrastructure. Research in this areawill create a
radical new design for distributed computers, device networks and the software to manage these systems. It will explore the possibility of a virtual
“application-private network”, whose on-demand protocols are based on specific application requirements and current network conditions. It will
also attempt to create a“ cognitive radio” capability, which uses cognitive information processing to optimize communication based on current
conditions, past experience and high-level user guidance.

(U)  The Adaptive Networking program will assess the feasibility of information and communication networks that possess significant degrees
of sdf-reliance and responsbility for their own behavior and survival. This research effort will focus on the capabilities of self-diagnosis,
automatic adaptation to changing and hostile environments, reconfiguration in response to changes in the environment, intelligent negotiation for
tasks and resources and robustness under attack. Key research challenges for the program are the development of forma models and
representations that enable collective learning and reasoning in the distributed setting; development of a decentralized, scalable overlay
architecture; and accurate responses to the changing issues that arise in complex trust and administrative environments. This program will
dramatically increase information assurance through the reduction of human error in network management. These technologies will enable the
military to achieve smaller, more agile rapid- deployment forces through self-configuring, self-managing networks. (This project was previousy
listed in ST-30.)
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(8)) Program Plans:
- ldentify and characterize the major components of an adaptive/cognitive network and software functionality for large-scale redesign.
- Develop adetailed architectural plan to implement adaptive, salf-diagnostic and reconfiguration network capabilities.
- Design and develop a broad collection of specific cognitive network protocols and network management software for automatic
statistical diagnosis and control.
- Design and implement an experimental cognitive physical network infrastructure.

Fy 2003 | FY 2004 | FY 2005

Network Modeling and Simulation 8.168 5.846 0.000

(U)  The Network Modeling and Simulation (NMS) program devel ops software to enable the autonomous prediction, design and control of
complex networks over a broad range of time scales, network sizes, composition and performance. New models and ssimulators will enable
reliable and rapid planning, design, analysis and configuration of military and emergency networks with minimal manual intervention.

(V) Program Plans:

- Develop a hybrid simulator integrating fluid and multi-fractal models. Achieve 100x scalability in network size, 50-100x speed in
simulation over sequentia techniques, for both wired and wireless networks.

- Implement measurement and simulation based, on-line prediction of core Internet, and border gateway protocol, stability and
vulnerability, including that arising from virus propagation.

- Develop asimulator suitable for on-line network analysis and control, and scalable to tens of thousands of nodes.

- Demondtrate on line network controls including quality-of-service provisioning and dynamic reconfiguration.

- Demonstrate 10 to 100 x improvements in time to field new protocols, fault and vulnerability diagnosis, over operator-intensive
current techniques.

- Trangtion simulation software to DoD clients including DISA, DM SO, FCS, Navy, Air-Force, JFJCOM and other service agencies, for
use in applications including infrastructure protection, rapid battlefield network design, and network management and control.
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(V)

Other Program Funding Summary Cost:

Not Applicable.
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COST (In Millions) Fy 2003 | FY 2004 | FY 2005 | FY 2006 | FY 2007 | FY 2008 | FY 2009
Computing Foundations ST-32 8.282 17.583 27.552 33.450 41.283 48.094 52.892

(8)) Mission Description:

(U)  The Computing Foundations (formerly Cognitive Systems Foundations) project will develop novel system-level solutions through the
intelligent integration of cognitive agent capabilities built on robust software and hardware infrastructure. To handle increasingly complex jobs,
next-generation computer systems will need to integrate the cognitive capabilities of reasoning, learning, explaining, and self -awareness, and be
ableto be advised and cope robustly with surprise. These aspects of intelligence will be combined in innovative ways with powerful new
conventional computing architectures. Overall this element seeks to make fundamenta scientific and mathematical improvements in our
understanding of and ability to create information and computing systems. The next generation of systems, with cognitive capabilities, may also
form teams to achieve gods in a coordinated manner, exceeding the performance of individual systems or humans working alone. Current fragile
commercial systemswill require enhancements or radical changes to support this revolutionary objective. The new computing foundations will
extend beyond today’ s standard Von Neumann computing model.

(U)  Themilitary faces new aggressive and agile threats that have sufficient technical resources to mount sophisticated attacks using easily
accessible commercia information systems. The pervasive nature of both the threat and their means drives the need for systemsthat are able to
dynamically adapt, collect and assimilate large quantities of data, and remain robust under alarge set of potential failure conditions and threats.
Computing Foundations will enable next-generation systems to be more responsible for their own monitoring and protection, as well as for
restoring themselves to full capability after an attack or failure.

V) In addition, the plan is to develop, evauate, prototype and demonstrate a set of promising concepts in the context of full-scale test-bedsin
realistic scenarios and environments. The next transformational revolution for military force development will be the seamless integration of
autonomous physical devices, computation software agents, and humans. Transition goals are military next-generation network-centric systems
and platform-specific information collection and processing systems in space, air, sea and land.
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V) Program Accomplishments/Planned Programs:
FY 2003 | FY 2004 | FY 2005
Sdf-Regenerative Systems 3.653 5.778 10.500

V) The Sdf-Regenerative Systems (SRS) program will conceive, design, develop, implement, demonstrate and validate architectures, tools,
and techniques for fielding systems capable of adapting to novel threats, unanticipated workloads and evolving system configurations. Employing
innovative techniques like diversity and scalable redundancy as well as higher-level cognitive functions such as reasoning, reflection, and learning,
SRS technologies will alow future information systems to be dramatically more robust, survivable, and trustworthy than today’ s systems. Beyond
graceful degradation capabilities provided by fault- and intrusion-tolerance mechanisms developed in prior DARPA programs, SRS-enabled
systems will be able to reconstitute their full functional and performance capabilities after experiencing an accidental component failure, software
error, or even an intentional cyber-attack. Also, they will maintain their robustness and trustworthiness attributes even as they undergo growth and

evolution in functiondlity and performance over time.

V) Program Plans:

- ldentify novel attacks and generalize and learn from specific attack events to form a defense against a general set of cyber-attacksand

failures.

- Develop technologies to diagnose and assess damage, repair and recover from damage caused by accidenta faults, software aging, or

malicious activities and, generally, heal the system automatically.

- Develop information systems that can assess dynamic security risks and predictively adapt their security posture to anticipated threat

conditions, and adaptively balance performance and functionality with security.

- Demonstrate scalable data redundancy for network-centric military applications and infrastructure services and develop techniques for
natural robustness via biological metaphors to counter vulnerabilities of monoculture in military information systems.
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Fy 2003 | FY 2004 | FY 2005

Architectures for Cognitive Information Processing 3.336 6.280 10.552

(U)  The Architectures for Cognitive Information Processing (ACIP) program is developing a new class of processing approaches, algorithms,
and architectures to efficiently enable and implement cognitive information processing. ACIP will develop the fundamentals, framework and
development environments that will provide the basis for and enable innovative and truly efficient cognitive processing. Current intelligent
processing implementations depend on the use of existing numerically-based architectures and/or standard software architectures, and therefore are
implemented via algorithms and processing architectures that are potentially ill-suited to cognitive tasks. To realize the impact and promise of
cognitive processing, approaches, algorithms, and architectures that are attuned to cognitive processing fundamentals and that efficiently
implement unique cognitive structures need to be established. The ACIP program will establish core processing capabilities that significantly
advance the state of the art at all implementation processing levels — modules, systems, and underlying cognitive processing approaches,
algorithms, and architectures to support efficient implementations. In order to focus and establish context for the ACIP program, ACIP will
pursue focused in-context DoD mission areas for the development of ACIP concepts. ACIP will develop implementations that will span the areas
of perception, reasoning and representation, learning, and communication and interaction to enable new classes of cognitive information
processing applications that move us dramatically forward toward the overall goa of creating computer systems that truly know what they are

doing.

V) Program Plans:

- Establish a Cognitive Information Framework that will provide common cognitive development environments, tools and evaluation
methods for cognitive algorithm and architecture devel opments, providing an enduring cognitive basis for a broad set of domains and
applications.

- Edablish proof -of -concept and evaluate in-context cognitive application baselines based on current approaches and “ best-possible”
implementations using existing processor architectures.

- Characterize the role of reflective reasoning in a cognitive system that reacts effectively to stimuli and also uses deliberation to plan
and solve problems.

- Establish and demonstrate a first-generation framework supporting cognitive approach implementation, agorithm development and
architectural evaluation.
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- Select and develop cognitive architecture(s) and in-context applications for cognitive architecture implementations, demonstration and
developments.
Fy 2003 | FY 2004 | FY 2005
Security-Aware Systems (formerly Visibly-Controllable Computing) 1.293 5.525 6.500

(U)  Today's mechanistic military software systems are brittle in the face of changing requirements, and vulnerable to skilled attackers who
bring creativity and unpredictability to their strategies. Prior work in system security has focused on flexible design and removing, or
compensating for vulnerabilities. These approaches, however, cannot be perfectly realized and risk to military systems remains high. The goal of
a security-aware system is to minimize unavoidable cyber risk to military missions by having a system itself smoothly adapt to changing
resources, building blocks, security requirements, mission goals and threats. A security-aware system will reason about its own security attributes,
capabilities and the utility of its functions with respect to a mission context. A security-aware system will dynamically adapt to provide desired
levels of service while minimizing risk and providing coherent explanations of the relative safety of service level aternatives.

(U)  The Security-Aware Critical Software (SACYS) program, formerly Visbly-Controllable Computing, will leverage the research conducted
under Cyber Panel and other DARPA programs to create a new generation of software that provides a comprehensive picture of security properties
and current status, and will present thisinformation at multiple levels of abstraction and formality. SACS will eliminate confusing and
information-free error messages in favor of useful explanations. This capability will make security properties and status transparent to decision-
makers, which will increase the speed and confidence with which military systems can be securely and dynamically reconfigured, particularly
under stressful conditions. SACS will revolutionize the security of general-purpose information systems and reduce the threat from stealth attacks
in which attackers take control of systems without being detected. In addition, this program will develop quantitative information assurance
measurement techniques to enable military system integrators to construct networks and information systems with a high degree of confidence that
systems are protected against cyber-attacks by the assurance properties of available components. The technology will greatly enhance the
reliability and security of C4I1SR systems.

V) Program Plans:
- Demonstrate automated techniques for reasoning about and understanding the security-relevant interactions between software
components of military systems.
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(V)

- Develop techniques to summarize security policy and status so that the descriptions produced by SACS can be understood while at the

same time not omitting critical details.

- Augment current techniques to construct a framework for devel oping high-assurance behavioral specifications (including security
policies). Formulate a unified knowledge base to represent the properties and capabilities of disparate security mechanisms.

- Develop static and dynamic source code anaysis techniques (e.g., data- and control-flow-based techniques, model-checking, strong
typing) to relate software module structures and runtime state with the representation of security properties/configurations.

- Demonstrate self -explanation techniques in which systems explain their critical security properties and status in a manner that is

understanable to a variety of managing software components and human operators.

- Develop testing and validating protection mechanisms of security products to certify protection to quantifiable levels based on a

scientific rationale.

- Develop measures of merit and metrics to quantitatively characterize various dimensions of security (availability, integrity,
confidentiality, authentication, and non-repudiation), fault tolerance, and intrusion tolerance and show the relevance of the theory by

applying it to aredlistic exemplar system.

Other Program Funding Summary Cost:

Not Applicable.
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COST (In Millions) Fy 2003 | FY 2004 | FY 2005 | FY 2006 | FY 2007 | FY 2008 | FY 2009
Knowledge Representation and Reasoning ST-33 26.399 3472 0.000 0.000 0.000 0.000 0.000

(8)) Mission Description:

(U)  The Knowledge Representation and Reasoning project is exploring technology central to the creation of a new class of computational
systems — Cognitive Computing Systems that will reason, learn, and respond intelligently within the dynamic environment of military operations.
The rea power of information processing emanates from higher-level capabilities that use abstraction, mental simulation and planning,
hypothetical reasoning, powerful language understanding and generation capabilities and salf-awareness. This program will develop novel and
effective technologies for representing knowledge of the world and accompanying methods of reasoning (including deductive, abductive,
planning, strategic, analogical, and hybrid) methods. The Knowledge Representation and Reasoning project comprises Autonomous Software for
Intelligent Control, Knowledge-Based Systems and Advisable Systems.

(8)) Program Accomplishments/Planned Programs.

Fy 2003 | FY 2004 | FY 2005

Autonomous Software for Intelligent Control 16.437 3472 0.000

(U)  The Autonomous Software for Intelligent Control effort will program a variety of autonomous mobile robots to independently perform
military tasks in a diverse spectrum of complex, dynamic environments. The goal is to advance rea-world performance in the tasks of perception-
based autonomous vehicle navigation and effective natural interaction of robots with humans. Representations of tasks, goals, plans, common-
sense knowledge, and perceived environmental features, including soldier interaction, are core to this effort. Severa alternative approaches are
being pursued to augment pre-programmed activities and responses with powerful learning-derived competencies for perception and control
analogous to those of natural systems. This software will enable autonomous systems to effectively reason about rea-world situations in order to
appropriately modify their behaviors. Integrated perception, including fusion of data from multiple sensor and multiple processing modalities of
the same data will reduce operator intervention and achieve semi-autonomous operation. The resulting highly capable robots will have the ability
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to learn new tasks and adapt quickly to changing environments (with minimal programming effort) essential for applications in the battlespace of
the future.

(9)] Program Plans:

- Demonstrate adaptive generation of complex behaviors, multi-sensor-enabled, outdoor navigation; and methods for directing
perceptua attention.

- Develop and demondtrate an integrated robust on-road driving system capable of operating in a natural environment with congestion.

- Demonstrate a trainable, perception- based, autonomous navigation capability for robots in urban environments.

- Integrate perceptual, behavioral, and natural interactive capabilities onto a humanoid robotic platform, and measure the relative
performance of supervised and autonomous behavior modes.

- Develop distributed perception-based autonomous navigation behaviors for unmanned surface vessels (USVs) and share information
between multiple USV's, to achieve cooperative target tracking, interception, and self-defense.

- Demonstrate cognitively compatible teams of semi-autonomous, semi-independent robots, with adjustable interaction modes.

- Develop infrastructure and tools to seamlessly integrate communications, control, and perception capabilities to implement a
networked team of air and ground unmanned vehicles for reconnaissance and area patrol.

Fy 2003 | FY 2004 | FY 2005

Knowledge-Based Systems 5.842 0.000 0.000

(U)  The Knowledge-Based Systems program will devel op enabling technologies, methodologies, ontologies, and specific knowledge bases to
achieve the next generation of intelligent, knowledge-intensive systems. Thiswork will focus on devel oping technology that spans the spectrum
from large, strategic knowledge banks to small, individual knowledge-based systems. The program will devel op technologies for codifying,
linking, integrating, accessing, and using complex and cross-disciplinary knowledge at widely varying scales. This capability at a strategic level
will provide DoD decision-makers with rapid as-needed access to decision-relevant background knowledge from a broad spectrum of distributed
sources. The knowledge will be expressed in forma knowledge representation languages that will allow computers to reason about the
knowledge, consider its implications, imagine possible future scenarios, and query with warfighter for clarification of various aspects of the
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information. The significant challenges are centered on the fact that critical knowledge involves tempora information, complex belief structures,
and uncertainty, and current representation technology is not adequate to capture such information. This program will also develop the technology
needed to enable the creation of individua knowledge-based systems that would incorporate into the reasoning process (in a computer-
understandable form) knowledge of the warfighter’ s responsibilities, approach, tasks and activities. Another goa of this program is to support the
warfighter’s ability to understand the “big picture’ for mission planning, monitoring and replanning. By formalizing situation model
representations, automated support will be provided to commanders and analysts for prediction of unforeseen events and determination of the
relevance of isolated or partial events to the evolving situation. To achieve these objectives, this program will formalize Situation representation
and develop analogica and case-based reasoning, functional representation languages and situation markup languages technologies. This effort
would then provide the warfighter with intelligent automated assistance to help him plan and accomplish his daily activities and, over time, learn
how he accomplishes these tasks and provide increasingly valuable automated assistance. (This program moves to project ST-30 in FY04).

V) Program Plans:
- ldentify methods and protocols for using interoperable knowledge modules resident on distributed knowledge servers.

- Explore integrated knowledge representation and |learning technology that enables effective representation of essential forms of
knowledge.

- Initiate development of knowledge module authoring tools.

Fy 2003 | FY 2004 | FY 2005
Advisable Systems 4.120 0.000 0.000

(U)  Thegod of the Advisable Systems program is to design and build systems that warfighters can control in natural and flexible ways — not
viamenus or by programming them, but by exchanging advice and instructions with them. “Advice” will span a spectrum ranging from high-level
policy and goals to intermediate preferences and constraints on system behavior to specific direction and contingency actions. The warfighter will
be able to express this advice in natural English and engage in a diaogue to clarify/elaborate the general advice. Based on this diaogue, the
system will incorporate the advice into an executable plan and start behaving asif it were originally programmed for that function. As Advisable
Systems mature, this behavior will increase in complexity from configuration of existing capabilities to the automated acquisition or generation of
new capabilities. Advisable Systems will furthermore continuously engage in natural dialogues with warfighters as they encounter unforeseen
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circumstances or conflictsin priorities and standing orders, eventually becoming fully autonomous in their functioning as commanded. Although
progress in this areawill require initial focus on selected mission domains to constrain the dialogue, tools will be developed for adapting the
technology to other domains. While natural language interfaces are an essentia enabler for Advisable Systems, this project will not support
speech recognition research per se (except where important conceptual gaps exist that would bear on successful expression of advice and
explanations), but rather the development of dialogue management systems that allow systems to glean and clarify warfighter intent. Advisable
systems will allow commanders and other decision-makers more natural and more productive access to and control over awide range of software
capabilitiesin avariety of mission-critical areas, including command and control, intelligence and logistics. (This program movesto project

ST-30 in FY04).

V) ProgramPlans:

- Sdlect two or three key mission domains and compelling scenarios to drive advisable systems research with a series of increasingly
difficult challenge problems. Metrics for assessment include “ programming” speed and length of dialogue necessary, correctness of
resulting system behavior, and performance of the advisable system versus a hand-programmed one.

- Explore domain-specific intermediate languages for expressing guidance/advice with precise operational and declarative semantics
and tools for trandating these languages into either executable plans or parameterized configurations of existing software modules.

- Begin development of a dialogue system with domain-specific semantics for eliciting natural language advice from the warfighter.
This dialbgue system will trandate warfighter guidance into the precise intermediate languages described above for both
implementation and verification of purpose and intent.

(8)) Other Program Funding Summary Cost:

Not Applicable.
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COST (In Millions) FY 2003 FY 2004 FY 2005 FY 2006 | FY 2007 FY 2008 FY 2009
Total Program Element (PE) Cost 54.870 13.250 0.000 0.000 0.000 0.000 0.000
Networked Embedded Systems Design AE-01 19.211 5.814 0.000 0.000 0.000 0.000 0.000
Software for Autonomous Systems AE-02 21.775 7.436 0.000 0.000 0.000 0.000 0.000
Software for Embedded Systems AE-03 13.884 0.000 0.000 0.000 0.000 0.000 0.000

V) Mission Description:

V) Embedded computing provides the connection between the physical world and computational realm. Embedded computing impacts the
superiority of a multitude of DoD systems from avionics to smart weapons. Virtualy al new weapon systems from the 22 aircraft to National
Missile Defense and from the Future Combat System to Unmanned Combat Air Vehicles depend on embedded sof tware technology. The level of
software complexity in these systemsis unparalleled. The goal of the Embedded Software and Pervasive Computing program is to grestly extend
the reach and effectiveness of computation from mainframes and desktops into the physical world. These embedded programs pursue the software
and systems research to facilitate a new emerging application of computers, and conduct research to gresatly increase the autonomy of those
systems, to promote the human role from that of operator to supervisor, thereby reducing the mission demand for intensive manpower. Embedded
system advancements may revol utionize system and software technology to facilitate the efficacy of the integrated battlefield. This program
element will draw to aclose at the end of FY 2004. Many of these efforts in Embedded Systems have been funded in PEO602702E, project TT-13,
to reorient the research towards specific applications.

V) The Networked Embedded Systems Design project will extend DoD’s ability to build complex embedded software systems, which are the
primary source of superiority in modern weapons platforms. Embedded software monitors and controls the physical environment, and lends
intelligent behavior to platforms. The design and implementation of embedded software systems require an in-depth approach to information
systems. Embedded systems will manage the vast quantities of physical information that can be accessed by sensors and actuators in direct contact
with the real world. To enable the design of these tightly integrated physical and information systems, network and software infrastructures must
be extended to interact with awide variety of diverse physical world devices and environments. Designs will accommodate vast increases in the
numbers of nodes with real-time data requirements, and must support operating regimes in which network-based nodes must host services on
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behalf of embedded clients. Research on embedded software creation must radically extend the technology to enable the modular composition of
software systems subject to physical constraints.

(U)  The Software for Autonomous Systems project develops revolutionary control technology to enable predictable, safe, and cooperative
operation of free ranging, autonomous systems. DoD needs revolutionary new capabilities for increasing autonomy of weapon systems. Increased
autonomy will enable combined manned and unmanned warfare, and the extensive use of robotics technol ogies empowers future war fightersto
accomplish their missions more effectively, reducing the risk of casualties, thereby preserving the U.S. military’s most important resource-the
warfighter. The project builds on mgjor advancements in computing and software achieved during the past decade, which make the practica
application of complex nonlinear, hierarchical control techniques feasible.

(U)  The Software for Embedded Systems project developed a new class of software to deal with mobile, distributed sensor networks and the
processing of physical world information by embedded devices. The convergence of processing power, vanishing size and decreasing cost of
today’ s microprocessors has created new devices and micro-sensors that enable a new wave of DoD applications. The effort included new
algorithms and software dlowing distributed micro-sensor networks to rapidly and accurately detect, classify, and track threats and events of
interest in the battlefield. This effort aso included new technology to make changes in complex software systems predictably, to ensure the safety
and reliability of critical military systems, and to make the systems “ self-healing.”

(8)) Program Change Summary: (In Millions) FY 2003 FY 2004 FEYZ2005
Previous President’ s Budget 58.599 13.318 0.000
Current President’ s Budget 54.870 13.250 0.000
Tota Adjustments -3.729 -0.068 0.000
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Congressional program reductions 0.000 -0.141

Congressiond increases 0.000 0.000

Reprogrammings -1.729 0.073

SBIR/STTR transfer -2.000 0.000
V) Change Summary Explanation:

FY 2003 Decrease reflects SBIR transfer and minor repricing.

FY 2004 Decrease reflects congressional undistributed reductions and a below threshold reprogramming.
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COST (In Millions) FY 2003 | FY 2004 | FY 2005 | FY 2006 | FY 2007 | FY 2008 | FY 2009
“ffg’_"g{ked Embeaded Systems Design 19211 5,814 0,000 0.000 0.000 0.000 0.000

V) Mission Description:

(U)  Thisproject extends DoD's ability to build complex embedded software systems, which areamagjor source of superiority in modern
weapons platforms. Embedded software monitors and controls the physical environment, and lends intelligent behavior to platforms. Thedesign
and implementation of embedded software systems require an in-depth approach to information systems. Embedded systems will manage the vast
guantities of information that can be accessed by physical sensors, and provided to physical actuators, in direct contact with the real world. To
enable the design of these tightly integrated physical and information systems, tools to develop software for them must be extended to
accommodate a wide diversity of physical world devices and environments with increasingly ambitious performance goals. Designs must support
vast increases in the numbers of processors with real-time data requirements. This work radically extends software development technology to
enable the modular composition of software systems subject to tight physical constraints.

V) Program AccomplishmentsPlanned Programs:

FY 2003 | FY 2004 | FY 2005
Model Based Integration of Embedded Systems 14811 5.814 0.000

V) The Model-Based Integration of Embedded Systems (MoBIES) program is building tools to design and test complex computer-based
systems such as avionics, weapons, and communications systems. It simplifies the design of complex embedded systems by focusing on the pre-
production environment rather than after-the-fact integration. The approach is to customize the design tools used by applications engineers so that
controller design and systems integration can be more fully automated and the errors thereby reduced. The technology will formalize system
modeling and programming tools in a common mathematical form. This analysis will alow integrated design of hardware and software from the
earliest stages in system development, leading to interoperable tools, automatic systems integration, and simplified test and evaluation. The
MOoBIES program alows such custom-designed tool sets to be easily tailored to specific applications, resulting in more efficient, verifiable,
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scalable, and re-usable programs for complex weapon and vehicle systems applications. Its objectives are to increase by 100 percent the size of
the embedded software programs that existing tools can reliably produce, and decrease by 80 percent the design time necessary to create
application-specific tools.

V) Program Plans:
- Develop methods to integrate different models of computational processes for different applications into a programmable design tool.
- Demondtrate the ability to propagate different physical constraints among design tools.
- Develop hybrid (continuous and discrete) modeling and analysis techniques for embedded systems.
- Develop and demonstrate techniques for the mathematical modeling and formal verification of modelbased software generators.
- Demonstrate end-to-end tool integration in avionics, software radio, and vehicle electronics experimenta platforms.
- Develop tools for automatically checking safety and reliability properties of automatically generated software.
- Demongtrate the rapid synthesis of embedded systems using customizable frameworks and model-based code generators.
- Deveop techniques for integrating different commercial off-the-shelf analysis tools into a single tool environment.
- Develop and demonstrate the use of multiple-view modeling techniques for military avionics, software radio, and combat vehicular
electronics applications.

Fy 2003 | FY 2004 | FY 2005

Adaptive Reflexive Middleware Systems 4.400 0.000 0.000

(U)  The Adaptive and Reflective Middleware Systems (ARMS) program hasfocused on the Total Ship Computing Environment (TSCE) for
the DD(X) Future Surface Combatant Family of Ships. The TSCE will be afully integrated open system computing and information architecture
that executes al tasks and mission applications optimized at the platform level, rather than the sub-system level, thus breaking down the traditional
C4ISR, Combat Systems, and Ship Control System boundaries. The TSCE isamission-critical distributed embedded system where 1) different
levels of service are possible and desirable under different conditions and costs and 2) the levels of service in one dimension must be coordinated
with and/or traded off against the levels of service in other dimensions to achieve the intended overal result, even in the face of battle damage or
heavy workloads. The autonomous behavior of TSCE systems requires the middleware components and frameworks to adapt robustly to
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quantifiable changes in environmental conditions. In ARMS, middleware is responsible for coordinating the exchange of information efficiently,
predictably, scalably, dependably and securely between remote entities by using advanced Quality of Service (QoS) capabilities of the underlying
network and end systems. This program moved to PE 0602702E, Project TT-13 beginning in FY 2004.

V) Program Plans:

- Develop adaptive protocols, agorithms, patterns, and tools that enforce security policies to enhance and support secure global

resource alocation, scheduling, and control.

- Ensure stability and dependability across multi-level feedback loops in the network-centric TSCE.
- Develop meta-programming policies and mechanisms (instead of application-specific point solutions) to customize QoS -enabled

middleware services and applications.

- Develop design expertise (pattern languages) to formalize the successful techniques and constraints associated with developing,
generating, and validating QoS-enabled middleware frameworks and protocol/service components.

- Develop reflective techniques for synthesizing optimized rea-time and embedded middleware

- Devedop languages, agorithms, and tools to configure customizable—yet standards-compliant—TSCE middleware and applications.

- Demondtrate sufficiently mature technologies that can transition, with moderate to low risk, to the DD(X) Surface Combatant Family

of Ships and other DoD combat systems.

(8)) Other Program Funding Summary Cost:

Not Applicable.
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Software for Autonomous Systems, AE-02 21775 7.436 0.000 0.000 0.000 0.000 0.000

V) Mission Description:

(U)  Thisproject develops revolutionary control technology to enable predictable, safe, and cooperative operation of free-ranging, autonomous
systems. Increased autonomy will enable combined manned and unmanned warfare. Extensive use of robotics technol ogies empowers future
warfighters to accomplish their missions more effectively with less risk of casualties, preserving the U.S. military’s most important resource. The
project builds on major advances in computing and software during the past decade, which has made the practical application of complex
nonlinear, hierarchical control techniques feasible.

(V) Program Accomplishments/Planned Programs.

FY 2003 FY 2004 FY 2005
Common Software for Autonomous Robotics 4501 0.000 0.000

(U)  The Common Software for Autonomous Robotics program developed software technologies for large groups of extremely small and
highly resource-constrained micro-robots, enabling the coordinated action of many robots to achieve a collective goa while allowing the
warfighter to task and query the ensemble of robots asa group, rather than as individuals. This component addressad four critical areas. 1)
coordinated behaviors, including both explicit control strategies that decompose tasks and propagate instructions to individua elements, and
implicit control strategies analogous to potential fields; 2) inter-robot communications, including networking protocols that minimize energy
consumption and novel aternative communications strategies such as insect-like “ pheromone” communications; 3) computational architectures
that range from fully distributed processing among the micro-robots themselves to off-loaded processing by a separate “ proxy” processing
resource; and 4) military personnel-robot interfaces, including both explicit (symbolically grounded) and novel implicit (non-symbolic) user-
interface technologies. The technology has enabled distributed “swarm” systems of robots that effectively exploit the scalability of large numbers
to robustly perform important military tasks such as area surveillance and mine clearing.
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V) Program Accomplishments:

- Demonstrated energy-saving protocols with at least 70 percent savings over conventional protocol implementations.
- Integrated developmental network protocols into selected distributed robotic platforms and investigated cooperative approaches to

achieve critica situational awareness in the indoor application domain.
- Demondtrated realistic mission scenarios using representative distributed robot platformsin a simulated mission context and in field

experiments.

- Developed coordination techniques to support accelerated mobility and reconnaissance for cooperating platforms and developed
shared representations to support collaborative communication between humans and robotic systems.
- Developed minimal-resource behavioral agorithms and simulation tools to implement highly scalable distributed approaches to
simultaneous localization and mapping, communications, and threat detection.

FY 2003

FY 2004

FY 2005

Software Enabled Control

17.274

7.436

0.000

(U)  The Software Enabled Control program is improving the capabilities of control systems for advanced unmanned and manned aircraft.
These control systems enhance the autonomy and reliability of both fixed- and rotary-winged unmanned aerid vehicles, and improve the
performance of manned vehicles. The challenges are to mathematically model complex changes in flight conditions and vehicle status, to design
fast digital control systems to automate maneuvers, and to automatically detect and recover from faults or damage. These techniques will be
implemented on a common, open computing platform using a flexible programmer’ s interface that facilitates reuse of real-time controllers across
multiple vehicles. Advanced control system development will exploit recent successes in hybrid systems research, which combine continuous-
time systems with randomly occurring discrete events. Hybrid systems can then adapt to sudden changes such as aerodynamic disturbances, threat
conditions, damage or failure, or limitsin the flight envelope. The software to implement these controls must manage these events and guarantee

stable operation throughout the execution of the mission.
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(V)

(V)

Program Plans:

Develop Open Control Platform (OCP) computing services for advanced control of fixed-wing and rotary-wing air vehicles (e.g.,
flight mode switching, random event handling, stability and optimization, and reliability).

Develop and implement a system for high-confidence authority management for vehicle control and mission-management levels.
Develop theoretical frameworks for robust hybrid contral.

Develop software customization, failure reconfiguration, and sensor and actuator resource services for unmanned aerial platforms;
integrate with OCP.

Integrate coordinated hybrid system services into OCP middleware, facilitating multi-vehicle coordinated control.

Develop guaranteed-safe maneuver libraries and control algorithms for coordinated flight.

Demonstrate integrated controller with active dynamic models for on-line estimation of external influences such aswind fields and
carrier deck motion.

Implement and verify adaptive real-time control algorithms on model vehicles and in hardware-in-the-loop smulation.
Demonstrate mission-management and dynamic replanning for multiple aircraft using an 15 and a T-33 UCAYV surrogate in
coordinated flight.

Demonstrate low-level autonomous adaptive flight control using rotary-wing UAVsin complex terrains.

Other Program Funding Summary Cost:

Not Applicable.
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COST (In Millions) FY 2003 FY 2004 FY2005 | FY 2006 | FY 2007 | FY 2008 | FY 2009
Total Program Element (PE) Cost 157.861 149.105 147.533 147.975 146.604 144.888 125.745
Biological Warfare Defense Program BW-01 157.861 149.105 147.533 147.975 146.604 144.888 125.745

(8)) Mission Description:

V) DARPA'’s Biologica Warfare Defense project is budgeted in the Applied Research Budget Activity because its focus is on the underlying
technol ogies associated with pathogen detection and remediation. This project funds programs supporting revolutionary new approaches to
biological warfare (BW) defense and does not duplicate efforts of other government organizations.

V) Efforts to counter the BW threat include devel oping barriers to block entry of pathogens into the human body (including unique methods
for rapid air and water purification), countermeasures to stop pathogen and chemical consequence and to modulate host immune response, medical
diagnostics for the most virulent pathogens and their molecular mechanisms, biological and chemically-specific sensors, advanced
decontamination and neutralization techniques, and integrated defensive systems, including detection of chemical and biologica agentsin sealed
containers at entry points of facilities. Program development strategies include collaborations with pharmaceutical, biotechnology, government,
and academic centers of excellence.

V) Program Accomplishments/Planned Programs.

Fy 2003 | FY 2004 | FY 2005

Unconventional Therapeutics 46,578 41.596 37533

(U)  Thisthrust is designed to take unique and unconventional approaches for developing therapeutics for awide variety of threat pathogens
that might be encountered in a biological warfare attack. Countermeasures (e.g., Anti-Virals/lmmunizations, Anti-BacterialAnti-Toxins and
Multi-Purpose) under development include: (1) multi-agent therapeutics against known, specific agents and (2) therapeutics against virulence
pathways shared by broad classes of pathogens. Specific approaches include developing a new class of antibiotics targeted towards enzymes
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essential to bacteria pathogen survival, identification of virulence mechanisms shared by pathogens, development of therapeutics targeting these
mechanisms, efficacy testing in cell cultures and animals, and advanced non-toxic decontamination strategies, including decontamination from
radiologica poisoning. The development of an artificial immune system through 3-dimensiona tissue engineering will provide rapid, in vitro
assessments of novel countermeasures against unique DoD threat agents.

V) Program Plans:

Transition three (3) small molecule antibiotic technologies to the United States Army Medical Research Materiel Command
(USAMRMC) for continued development.

Transition two (2) BioWarfare and clinical decontamination technologies to advanced development and commercialization.
Transition multivalent Dengue DNA vaccine to USAMRM C-Infectious Disease for advanced testing and clinical development.
Transition novel target discovery platform for late stage anthrax therapeutics to United States Army Research Institution of Infectious
Diseases (USAMRIID).

Transition Botulinum Toxin and Superantigen toxin therapeutics to USAMRMC for advanced testing.

Transition novel modified red cell scavenging technology to USAMRMC.

Transition technology for good manufacturing practices (GMP) production of vaccines and antibodies in plants as an alternative to
traditional manufacturing procedures.

Develop and mature technology to treat or prevent infections caused by biologica warfare pathogens; discover new targets that would
protect against engineered organisms.

Identify new approaches that will significantly shorten the drug development process and increase the efficiency in identifying lead
compounds, using in silico modeling and bioinorganic approaches.

Discover broad-spectrum therapeutics that attack fundamental and common biochemical processes in bacteria and/or viruses.
Establish a common test-bed for efficacy, safety and drug metabolism in FDA validated models.

Develop regulators of critical enzyme systems that prevent vira and/or bacteria replication.

Develop antibody surrogates against agents of interest.

Explore mechanisms that induce innate immunity and early protection.

Explore mechanisms of cellular control that are used by pathogens to mask identification.

Explore the role of plasmid, phage and virus in controlling adaptive mechanisms in bacteria that result in pathogenic phenotypes.
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Assess the feasibility of accurately identifying "drug-able protein targets’ from the known primary DNA structure-using novel
computing approaches.

Rapidly identify novel vaccine targets for bacteria or viruses.

Develop arapid response capability for devel oping candidate DNA vaccines from newly discovered or engineered pathogens.
Develop new strategies/trestments for |ate stage biologica warfare (BW) infections.

Demonstrate the inherited and environmentally determined risk to BW pathogen infections as a tool in developing unique treatments.
Develop adataanadysis approach to efficiently identify DNA sequences for gene-chip diagnosis of viral and bacterial infections.
Develop therapeutic approaches that target host biochemistry to deny a broad range of pathogens (within or across classes) the
opportunity to infect and cause disease thereby radically changing the prophylactic and therapeutic approach of the DoD to protecting
the warfighter in hazardous environments.

Develop new data analysis capability to interpret biosignature data in individuals incubating a disease.

Develop an integrated in vitro human immune system, capable of supporting rapid and cost effective vaccine development and testing
through the establishment of tools necessary for in vitro fabrication of three dimensional tissue constructs, bioscaffolds and
bioreactors.

Fy 2003 | FY 2004 | FY 2005

Acceleration of Anthrax Therapeutics 26.000 4.000 0.000

(V)

This thrust will accelerate promising anthrax therapeutics (antibodies, immunostimulatory approaches and late stage treatment) into the

FDA regulatory process and file an Investigative New Drug application, which would allow the first human safety trials.

(V)

Program Plans:

Validate an aternative primate mode to replace the current Rhesus monkey model for testing inhalation anthrax therapeutics.
Establish preclinical primate drug safety and metabolism capability for testing of candidate drugs.

Demonstrate preclinical efficacy of anthrax antibiotic candidates.

Demongtrate preclinical efficacy of immunomodulator drugs against inhalation anthrax.

Demonstrate preclinical efficacy of |late stage anthrax therapeutic candidates.
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- Demonstrate preclinical efficacy of anovel adjuvant for currently approved anthrax vaccine (improve safety and speed of

vaccination).

FY 2003

FY 2004

FY 2005

Externa Protection

5.500

6.000

10.000

(U)  Thisprogramis developing and demonstrating a variety of external protection technologies to protect soldiers from the hazards of
chemical, biological and radiological attack. This includes novel water purification approaches, new approaches for air filtration and purification,

and the detection and cleaning of surfaces contaminated by an attack.

(8)) Program Plans:

- Develop, test and transition to the Services a water purification pen capable of disinfecting 300 liters of non-brackish water and a
desalination hand pump able to provide 1 liter of sweet water from brackish or seawater in 5 minutes.
- Develop and test amicro fibrous gas adsorbent material with 10-times the gas life and one-half the pressure drop of the current C2A1

gas mask canister.

- Design, develop, test and transition to the Services regenerable air filtration and purification systems suitable for extended personal

and collective warfighter and citizen protection.
- Develop new approaches for sdlf-decontaminating surfaces.

- Design, develop and demonstrate systems to detect contaminated surfaces down to the human toxicity levels, and to remove the

contamination to below those levels.

FY 2003

FY 2004

FY 2005

Advanced Diagnostics

5.000

7.730

12.000

V) In the early stages, many illnesses caused by biological warfare (BW) agents have flu-like symptoms and are indistinguishable from non-
BW related diseases. Early diagnosisis key to providing effective therapy. The advanced diagnostics efforts will develop the capability to detect
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the presence of infection by biological threat agents, differentiate them from other pathogens (including those of non-BW origin), and identify the
pathogen even in the absence of recognizable clinical signs and symptoms (i.e., while the pathogen numbers are till low). Novel approaches
including the use of breath and advanced mathematical analysis will be examined.

(8)) Program Plans:

- Evauate hyperspectral strategies for early clinical diagnosis of infection and other medical issues that affect soldier performance.

- Vadlidate and demondtrate strategies for rapidly generating new probe panels for relevant sample types (in breath, blood and other
biological samples).

- Evaluate and demonstrate multiplexed pathogen detection in microliter samples.

- Vadlidate and demonstrate strategies for rapid detection of pathogens based on biomarkers for early indication of infection or exposure.

- Develop new mathemeatical and diagnostic approaches to interpret biosignature data from individuals to determine if there will be a
change in physiologica status from health to disease and vice versa. Use these data to identify the kind of disease and need for
treatment.

Fy 2003 | FY 2004 | FY 2005

Sensors 37.6%4 42.000 48.000

V) Organic Based Sensors.

A unique approach for sensorsis the use of cellular, tissue, and organism-based sensors for the rapid detection of biological threats. These
cellular and tissue-based sensors have the ability to respond to both known and unknown threats, determine live versus inactivated threat
status, and report functional consequences of exposure (mechanisms of action).

(8)) Program Plans:
- Definelimits of detection, false darm rates, and system variability for cell based amplification and detection of biological threat
agents.
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(V)

(V)

(V)

- Design and develop sample preparation, processing and delivery methods to maximize bioavailability and activity of the sample and
minimize the effect of interferents and fluidics.

- Develop amultitude of critical physiological-based assays that provide information on cellular and tissue responses to a wide variety
of threat agents of interest to the Department of Defense.

- Confront the statistical and computational challenges associated with the collection of extremely large datasets from biological sources
to include developing software agorithms, models, and other bioinformatic tools aimed at determining acceptable parameters of
performance and understanding response profiles.

- Demondtrate the utility of prototype cell and tissue based biosensors in operationally relevant scenarios, including environmental
monitoring and medical diagnostics.

- Demonstrate advantages and utility of novel materials developed from mimicking natural biological materials and systems.

Time-of-Flight Mass Spectrometer (MALDI).

DARPA is developing a smal time-of-flight mass spectrometer using Matrix Assisted Laser Desorption/lonization (MALDI). This
approach will enable fluid-free analysis of whole proteins, and therefore make possible fast, reliable biosensors with low false aarm rates
and greatly reduced logistics tails.

Program Plans:

- Dedignand build MALDI time-of-flight (TOF) brassboard system.

- Develop biological warfare agent signature libraries and measure clutter characteristics for MALDI TOF brassboard system.
- Design, build, and test optimized MALDI TOF prototype.

- Deveop and validate end-to-end MALDI TOF performance model.

Handheld Isothermal Silver Standard Sensor (HISSS).

The overall goal of DARPA’s Handheld Isothermal Silver Standard Sensor (HISSS) program is to develop a sensor that is capable of
detecting the entire biological warfare threat spectrum (bacteria, DNA viruses, RNA viruses and protein toxins) with the same “silver
standard” specificity as current laboratory techniques, but in afast, reliable, handheld unit. Today, this standard is achieved for DNA and
RNA threats using polymerase chain reaction, which is dow because of the associated temperature cycling. For proteins, the standard is
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(V)

(V)

(V)

met using Enzyme Linked Immunosorbent Assay (ELISA), which requires skilled laboratory technicians to complete. The equipment
required for these testsis bulky and difficult to use under field conditions. Under HISSS, DARPA will develop fundamentally new ways
to exploit previoudy developed identification mechanisms (DNA and RNA primers, protein antibodies) in an integrated, isothermal
system that will alow a single, handheld sensor to detect the full range of BW threats.

Program Plans:

- Develop isothermal assaysfor DNA, RNA and protein toxins and demonstrate a false-alarm rate equivalent to the current laboratory
technology.

- Develop amicrofluidics testbed for assay optimization and system integration.

- Develop stahilized reagents for fiel dability.

- Design and build a prototype HISSS device.

- Characterize HISSS prototype in laboratory and operational environments.

Triangulation Identification for Genetic Evaluation of Biological Risk (TIGER).

Most nucleic acid based sensors search for an exact sequence match to some unique part of each pathogen. This requires a unique set of
primers and probes for every target pathogen; it also means that the sensor can only determine whether that specific (portion of the) target
pathogen is present. DARPA is developing a new kind of DNA-based sensor that searches out the universal parts of the genetic code and
looks for species-specific variation between these regions. The sensor is called Triangulation Identification for Genetic Evaluation of
Biologica Risks (TIGER). It will enable auniversal sensor for all pathogens that aso holds the promise of detecting the presence of
never-before-seen (bio-engineered) agents.

Program Plans:

- Design and build “gold standard” laboratory instruments for high volume data collection of agent and background signatures.
- Develop and validate end-to-end performance modd.

- Carry out proof-of -concept analysis, and preliminary performance prediction in clutter.

- Design, build and test fieldable prototype(s) optimized for environmental and/or diagnostics applications.

- Characterize prototype behavior in operational environments.
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V) Spectra Sensing of Bio-Aerosols (SSBA) (formerly Electromagnetic Energy).

Active probing of bioaerosols with electromagnetic (EM) energy holds the promise of extremely fast, and potentially long-range, detection
and identification of bio agents. Only asmall portion of the EM spectrum is exploited in today’ s trigger sensors (e.g., optically based
particle sizers, sometimes enhanced with fluorescence measurements). However, anecdotal evidence suggests that other portions of the
spectrum may offer substantial improvement in trigger sensors, as well as potentialy agent-specific discrimination capability. DARPA is
investing in this approach, beginning with cross-spectrum data collection and performance models, followed by prototype sensor
development.

V) Program Plans:

Develop bioaerosol testbed and standardized data-collection protocols.

Investigate spectra response of chemicals unique to BW agents (e.g., picolinic acid in anthrax spores).

Collect data, and develop performance model, for concepts that exploit awide part of the eectromagnetic (EM) spectrum (e.g., Raman
scattering, terahertz spectroscopy, laser-induced breakdown spectroscopy, coherent Raman anti-Stokes spectroscopy,
IR/photoacoustics, etc.).

Downselect to most promising concepts; design, build, and test prototype sensor.

Characterize prototype behavior in operationa environments.

Fy 2003 | FY 2004 | FY 2005

Immune Buildings 29.329 29.329 21.000

(9)] DARPA is developing technologies for integrated defensive systems to be employed in military buildings to protect and respond to the
emerging threat of aerosolized Chemical, Biological and Radiological (CBR) releases The approach is to modify and augment the infrastructure
of buildings to alow them to sense and defeat an attack by bio or chem agentsin rea-time. The program has three goals: to protect the human
inhabitants from the effects of the agents; to restore the building to function quickly after the attack; and to preserve forensic evidence for
treatment of victims, if necessary, and for attribution. The DARPA focus is on the challenging problem of protection from internal releases of
agent, where active and timely control of airflow is required to prevent a building's HYAC system from spreading the agent throughout the
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building. To enable such building- protection systems, DARPA is devel oping component technologies such as optimized filtration systems,
advanced neutralization techniques, and remediation techniques appropriate to biological, chemical, and radiological decontamination. In
addition, DARPA isinvestigating the systems-level issues of integrating and optimizing such active systems, including the integration and
adaptation of sensors, as well as the smulation of threat events and emergency responses. These efforts have used full-scale test facilities to
determine the effectiveness of protection components and the optimal architectures for protection. These systems are being transitioned to a full-
scale demongtration of a complete building protection system at a military installation and will also leave behind a software tool for the design and
optimization of building-protection systems for other military buildings.

V) Program Plans:

- Develop high-payoff component technologies in the areas of filtration, neutralization, and decontamination; and mature sensors as
necessary for this active Defense application.

- Demonstrate performance of component technologies in full-scale application.

- Optimize active protection system concepts, and demonstrate performance

- Characterize the selected demonstration site facility, and design, build, and test an active protection system optimized for that Site.

- Integrate existing models, and develop new models as required, into a software toolkit that enables performance predictions for
protective architectures in other buildings.

- Validate toolkit predictions in test beds, at demonstration site, and elsewhere as required.

Fy 2003 | FY 2004 | FY 2005

Chem Bio Defense (CBD) Portal Security 0.000 0.000 3.000

(U)  Thereisan enormous payoff in preventing the release of biological warfare agents (BWAS) and chemical warfare agents (CWAS), rather
than trying to minimize the damage they cause once released. For this reason, DARPA isinvesting in technologies and systems to prevent such
materias from entering buildings, either in packages or mail, or as an item hand-carried by a visitor.
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V) Program Plans:

- Evauate non-intrusive technologies for destruction of biological agents (e.g., ultrasound, variable frequency microwave and new
techniques for X-Ray and gamma irradiation) and/or for the detection of chemical agents (e.g., associated particle neutron elemental
analysis, tera-hertz spectroscopy, dielectric spectroscopy, and swept frequency acoustic interferometry).

- Sdect the most promising approaches, and use laboratory instrumentation to evaluate collateral damage and false darms. Develop
performance model, and carry out system trades.

- Design, build, and test optimized prototype systen(s).

- Demonstrate prototype in operational environment, and characterize performance.

FY 2003 | FY 2004 | FY 2005

Wide-Area BWA Surveillance 1.000 1.000 0.000

(U)  TheWide-AreaBiologica Warfare Agent (BWA) Surveillance program is investigating effective and efficient BWA surveillance systems
for urban environments, such as military bases and transportation centers, to detect a covert aerosol release of a BWA and to determine the
approximate release location before the onset of symptoms in humans. The program is studying the key architecture trades, including: the
appropriate mix of stationary and mobile assets (collectors/samplers and identification sensors); the value of distributed sampling and

identification (sensing) versus distributed sampling with centralized identification; the role of layered sensing, such as continuous wide-area
surveillance followed by focused/targeted collects for confirmation; the importance of spatial and temporal resolution in enabling backtracking to
determine release time and release location; and specialized collection and identification requirements in different environments. These trades are
being carried out by modeling covert releases and then analyzing the ability of various architectures (1) to detect the release quickly and (2) to
geo-locate the source. The results of these studies provide the basis for the Threat Agent Cloud Tactical Intercept and Countermeasure (TACTIC)
program.

(8)) Program Plans:
- Conduct trade studies of various potential detection architecturesin selected urbanized areas; estimate system performance.
- Develop analytic methods to geo-locate source based on detector output, meteorology, etc.
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FY 2003

FY 2004

FY 2005

Threat Agent Cloud Tactical Intercept Countermeasure (TACTIC)

0.000

0.000

7.000

(V)

The TACTIC Program will devel op and demonstrate the capability to (1) rapidly detect, discriminate and identify an airborne chemical
warfare agent/biological warfare agent (CWA/BWA) battlefied threat at stand-off distances, and (2) use countermeasures to neutralize and/or

precipitate the threat before it reaches the targeted troops. This program will investigate identification methodologies including: bead-based
assays for biological molecules, fluorescent assays for chemicals, retro-reflector assays for chemica and biological agents; al of which can be
interrogated with stand-off optica detectors. To accomplish the removal of the threat, technologies that mimic the seeding of rain clouds will be
developed for particulate bio-agents, and technologies that polymerize chemical agent vapor will be investigated. Upon successful demonstration
of the identification and removal technologies, a system will be developed to demonstrate the removal of chemical and biological smulant clouds
from the battlefield.

(V)

Program Plans:

Investigate potential technologies for CWA/BWA standoff assays that rapidly (within one minute) identify agents.
Investigate technol ogies to remove the agent cloud so asto eliminate the threat to unprotected war-fighters.
Develop models of identification and removal technologies. Carry out systems trades between competing identification and removal

technologies.

Integrate optimal identification and removal components into a prototype system.
Test prototype system in scaled aerosol test chambers.

Demonstrate system in full-scale field trials.

FY 2003

FY 2004

FY 2005

Mission-

Adaptable Chemica Sensors (MACS)

0.000

4.000

9.000

(V)

UNCLASSIFIED

At present, Nuclear, Biological, and Chemical (NBC) sensors lack a combination of sensitivity (parts-per-trillion) and selectivity (definite
identification of molecular species), shortfalls that yield false alarms or worse, failure to detect at al. This effort (formerly named Mother of All
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Sensor Systems) will develop a sensor, based upon rotationa spectroscopy of gases, which will eliminate both problems and will achieve the
highest possible sensitivity for unambiguous detection of most chemical species. The program will focus on technology for reduction of size and
simplicity of function, for equipment that presently is large and complicated, to achieve portability and simultaneous detection of multiple species.
It will solve the presently intractable difficulties of remotely identifying chemical thregts, in seconds.

V) Program Plans:
- Demongrate and calibrate improved sensitivity of apparatus for selected species.
- Demonstrate fractionation and related improvements to the system for simultaneous identification of multiple species in seconds.
- Demondtrate capability for dramatic reduction in size and weight of original system, with improved detection sensitivity and
selectivity.
- Demongtrate feasibility of prototype portable system for field implementation.

Fy 2003 | FY 2004 | FY 2005

Center for Water Security 1.000 1.000 0.000

(8)) Program Plans:
- Established the Center at the University Wisconsin-Milwaukee through engaging essential technical personnel, acquiring state-of -the-
art instrumentation dedicated to researching new and highly effective methods of water quality sensing.
- Continue to develop the use of the new methodol ogies through partnerships with public and private sector agencies to address water
security issues related to civilian and military needs.
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FY 2003

FY 2004

FY 2005

Asymmetrical Products for BWD

2.000

2.000

0.000

(V)

Program Plans:

- Continue to develop atechnical approach to induce mucosal immunity againgt BioWarfare (BW) pathogens. Model and synthesize a

cytokine-based family of compounds that stimulate mucosal immunity.
- ldentify likely cytokine molecules and their combinations that result in resistance to pathogens.

FY 2003

FY 2004

FY 2005

Desdlination Research

2.300

2.550

0.000

(V)

Program Plans:

- Continue to develop a non-traditional approach to large-scale desalination of seawater at the ocean shore near available liquid natural
gas (LNG) or liquid methane storage facilities, enabling the formation of gas-hydrate-purified, near-potable water ready for fina

polish by reduced-cost reverse 0Smosis processes.

FY 2003

FY 2004

FY 2005

Bioscience Center for | nformatics

1.500

0.000

0.000

(V)

Program Accomplishments:

- Conducted research directed at the modeling of disease propagation, rapid detection, and the prediction of risks associated with
defense against bioterrorism, building upon such capabilities as distributed databases, geographic information systems, bioinformatics,

high performance computing, and modeling.

UNCLASSIFIED

119



ageffert
119


UNCLASSIFIED

RDT&E BUDGET ITEM JUSTIFICATION SHEET (R-2 Exhibit)

DATE

February 2004

APPROPRIATION/BUDGET ACTIVITY
RDT&E, Defense-wide

BA2 Applied Research

R-11TEM NOMENCLATURE
Biological Warfare Defense

PE 0602383E, R-1 #14

FY 2003

FY 2004

FY 2005

Center for Tropical Disease Research and Training

0.000

2.000

0.000

(V)

Program Plans:

- Examine Leishmania parasites to identify both Leishmania and sand fly molecules that may be useful in developing a protective

vaccine against leishmaniasis, a serious disease affecting soldiers returning home from Irag.

FY 2003

FY 2004

FY 2005

EluSys Heteropolymer System

0.000

1.500

0.000

V) Program Plans:

- Explore heteropolymer-based drugs in the devel opment of multiple therapeutic candidates for removal and destruction of pathogens,
pathogenic proteins, and/or antibodies providing a potentia effective treatment for a broad array of diseases.

FY 2003 | FY 2004 | FY 2005
HPGe Gamma Ray Detection Technology 0.000 1.000 0.000
(8)) Program Plans:

- Deveop new technology for gammaray detection.
FY 2003 | FY 2004 | FY 2005
Hand Held Biosensors for Field Detection of Multiple Bioagents CMIM Palm Pilots 0.000 3.400 0.000
V) Explore use of hand held biosensors for detection of bioagents.
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(V) Program Change Summary: (In Millions) FY 2003 FY 2004 FYZ2005
Previous President’ s Budget 161.956 137.254 138.533
Current Budget 157.861 149.105 147.533
Totd Adjustments -4.095 11.851 9.000
Congressiona program reductions 0.000 -1.599
Congressiona increases 0.000 13.450
Reprogrammings 0.000 0.000
SBIR/STTR transfer -4.095 0.000

(V)

(V)

Change Summary Explanation:

FY 2003 Decrease reflects SBIR reprogramming.
FY 2004 Increase reflects congressional adds for seven biological warfare projects offset by undistributed reductions.
FY 2005 Increase reflects additional funds for programs in Portal Security and Active Countermeasures against chenvbio threats

and a new sensor effort.

Other Program Funding Summary Cost:

Not Applicable.
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COST (In Millions) FY 2003 FY 2004 FY 2005 FY 2006 | FY 2007 | FY 2008 | FY 2009
Total Program Element (PE) Cost 168.826 247.405 339.175 354.525 351.751 368.253 370.404
Naval Warfare Technology TT-03 28.746 47.613 46.813 24971 24.656 30.643 30.628
Advanced Land Systems Technology TT-04 34.910 40.028 69.397 97.979 97.311 100.463 88.246
Advanced Tactical Technology TT-06 64.030 90.703 112.287 116.767 119.141 133.673 133.530
Aeronautics Technology TT-07 21.739 16.229 41.760 46.377 39.314 29.285 29.256
Advanced Logistics Technology TT-10 19.401 19.662 15.000 0.000 0.000 0.000 0.000
Network Centric Enabling Technology TT-13 0.000 33.170 53.918 68.431 71.329 74.189 88.744

V) Mission Description:

(U)  Thisprogram element is budgeted in the Applied Research Budget Activity because it supports the advancement of concepts and
technologies to enhance the next generation of tactical systems. The Tactical Technology program element funds a number of projectsin the areas
of Naval Warfare, Advanced Land Systems, Aeronautics, Logistics and Network Centric Enabling technologies.

(U)  The Navd Warfare Technology project is focusing on advanced enabling technologies for a broad range of naval requirements. The
Friction Drag Reduction program will develop friction drag reduction technologies for surface ships and submersibles. The Hypersonics Flight
Demonstration program will develop and demonstrate advanced technologies for hypersonic flight. The High Efficiency Distributed Lighting
program will change the fundamental design for lighting systems, resulting in increased warship maintainability and survivability.

(U)  TheAdvanced Land Systems Technology project is developing technologies for enhancing the U.S. military’s effectiveness and
survivability in operations ranging from force-on-force conflict to military Operations-Other-Than-War. Networking Extreme Environments will
address integration of ultrawide band communications and sensor systems. The Novel Sensors for Force Protection program is developing
technologies to protect U.S. warfighters such as an imaging array system that can identify bodies inside of buildings and technology capable of
stand-off detection of explosive compounds. The Simulated |somer Energy Release program will devel op techniques to extract and control the
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potent energies stored in nuclear isomers. The Dynamic Optical Tags program will develop new tagging, tracking and location capabilities for
U.S. forces. Lastly, the Guided Projectiles program will develop highly maneuverable gun-launched projectiles for defense against ground and air
threats.

(U)  TheAdvanced Tactical Technology project is exploring the application of compact and solid state lasers; high performance computational
agorithms to enhance performance of radars, sensors, communications, electronic warfare, and target recognition and tracking systems; precision
optics components for critical DoD applications; aerospace electronic warfare systems; high speed aerospace vehicle and enabling technol ogy;
new tactical systems for enhanced air vehicle survivability, advanced airbreathing weapons, and enabling technologies for advanced space
systems; and a Training Superiority program that will create revolutionary new training techniques.

(U)  The Aeronautics Technology project explores technologies to reduce costs associated with advanced aeronautical systems and provide
revolutionary new capabilities for current and projected military mission requirements. This project funds development of micro adaptive flow
control technologies, and small-scale propulsion system concepts. New areas to be investigated are reusable hypersonic vehicles novel helicopter
blade designs that reduce acoustic signature and small, low cost high endurance UAV’s capable of destroying most enemy UAV's.

V) The Advanced Logistics Technology project investigates and demonstrates technol ogies that will make a fundamental difference in
transportation and logistics. The program will define, develop and demonstrate fundamental enabling technologies that will permit forces and
sustainment materiel to be deployed, tracked, refurbished, sustained and redeployed more effectively and efficiently. The project will also develop
and demonstrate advanced military-grade measures for security, robustness and scalability to enable the wide-scale application of large-scale agent
technology to U.S. military logistics and command and control domains operating in highttempo conventiona and information warfare
environments.

(U)  The Network Centric Enabling Technology project will build sensor, signa processing, detection, tracking and target identification
technology for true network-centric tactical operations. Technologies developed in this project will enable localized, distributed and cross-
platform collaborative processing so that networks of sensors can rapidly adapt to changing force mixes, communications connectivity and mission
objectives. Operationa benefits will be smaller forward deployment of image and signal analysts; consistent integration of target and environment
information; and flexible operational tactics and procedures for finding evasive targets in difficult environments.
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(V)

(V)

Program Change Summary: (In Millions)

Previous President’ s Budget
Current President’ s Budget

FY 2003 FY 2004 FY2005

169.641 250.558 256.175
168.826 247.405 339.175

Tota Adjustments -0.815 -3.153 83.000

Congressional program reductions 0.000 -10.153

Congressiona increases 0.000 7.000

Reprogrammings 0.000 0.000

SBIR/STTR transfer -0.815 0.000

Change Summary Explanation:

FY 2003 Decrease reflects SBIR transfer.

FY 2004 Decrease reflects congressional program reductions for Roboscout, Odortype Detection and undistributed
reductions offset by an add to continue funding for the Center of Excellence for Research in Ocean
Sciences.

FY 2005 Increase reflects additional funding in the fdlowing projects: TT-03 for the Friction Drag Reduction

program; TT-04 for additional programs for anti-sniper efforts, compact military engines and urban
sensors; TT-06 for new advanced mathematics/algorithm devel opment, laser techniques and advanced

training systems, and TT-07 for Reusable Hypersonics.
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COST (In Millions) FY 2003 | FY 2004 | FY 2005 | FY 2006 | FY 2007 | FY 2008 | FY 2009
Naval Warfare Technology TT-03 28.746 47.613 46.813 24.971 24.656 30.643 30.628

V) Mission Description:

(U)  The Nava Warfare Technology project devel ops advanced technologies for application to a broad range of naval requirements. Enabling
technologies include concepts for expanding the envelope of operational naval capabilities such as drag reduction, hypersonic missiles, logistically
friendly distributed lighting systems and ship self defense techniques. Studies under this project examine methods of actively detecting, tracking,
and containing submarines from manned, unmanned, surface, air, and underwater vessels, or a combination of such platforms, as well as more
passive methods of sensing and recognizing changes in the marine environment.

(V) Program Accomplishments/Planned Programs.

Fy 2003 | FY 2004 | FY 2005

Friction Drag Reduction 6.063 7.295 5.260

(U)  The Friction Drag Reduction program is developing friction drag reduction technologies for surface ships and submersiblesin the
operational environment. The program will focus on methods known to reduce friction drag, such as injection of polymers, injection of
microbubbles into the flow boundary layer, and the insertion of large air cavities over traditionally wetted surfaces. The goal isradical skin
friction drag reduction sustained over operationaly-relevant time periods. The program will address, by means of advanced computationa and
experimental techniques, the practical barriers to the implementation of polymer additives and microbubbles. This capability would alow
dramatic decreasesin fuel usage, increases in payload fraction and substantial enhancements in vehicle range and endurance and could lead to
increased vessel speed.

(U)  Thisprogram will also examine the potential of Lorentz Force Turbulence Control (LFTC), an approach to reduce hydrodynamic drag by
the generation of electromagnetic forces. Laboratory tests have demonstrated effective underwater drag reduction, but no energy efficient,
repeatable method has ever been validated. LFTC offers the potentia to achieve revolutionary hydrodynamic performance improvementsin
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military systems by actively controlling drag, turbulence, and friction. Other drag reduction techniques that are discovered by these investigations
will also be explored; both for their friction reduction and for potential ship self defense capabilities.

(U)  Asaresult of studying typical electrical layouts and distribution grids in Navy ships under the Lorentz Force Turbulence Control (LFTC)
effort, an alternative application of electricity based technology has been initiated. FY 2004 and subsequent fiscal funding for this effort, now
entitled the Electric Curtain program, is budgeted in a separate line in this project.

V) Program Plans:

Performed drag reduction tests of LFTC tiles.

Developed a sound theoretical understanding of the underlying mechanisms of friction drag reduction using first-principles codes and
small-scale experiments.

Develop a multi-scale modeling capability that will incorporate the physics learned at small scales into large-scale engineering codes
for use as rdliably predictive design tools.

Finalize buoyancy test vehicle design and efficiency.

Develop a preliminary test plan for full-scale buoyancy test vehicle experiment.

Conduct afull-scale buoyancy test vehicle experiment to provide high-quality data at large scalesin order to validate the models.
Conduct large-scae experiments to provide high-quality data at large scales in order to validate the predictive design tools.
Develop an air cavity design tool that calculates a hull form for specified pressure distributions.

Perform modeling trade-off analysis to determine optimal hull forms supporting air cavity formation at design speed.

Conduct tests to determine drag reduction achieved.

FY 2003 | FY 2004 | FY 2005

Surface Warfare Automated Shiphandling (SWASH) 0.000 0.000 5.400

(U)  The Surface Warfare Automated Shiphandling (SWASH) program will develop and demonstrate technologies to increase survivability and
operationa effectiveness of small and medium nava surface vesselsin rough seas. Currently, vessels are at the mercy of ocean waves, and when
waves become sufficiently large, damage and capsizing will occur. SWASH will enable safe operations in an expanded sea state envelope.
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SWASH combines detailed sensing and wave prediction of the loca sea surface with improved understanding of vessel dynamics in a control
system that provides optimum course and speed to the vessel’ s rudder and engines. SWASH offers the potential to reduce injuries to crew and
passengers as well as damage to vessal's caused by high waves. Inaddition, SWASH is an enabling technology for unmanned surface vessels
(USVs), which will be acomponent of the modules for the Navy’s new Littoral Combat Ships (LCS). SWASH will increase the survivability and
operability of USVsin rough seas, and can provide inputs to the LCS steering system to make USV launch and recovery faster and safer. Medium
manned vessels, such as LCS, DD(X), and current classes, will benefit from the more detailed knowledge of wave fields that will be developed in
the SWASH program. Sophisticated steering strategies can reduce damage to the vessels caused by high waves, and improve human performance
by reducing vessel motions.

V) Program Plans:
- Refine prediction capability for ocean wave fields.
- Improve models of smal craft dynamicsin high sea states.
- Develop control agorithms for wave avoidance.
- Test control schemesin “virtual ocean” environment and scale model tests, followed by at-sea testing.

Fy 2003 | FY 2004 | FY 2005

Hypersonics Flight Demonstration (HyFly) 16.991 22.099 19.615

V) The Hypersonics Flight Demonstration program (HyFly) will develop and demonstrate advanced technologies for hypersonic flight.
Hight-testing will be initiated early in the program and progress from relatively smple and low-risk tests through the demonstration of an
increasingly more difficult set of objectives. The ultimate goals of the program are to demonstrate a vehicle range of 600 nautical miles with a
block speed of 4,400 feet per sec, maximum sustainable cruise speed in excess of Mach 6, and the ability to deploy a smulated or surrogate
submunition. Technical challenges include the scramjet propulsion system, lightweight, high-temperature materials for both aerodynamic and
propulsion structures, and guidance and control in the hypersonic flight regime. Recently demonstrated performance in ground testing of the dua
combustion ram-jet engine coupled with advances in high temperature, lightweight aerospace materials are enabling technologies for this program.
The program will pursue a dual approach. The core program will focus on development and demonstration of capabilities requisite for an
operational weapon. A separate effort will be performed in parallel to demonstrate advanced propul sion technologies and develop low-cost test
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techniques. DARPA and the Navy established ajoint program to pursue areas of the hypersonics program that would be relevant to maritime

applications.

(8)) Program Plans:

- Peform preliminary and detailed design efforts and supporting materials-structural demonstrations.

- Conduct freget aero-propulsion testing of the heavyweight vehicle configuration.

- Perform ground test verification (static firing) of supersonic low altitude target boosters.

- Perform advanced combustion systems proof of concept testing in gun-launched test range.

- Perform vehicle subsystems verification testing.

- Conduct balistic and free-flight subscale testing of advanced engine technologies.
- Conduct flightweight vehicle environmenta testing.

- Conduct flightweight vehicle fregjet performance and durability testing.

- Conduct captive carry, drop, boost performance and boost separation flight tests.

- Conduct initia, low flight Mach (~Mach 4.0) flight-testing.

- Demonstrate Mach 6.0 cruise and extended range (600 nmi).

FY 2003

FY 2004

FY 2005

High Efficiency Distributed Lighting (HEDLight)

0.000

6.188

6.700

V) The High Efficiency Digtributed Lighting (HEDLight) program seeks to fundamentally change the design for lighting systems on Navy
platforms to increase warship survivability and maintainability. Current lighting systems use electrical distribution and the generation of light at
the point-of -use. HEDL ight remote source lighting will use centralized light generation and opticaly transport the light to the point-of-use. This
allows the lighting system electrical circuitry and wiring to be concentrated, protected, and removed to the interior of the warship, thereby
removing a source of vulneraality from the outer-envelope. Critical metrics that are necessary for the successful implementation of HEDLight are
system efficiency, weight, and control of the illumination pattern. The technical areas key to the success of the HEDLight program include: the
development of compact high-efficiency full-spectrum light sources, high efficiency coupling optics, high efficiency integrated optical-fiber
luminaries, and integrated illuminator engines that effectively combine the light source, the optical coupler, and fiber-luminaire.
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(U)  Asaresult of studying typical eectrical layouts and distribution gridsin Navy ships under this effort, an aternative application of
electricity based technology has been developed and will be funded under the Electric Curtain program which is budgeted in a separate line in this
project.

(8)) Program Plans:
- Develop high efficiency full-spectrum light sources.
- Develop high efficiency optical coupling mechanisms.
- Develop high efficiency fiber-luminaries for distributed light transport.
- Develop anintegrated high efficiency distributed lighting illuminator.
- Demongtrate alimited scale HEDLight system.

Fy 2003 | FY 2004 | FY 2005

Center of Excellence for Research in Ocean Sciences (CEROS) 5.692 7.000 0.000

(U)  The Center of Excellence for Research in Ocean Sciences (CEROS) encourages leading edge research and devel opment in ocean sciences,
by involving highly specialized small businesses with recognized expertise in ocean related research, and providing access to the ocean sciences
expertise of the University of Hawaii. Major research areas of interest have included shallow water surveillance technologies, ocean
environmental preservation, new ocean platform and ship concepts, ocean measurement instrumentation, and unique properties of the deep ocean
environment.

V) Program Plans:
- Sdect projects for funding.
- Contract selected projects and monitored progress of ocean related technologies of high interest to the DoD.
- Trandtioned appropriate products to military use.
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FY 2003

FY 2004

FY 2005

Electric Curtain

0.000

5.031

5.848

(U)  TheNavy's Sea Power 21 vision requires future naval forcesto have assured access to littoral waters. Sea Strike forces must have the
ability to conduct maritime operations in the presence of diesel submarine threats and surface craft capable of launching wake homing torpedoes.
Based on promising results investigated under the Lorentz Force Turbulence Control (LFTC) project under the Friction Drag Reduction program
and the HEDL ight program (both of which are budgeted in separate lines in this project), the Electric Curtain program will demonstrate the
feasibility of using an array of transducers to form a destructive pressure pulse capable of disabling an enemy’ s torpedo. Of critica importance is
the ability to accurately predict non-linear pressure pulse propagation effects and corresponding timing delays used during pressure pulse
generation and beamforming. Additionally, the beamformed pressure pulse must be of sufficient amplitude and duration to destroy a wake

homing torpedo at tactically significant ranges.

V) Program Plans:

- Conduct non-linear pressure pulse propagation modeling and assess projected system performance.

- Design, develop and test transducer module.
- Incorporate ship wake effects into the pressure pulse propagation model.
- Design, develop, and test ¥4 scale transducer array.

- Conduct ¥ scale system testing.

FY 2003

FY 2004

FY 2005

Electric Field Signature Sensors

0.000

0.000

3.990

(U)  TheElectric Field Signature Sensors program will develop passive detection and targeting systems for maritime applications. Ordinary
surface and subsurface motion causes disruptions in the earth’s naturally present electrostatic field that can be detected with highly sensitive
sensors. The god of this program is to exploit this E-field phenomenon through the integration and demonstration of enabling technologiesin
tactically relevant systems. Such systems will dramatically increase combat situational awareness and directly contribute to enhanced defensive
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and offensive operational capabilities. Potential applications include counter small-arms systems for helicopters, surface contact situational

awareness systems for submarines, and Anti-Submarine Warfare.

V) Program Plans:
- Characterize electrostatic signatures within the battlespace environment.

- Conduct operationa concept development and analysis for multiple mission applications.

- Develop low cost ectrostatic sensors for arobust military environment.
- Design, fabricate, integrate, and test in an tactically relevant system application.

V) Other Program Funding Summary Cost:

Hypersonics Flight Demonstration
PE 0602114N, PE 0603114N, PE 0603123N, Navy, Office of Naval Research
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COST (In Millions) Fy 2003 | FY 2004 | Fy 2005 | FY 2006 | FY 2007 | FY 2008 | FY 2009
Advanced Land Systems Technology TT-04 34.910 40.028 69.397 97.979 97.311 100.463 88.246

V) Mission Description:

(U)  Thisproject is developing technologies for enhancing U.S. military effectiveness and survivability in operations ranging from force-on-
force conflict to military Operations-Other-Than-War. The emphasisis on developing affordabl e technologies that will enhance the military's
effectiveness while decreasing the exposure of U.S. or allied forces to enemy fire. This project consists of the following programs: Novel Sensors
for Force Protection; Dynamic Optical Tags (DOTS); Guided Projectiles, Networking Extreme Environments (NetEx); Stimulated |somer Energy
Release (SIER), MAgneto Hydrodynamic Explosives Munition (MAHEM), Compact Military Engines, Anti-Sniper, and Vertical Infiltration,
Persistent Extraction Robot (VIPER).

V) Program Accomplishments/Planned Programs.

Fy 2003 | FY 2004 | FY 2005

Novel Sensorsfor Force Protection 11.784 8.719 12.810

(U)  TheNove Sensors for Force Protection program (formerly known as the Close-In Sensing Program) is exploring and developing a variety
of novel methods that will contribute to enhance protection of U.S. warfighters. Concepts for the projects originated in DARPA's Close-In
Sensing program and have now matured into specific approaches that have been heavily influenced by situations encountered by U.S. warfighters
in the Global War on Terrorism, Operation Enduring Freedom and Operation Iragi Freedom. The motivation behind all the programs isto reduce
the exposure of U.S. warfighters when they are operating in disadvantageous territory, especially those complex settings (densely populated and
structured areas, multi-storied buildings, etc.) typically found in urban settings. The technologies investigated in Close-In Sensing considered new
hardware and approaches to detect traditionaly low signal-to-noise or conceaed targets without placing people in harm’s way and include
infiltration and exfiltration technologies to incorporate sensor data reachback capability. Novel Sensors program consists of the Unique Signature
Detection Project (formerly known as the Odortype Detection program), the Enemy Dismount Intrusion Detection Project, the Urban Vision
Project, the Explosives Detection Project and the Anti Sniper Project. Because of the multiple potential uses beyond close-in sensing in urban
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environments the Dynamic Optical Tags Program (DOTS), which was previoudy budgeted in this section in FY's 2003 through 2005 under the
Close-In Sensing Program, has been delineated into its own narrative elsewhere in this PE/Project.

(U)  The objective of the Unique Signature Detection Project is to determine whether there are unique signatures in emanations that can be
used to identify and distinguish specific high-levelof -interest individuas within groups of enemy troops or combatants, and if o, to develop
enabling technology for detecting and identifying those specific individuals. The program leverages research that demonstrated the same set of
genes that code for internal immune system self/non-self recognition in mice, the Mgjor Histocompatibility Complex (MHC), aso code for unique
emanated signatures. Although experimental data for humans is far less quantitative, behaviora studies have yielded compelling results to suggest
that such phenomenology can aso be expected in humans. Recent experimental results with mice suggest that MHC-determined urinary
signatures are expressed in a mixture of volatile carboxylic acids occurring in relative concentrations that are characteristic of the emanation. This
suggests the possihility of a corresponding unique and exploitable chemosignal. Accordingly, the program will design detectors that exploit this
phenomenon by reliably detecting and identifying specific signatures of interest. The program will first characterize the nature of the signal, and
determine its robustness in the presence of background signals. If an exploitable robust signature is identified, the program will then pursue
detector development. Such detectors would enable U.S. troops to remotely detect the presence of high-level-of -interest individuals within groups
of enemy troops or combatants with high reliability.

V) The Enemy Dismount Intrusion Detection Project will develop a chemica sensor that is capable of providing an advanced warning of the
presence of enemy troops or combatants by detecting the chemical emissions or pattern of emissions that are common to all humans and therefore
would be common to al enemy dismounted troops or combatants, but are otherwise not ordinarily encountered in the environment. This program
will leverage capabilities found in nature to recognize and locate the volatile chemicals that are the most reliable indicator of the presence of
enemy troops or combatants. This program first seeks to observe operation of organic sensoring modalities in order to develop a fundamental
understanding of these chemical emissions and their relationship to enemy troops or combatants. With this knowledge, a sensor and detection
scheme can be devel oped that will be capable and robust against false darms. This detection capability would provide advanced threat warning to
troops involved in perimeter defense and similar operations.

V) The Urban Vision Project will develop the technology and systems to provide the warfighter with an advanced in-depth view of the
distribution and location of dielectric bodies that resemble those of enemy dismounted troops or combatants within a building in an urban area.
The envisioned system is an array of UAV's surrounding the location of interest (building, wooded areg, etc.). Each node of the array carriesa
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suite of low-power multi-spectral transmitters and receivers that act in concert with real-time el ectromagnetic analysis codes to “peel back” the
structure of the building and the disposition of signatures that are indicative of enemy dismounted troops or combatants within.

(V)

The Explosives Detection Project seeks to develop a system of technologies capable of standoff (non-contact) detection of explosive

compounds. Of particular importance are high throughput applications, such as military checkpoints, where an extremely low fase dlarm rate is
required. Rather than promoting a single, particular technology, this program will develop a systematic framework of understanding for both the
target and background signals. With such an understanding, concepts such as sensor fusion and the optimum setting of thresholds can be properly
optimized. In this manner, a system of sensors can be developed that has reliable detection capabilities in both laboratory and field environments.
This capability will grestly reduce the threat of suicide bombing and similar tactics faced by troops in the field.

(V)

Program Plans:

Close-In Sensing.

- Continued trade off studies in advanced technologies for use in data infiltration and exfiltration.

- Evauated novel ddlivery methods and platforms to enable target proximate access of sensor systems, including robotic and fiber optic
technologies.

- Explored multi-sensor architectures and waveforms.

- Explored novel radio frequency exploitation concepts.

- Investigated sensor reachback technologies.

Unique Signatures Detection.

- ldentify the chemical make-up of MHC-determined unique signatures.

- Examine the chemistry and impact of non-genetic background signals.

- Design detectors that are capable of identifying high-level-of -interest individual s within groups of enemy troops or combatants
through unique, specific signatures with high reliability.

Enemy Dismount Intrusion Detection.

- Examine chemical emissions that are unique to humans and therefore to al enemy dismounted troops and combatants.

- Examine background chemica signalsin avariety of environments.

- Design detectors capable of reliably indicating the presence of enemy dismounted troops and combatants with alow false darm rate.
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Urban Vision.

- Design, develop, and evaluate an initial (fixed placement) multi-static multi-frequency dielectric imaging array test system.

- Establish baseline system performance parameters for spatia resolution and dielelectric differentiation.

- Deveop agorithms for inverting the multi-static imaging data to reveal the interior structure and distribution of objects within the
structure, and the coarse categorization of those objects with sizes typically associated with enemy troops or combatants and dielectric
characteristics.

- Design, develop, and demonstrate UAV array multi-static dielectric tomography imaging system.

Explosives Detection.

- Examine current and emerging technology.

- Develop an understanding of background conditions in varying environments.

- Design detectors capable of reliable, low fase alarm, stand-off explosives detection.

Fy 2003 | FY 2004 | FY 2005

Dynamic Optical Tags (DOTS) 2584 5.947 8.819

V) Based on the technical successes and demonstrated operational relevance of DARPA's now completed Optical Tags program, the Dynamic
Optical Tags program seeks to create new tagging, tracking, and location capabilities for U.S. Forces. The program was budgeted under the Close
In Sensing program but has now been broken out separately for enhanced visibility. This program will develop optical tagging and interrogation
technologies that will enable small environmentally robust, retro reflector-based tags that can be read by both handheld and airborne sensors at
sgnificant ranges. These tags can be used for unique, non-radio frequency (RF) identification of items of interest or monitoring tactical areas for
disturbance from personnel and vehicles. The identification tags aso will be capable of providing persistent two-way communications for both
tactical and logistics operations.
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V) Program Plans:
- ldentify promising retro reflecting techniques.
- Develop most promising retro reflecting techniques into tag design.
- Develop handheld and airborne interrogation systems.
- Integrate and test componentsin afully functiona configuration.

Fy 2003 | FY 2004 | FY 2005

Guided Projectiles 13.589 10.868 15.977

V) The Guided Projectiles program is developing and demonstrating highly maneuverable gun-launched projectiles, launch system and fire
control for point defense against highly maneuverable targets, such asanti-ship cruise missiles, ground-to-air and ground-to-ground threats. This
program has been combined with the Collaborative Munitions efforts, which seek to expand the functionality and lethality of munitions by
enabling new ways for them to collectively accomplish difficult and time critical missions, and are based on the success of the Antipersonnel
Landmines Alternatives (APLA) program (completed in FY 2002). This program will also develop enabling technologies to give U.S. warfighters
the ability to alow weapons platforms, such as mortars, receive updated target information from other munitions or sensetarget changes on their
own. Based upon this information, the platforms can adjust course in flight to prosecute highly mobile, time sensitive targets such asthose
encountered during Operation Enduring Freedom. This program will adapt recent advances in communications, computers, ad-hoc networking,
sensing and propellantsexplosives to demonstrate significant leaps in combat capability. These technologies will demonstrate the increased
combat effectiveness and the reliability of distributed, collaborative processing and mission execution.

V) Specificaly, the program seeks to develop alow-cost, non-imaging optical laser seeker using new technology. The goa isto replace the
current 60mm mortar fuze with the laser seeker. Thiswill greatly improve firing precision. Additionally, research will be done with explosives to
improve the effectiveness of 60mm explosive rounds. The god is to develop a 60mm projectile with the effectiveness of a 105mm high explosive
projectile. Additiondly, the program will exploit dismounted, close-in attack scenarios to develop small aperture, geolocation capability for a
new-class of anti-radiation weaponry. This program will enable a suite of weapons that home on RF energy emitted by enemy forcesto include
ground-to-ground, air-to-ground, and ground-to-air weapons al using similar RF sensor guidance technology. The result of this effort will create a
passive, al-weather, and inexpensive precision targeting capability for precision and area suppression weapons and counter enemy signals
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camouflage, concealment and detection efforts. The initia effort will focus on providing an RF homing guidance and warhead package that is
capable of being fired out of an 81mm mortar.

(V)

A portion of this program will investigate supersonic interceptors that provide high rate, multiple engagement defense of critical tactical or

strategic assets, including naval surface ships, airborne intelligence, surveillances, and reconnai ssance platforms, and fixed radar/command,
control and communications sites. Supersonic flight control for aggressively maneuvering medium caliber projectiles will be developed and
integrated into advanced projectile designs to achieve lateral accelerations far exceeding those achieved by “course-correcting” projectiles.

(V)

Program Plans:

Develop, model and validate supersonic flight control technologies.

Conduct preliminary development and evaluation of key subsystem technologies.

Perform initial flight demonstrations and target acquisition demonstrations.

Fabricate and test critical subsystems for projectile maneuvering, guidance and data transmission.

Conduct detailed design and feasibility tests of key fire control, lethdity, flight control and launch components.

Develop mortar seeker using an array of non-imaging optical lenses.

Develop small and responsive control/steering fin system.

Combine seeker with control/steering system into a package that replaces the current fuze on the 60mm mortar high explosive round.
Develop small, moving aperture geolocation techniques, such as tomographic geol ocation.

Investigate techniques for the reduction of channel mismatch errors, such as spinning the mortar to remove bias errors.

Research multipath mitigation and multiple user discrimination techniques, such as subspace tracking techniques.

Develop mortar-sized el ectronics and guidance package.

Demonstrate tube launch of 81mm RF guided mortar round and field realizable cueing system in conjunction with transition partner.
Initial design of mortar mounted RF seeker and mortar control system.
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FY 2003

FY 2004

FY 2005

Networking Extreme Environments (NetEx)

6.953

5.858

8.425

(U)  The Networking in Extreme Environments (NetEx) program will create a wireless networking technology for the military user that enables
robust connectivity in harsh environments and support its integration into new and emerging sensor and communication systems. This program
will develop an improved physical layer for networked communications based on afamily of new ultrawideband (UWB) devices. These devices
will enable reliable and efficient operations in harsh environments by exploiting the unique properties of UWB systems that alow them to work in
a dense multi-path environment and to function as both a sensor and communications device. The program will adapt new and emerging ad-hoc
routing protocols and multiple access schemes to take advantage of the unique properties of UWB to communicate in harsh environments, to very

accurately resolve range, and to act as a radar based sensor.

(8)) Program Plans:

- Characterized the effect of UWB system operation on military radio frequency receivers.

- Determined the thresholds of interference of UWB, which are caused by legacy equipment and methods by which it can be reduced.

- Develop an improved UWB physicd layer.
- Develop aTactical Voice/Data Radio (TVDR) with Multilateral Geolocation Ranging.
- Develop aLow Bit Rate Sensor Network with highly accurate geol ocation.

- Develop ad-hoc networking and multiple access protocols to take advantage of the unique properties of UWB.

- Integrate UWB communications and sensors systems into an interoperating net.
- Conduct experiments on the integration of UWB into an operating network.

FY 2003

FY 2004

FY 2005

Stimulated Isomer Energy Release (SIER)

0.000

3.000

4.000

(9)] Nuclear isomers, such as hafnium 178mz2, store in the nucleus 10,000 times as much energy per gram as TNT. The goal of the Stimulated
Isomer Energy Release program is to develop a technique to control the release of this energy. 1t will develop away to make these isomersin
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gram-size quantities. The program will demonstrate that as much energy can be released asis used to initiate the reaction (a breakeven
experiment).

(8)) Program Plans:
- Determineif the hafniumisomer can be triggered with photons in the x-ray range that will release more than 50 times the energy input
of the trigger.
- ldentify a hafnium isomer production process that is affordable and cost effective.
- Develop aphysics approach to a chain reaction for the hafnium isomer.

Fy 2003 | FY 2004 | FY 2005

MAgneto Hydrodynamic Explosive Munition (MAHEM) 0.000 0.000 4.200

V) Based on concepts identified under the collaborative munitions program (budgeted under this PE/Project), the MAgnetoHydrodynamic
Explosive Munition (MAHEM) program will demonstrate compressed magnetic flux generator (CMFG)-driven magnetohydrodynamically formed
metal jets and self forging penetrators with significantly improved performance over explosively formed jets and fragments. Explosively formed
jets (EFJ) and self forging penetrators (SFP) are used for precision strike againgt targets such as armored vehicles and reinforced structures.
Current technology uses chemical explosive energy to form the jets and fragments. Thisis highly inefficient and requires precise machining of the
metal liners from which the fragments and jets are formed. Generating multiple jets or fragments from a single explosive is difficult, and the
timing of the multiple jets or fragments cannot be controlled. MAHEM offers the potential for higher efficiency, greater control, the ability to
generate and accurately time multiple jets and fragments from a single charge, and the potential for aimable, multiple warheads with a much
higher EFJ velacity, hence increased lethality and kill precision, than conventional EFJYSFP. MAHEM could be packaged into amissile,
projectile or other platform and delivered close to target for final engagement and kill. This could provide the warfighter with a means to address
stressing missions such as: lightweight active self-protection for Future Combat Systems (FCS) vehicles (potential defeat mechanism for akinetic
energy round); counter armor (passive, reactive, and active); mine countermeasures; and anti-ship cruise missile final layer of defense.
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V) Program Plans:
- Refine magnetohydrodynamic models of MAHEM behavior.
- Conduct capacitor-driven liner experiments to validate models.
- Complete single and multiple-liner CMFG and MAHEM concept designs.
- Develop and conduct experiment demonstration of CMFG and CMFG-driven MAHEM

Fy 2003 | FY 2004 | FY 2005

Compact Military Engines 0.000 2.000 6.066

V) As military systems become more mobile and autonomous and able to carry out missions with greater endurance, they will require a new
generation of engines that are lighter, more compact and consume lessfuel. Further, the military is requiring that the new generation of engines
consume only logistic fuel (JP-8). The Compact Military Engines Program will apply innovative ideas for engine design to produce performance
gains not obtainable by further refinement of conventional designs. The ideas will, for example, eliminate heavy accessory components, such as
the valve drive trains, and eliminate sources of lost power, such as piston side forces causing friction and thermal conduction through cylinder
walls. The Compact Military Engines Program will address engine types and diverse missions. The god of the program is to decrease the size of
mobile electric power generators by afactor of ten. Improvements to electric generators for hybrid electric vehicles will increase vehicle range
and endurance.

V) Program Plans:
- Complete concept design.
- Demongtrate critical technologies.
- Build and test prototype engines to demonstrate continuous operation at substantial power levels.
- Build and test prototype engines to demonstrate full performance.
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Fy 2003 | FY 2004 | FY 2005

CrossHairs 0.000 1.636 4.000

(U)  Thisprogram will apply the techniques developed in the Novel Sensors program to rapidly develop methods and equipment to enable
blue-team forces to detect, locate, and engage shooters and defeat Rocket Propelled Grenades (RPGs), Anti-Tank Guided Missiles (ATGMS), etc.
in urban environments. Location will be made with sufficient timeliness for effective counteraction and shooter elimination. This will be
achieved with minimal exposure of blue-team forces to further attack. A combination of techniques will be used to achieve these goals.
Technologies may include high-speed IR imaging to determine bullet and RPG tragjectories and backtrack to shooter origin, automated responses
such as imaging for forensic and judicia evidence, rapid dissemination of shot location to combatants to alow both effective concealment and
counterfire, protective measures against RPGs followed by counterfire, and elimination of threats. The Concept of Operationsisto provide
HUMMWY mounted detection and response systems while on the move and a lightweight portable freestanding low power unit for platoon or
sguadrons while stationary. Techniques for supporting detection and false-alarm rate mitigation will be considered, including acoustic detection,
optical, radar and sniper scope detection. It is envisioned that the system will provide a significantly improved capability to detect and engage
snipers during hostile and peacekeeping operations in both urban and non-urban environments. Technology challenges of particular interest are:
low false rate algorithms, quick reactive sensor techniques for a 360 degrees azimuth and 60 degree elevation detection zone; robust data
collection for tracking firing source; and fast response solutions. The program will culminate with a series of prototype demonstrations of the
system(s) in typical combat environments.

(9)] Program Plans:
- Develop fast response system concepts in coordination with user input.
- ldentify and develop ultra-fast sensors and algorithms to detect and track in near real time.
- Perform component testing and conduct detection and tracking demonstrations.
- Anadyze data and integrate response system.
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Fy 2003 | FY 2004 | FY 2005

Vertica Infiltration, Persistent Extraction Robot (VIPER) 0.000 2.000 5.100

(V)

This program will apply concepts from the Novel Sensors program to the development of a serpentine platform with a small body

diameter and three-dimensional mobility. The VIPER platform will be able to support a variety of operational missions including surveillance of
areas that are beyond the reach of current robotic platforms, as well as sensing, searching and providing the warfighter with information that
cannot be obtained by current systems. Technical challenges to the development of a high-degree-of-freedom robot include; power generation,
management and storage; locomoation; terrain and situational awareness; navigation and control; system infiltration and data exfiltration; health
and status monitoring; and position and configuration management. Solutions to these challenges will be developed to support urban operation

concepts.
(8)) Program Plans:
- Peform arisk reduction and feasibility demonstration phase of the basic platform.
- Develop the integrated robotic systemand multiple degree-of -freedom operator control software.
- Complete extensive system testing to characterize system performance.
- Demongtrate system capabilities to potential users.
V) Other Program Funding Summary Cost:

Not Applicable.
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COST (In Millions) Fy 2003 | FY 2004 | FY 2005 | FY 2006 | FY 2007 | FY 2008 | FY 2009
Advanced Tactical Technology TT-06 64.030 90.703 112.287 116.767 | 119.141 133.673 133.530

(8)) Mission Description:

(U)  Thisproject focuses on three broad technology areas. (a) compact, efficient, frequency-agile, diode-pumped, solid-state lasers for infrared
countermeasures, laser radar, holographic laser sensors, communications, and high-power laser applications; (b) high performance computational
algorithms for signal processing, target recognition and tracking, €l ectromagnetic propagation, and processing of advanced materials and
microelectronics; (c) enabling technologies for advanced aerospace systems and emerging payload delivery concepts. Additionaly, this project
will develop new tactical systems for enhanced air vehicle survivability, precision optics, electronic warfare, advanced air breathing weapons and
training superiority systems. Studies under this project examine innovative approaches to non-invasive weapons detection, the use of laser and
fiber-optic technologies to increase the survivability and lethality of existing systems, and the development of miniaturized and technologicaly
advanced sensors, algorithms, and devices for monitoring assets.

(8)) Program Accomplishments/Planned Programs.

Fy 2003 | FY 2004 | FY 2005

High Power Fiber Lasers 6.954 11.787 13.770

(U)  TheHigh Power Fiber Lasers program will develop and demonstrate single mode fiber lasers with output powers of one kilowatt from a
single aperture. Tens of kilowatts output power and capability to scale to greater than hundreds of kilowatts output power and beyond will be
demonstrated through coherent combining of the output power from multiple fiber lasers. High power fiber lasers will provide a quantum leap in
defense capabilities by smplifying the logistic train and providing a deep magazine, limited only by electric power, in a compact footprint. For
theater/area defense and self -protection of combat platforms, they will provide speed of light engagement and flexible response against cruise
missiles, reconnaissance unmanned air vehicles (UAVS), and rockets.
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V) Program Plans:

- Demondtrate greater than 100-watt single mode polarized output power from a single large mode-field area fiber.
- Demongtrate greater than 1 kilowatt single mode polarized output power from a single large mode-field area fiber.

- Demondrate 1 kw single mode output power from coherently combining the out- power from greater than ten fiber lasers.

- Demondtrate tens of kilowatt output power and capability to scale to greater than hundreds of kilowatts output power.

FY 2003

FY 2004

FY 2005

High Powered Femto Second Laser Diodes

5.632

3.285

3.151

V) The development of high power, reliable semiconductor laser diodes with tunable femtosecond pulse widths and highly scalable power
levels, represents a technological advance of great potentia utility to the Department of Defense  The successfu demonstration of a compact,
efficient, and powerful laser diode system could lead to incredible advances in micromachining, communications, ultra-short pulse spectroscopy,
light detection and ranging (lidar), and directed energy applications.

(8)) Program Plans:

- Modd and evauate concepts for ultra-short pulse, high irradiance laser diodes and select mode locked grating coupled surface
emitting laser diodes (GCSEL ) and semiconductor optical amplification using chirped pulse amplification and compression.

- Deveop series of GCSEL-based ultra-short pulse, ultra-high power lasers culminating in a 1 milliJoule/200 femtosecond per pulse
laser system with a 10 kHz repetition rate that can fit into a shoebox. This representsa seven order of magnitude jump in the

performance of semiconducting laser diodes.
- Demongtrate ability of femtosecond laser to micromachine complex Defense parts.
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Super High Efficiency Diode Sources (SHEDS)

1.790

6.770

4.801

(U)  Thegoa of the SHEDS (formerly High Average Power Solid State Laser) program is to develop laser diodes that are 80% efficient in
converting electrical power to optical power. These will be used for supplying the optical power to ytterbium and neodymium solid state lasers
operating near 1060 nm. Such high efficiency laser pumps for these solid state lasers will lead to dramatic reductions in the size and weight of

100kW class diode pumped solid state lasers.

(9)] Program Plans:
- Achieve 80% efficiency from single diode bars.

- Achieve spectra range of 880nm to 980nm, the range for pumping directly into the upper laser level of Nd and Yh.
- Provide wavelength stabilization to prevent thermal drift of the diode bar wavelength outside of the range of high absorption of the

laser trangition.
- Achieve a power level of 480W/cnT per diode stack operating continuously.

- Achieve a peak power of 2000W/cnT for operating the stacks in a quasi-continuous wave (CW) mode with a duty cycle of no less than

25%.
- Achieve much more efficient diode stacks that will reduce the waste heat to one third of that generated by currently available diode
bars.
FY 2003 | FY 2004 | FY 2005
High Energy Liquid Laser Area Defense System (HELLADYS) 5221 10.804 20.841

(U)  Thegoal of the High Energy Liquid Laser Area Defense System (HELLADS) program is to develop a high-energy laser weapon system
(~150 kW) with an order of magnitude reduction in weight compared to existing laser systems. With aweight goal of less than 5 kg/kW,
HELLADS will enable high-energy lasers (HEL ) to be integrated onto tactical aircraft and UAV's and will significantly increase engagement
ranges compared to ground-based systems. This program initiative will investigate and validate a revolutionary laser design that enables a
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lightweight HEL weapon system. HELLADS will design, fabricate and test a prototype laser. A laboratory demonstration of key performance
parameters will be performed, followed by the fabrication and testing of a subscale HEL laser. Once key weapon system parameters have been
demonstrated, a full-scale 150 kW HEL weapon system will be fabricated and demonstrated. Finaly, the 150 kW HEL will be integrated into a
surrogate aircraft and key performance parameters will be demonstrated.

V) Program Plans:
- Conduct key technology demonstrations of resonator stability, laser gain, and system thermal performance.
- Develop and test a 10-kW sub-scale HEL system.
- Complete detailed design and initiate construction of 150 kW laser weapon system.
- Demongtrate performance of a 150 kW HEL system in a ground test.
- Integrate HEL system into surrogate aircraft.
- Demondtrate performance of a 150 kW HEL system in captive flight test.

Fy 2003 | FY 2004 | FY 2005

Laser Star 3.340 8.476 5.885

V) The Laser Star program will investigate technol ogies and techniques for improving laser guide star generation for adaptive optics
atmospheric compensation of laser propagation. Current technology makes use of either stratospheric Rayleigh backscatter or mesospheric
sodium resonance scattering. These techniques have been utilized to successfully demonstrate strategies for wavefront compensation, but suffer
from practical restrictions limiting operational utility. Rayleigh guide stars can be effectively generated to altitudes of 15 — 20 km, beyond which
decreasing air densities reduce the backscatter to the point where unrealistic laser powers are required for useful return signal. The atitude is
insufficient to provide full atmospheric sampling and suffers from sensor/target signal cancellation. Sodium resonance scattering is available to 90
km, which is an essentially complete atmosphere sample, but the return is monochramatic and cannot provide information about turbulence-
induced absolutetilt. Laser Star technologies are being devel oped to overcome these shortfalls.
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V) Program Plans:
- Complete concept design.
- Develop experiment design and procure long lead items.
- Conduct experiment.
- Anayze data and integrate with atmospheric compensation programs.

FY 2003 | FY 2004 | FY 2005

Coherent Communications, Imaging and Targeting 5518 8.872 12.800

V) The Coherent Communications, Imaging and Targeting (CCIT) program will provide powerful new capabilities for secure communication
up-links (multi-giga bits per second), and aberration free 3-dimensiona imaging (greater than 1000 kilometers) and targeting at very long ranges.
Innovative design concepts for MEMs based Spatia Light Modulators (SLMs), which provide a quantum leap in digital wavefront control, and
system integration of photonics and high-speed electronics will aso be explored. The CCIT program will devel op a scalable prototype system and
perform basic demonstrations of communications and imaging from ground to space in a highly aberrating environment. The CCIT system will
address the critical need for high-data-rate communications and imaging from land, sea and airborne platforms to space.

(U)  Thecounter svarm offense and defense project will explore innovative concepts for defending high value ships and ports against multiple
missiles, fast boats and airborne threats, and offense against multiple ground targetsin al weather conditions. New capabilities achieved by
advancesin SLMs dlow for seamless transfer or hand-off of digital radar target acquisition data. By imprinting target locations on SLMs,
multiple targets can be simultaneoudy designated in parallel with orthogonal codes consisting of spatial (amplitude) and temporal (phase)
modulations. This alows for asingle laser designator system to direct precision or semi-active laser guided munitions to a large number of
incoming closely spaced threats. In addition, the program will seek to decrease degradation of accuracy or cross talk between guidance signds by
assigning unique orthogonal codes to the interceptors to prevent spoofing.
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(U)  The high data-rate opticd communications project will exploit the characteristics of CCIT SLMs to dynamically generate orbital angular
momentum (OAM) of photons. Using SLMS to change the OAM of photons in real-time as opposed to simply modulating the amplitude of light

waves alows for significant improvement in data carrying capacity. The program will also develop system level architectures for secure free
space optical communication networks.

V) Program Plans:
- Develop 256x256 element spatia light modulators and integrated electronics, with pixel flatness of one fiftieth of a wavelength, 98
percent fill factor, eight bits of phase resolution and ten micro-second response time.
- Concept development of target acquisition and hand-off to SLM arrays.
- Develop concept for unambiguous resolution and detection of OAM dtates.
- Conduct computer modeling of OAM modification.
- Design laser transmitter and receivers.
- Develop orthogonal code.

- Develop prototype system with high-speed parallel electronics and demonstrate ground to space communication links and aberration-
free imaging.

FY 2003 | FY 2004 | FY 2005

High Performance Algorithm Development/Virtual Electromagnetic Test Range 10.116 11.775 13.409

(U)  Theprogramsin this area identify, develop and demonstrate new mathematical paradigms enabling maximum performance at minimum
cost in avariety of DoD systems applications. They will look for opportunities to aggressively leverage the power of mathematical representations
in order to effectively exploit the power of large-scale computational resources as they apply to specific problems of interest. They aso cultivate
theoretical breakthroughsin areas of basic mathematics having relevance to emerging Defense sciences and technologies. The products are
typically advanced agorithms and design methodologies. DARPA is pursuing the development of well-conditioned fast algorithms and strategies
for the exploitation of high-dimensiona data (i.e., data with a high number of degrees of freedom) in order to deal with a variety of complex
military problems including digital representation and analysis of terrain and other geospatia data, efficient high fidelity scattering computations
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of radar scattering for predictive design and exploitation of radar cross sections, and efficient automatic mapping and optimization of signal
processing kernels onto advanced Departmental computational hardware architectures.

(8)) Program Plans:

Demondtrate efficient, accurate predictive algorithms for electromagnetic scattering from objects composed of inhomogeneous and
anisotropic materials and including cracks, cavities gaps and thin edges; apply these codes to the accurate computation of radar cross
section (RCS).

Demonstrate efficient scattering codes capable of accurate computation of RCS for cruise-missile-sized vehicles with redlistic materia
boundary conditions and full complexity components including high fidelity computational electromagnetic modeling capability for
multisensor apertures and arrays. Expand to include dynamic and rough-surface scatterers with particular emphasis on radar signature
prediction and design for nava vessels.

Deveop innovative designs for analog systems with digita feedback control to extract high-level digital information from analog
sources, such as digitized speech phonemes from acoustical signals or matched filter values from radar signals.

Explore innovative mathematical representations of digital data and systems that provide improved efficiency and robustness against
error and uncertainty compared to current representations.

Design and implement unified digital representations for map, terrain, and other geospatia data that will support highly efficient
storage, query, and registration of geographical information from disparate sources.

Demonstrate localized representations for high-altitude gravity data that provide the precision of current representations with ten
percent of current storage requirements.

Develop and test algorithms to exploit the presence of multiple scattering and clutter (e.g., foliage canopy) to enable imaging in the
presence of multiple scattering and dispersion to enable image formation for acoustic, synthetic aperture radar, and active electro-optic
sensors. Exploit multiple scattering and clutter to enable increased communication bandwidth at fixed power in acoustic and wireless
applications.

Create new system-level agorithms that are able to design and guarantee performance of complex systems while managing the
uncertainty that is inherent in large, multiscale, highly interconnected systems where dynamics are important.

Apply modern agorithmic approaches to battlefield modeling using stochastic, algebraic, and differential equations as well as Hidden
Markov Models.

Develop approaches to software design and optimization to dramatically reduce time and cost of the production of high-performance
software for sensing and communications systems.
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Fy 2003 | FY 2004 | FY 2005

Integrated Sensing and Processing 8.494 8.697 8.139

(U)  Thelntegrated Sensing and Processing program will open a new paradigm for application of mathematics to the design and operation of
sensor/exploitation systems and networks of such systems by developing and applying novel optimization methodologies for integrating sensing,
processing, and information exploitation functionality in sensor systems. This program will create tools enabling the design and global
optimization of advanced sensor system architectures comprising fully interdependent networks of functional elements, each of which can fill the
roles and functions of severa distinct subsystemsin current generation sensor systems. Payoffs will include improved performance with reduced
complexity of hardware and software in awide variety of systems, including agile adaptive arrays for missile seekers, unmanned air vehicles, and
space-borne sensors; novel waveforms, adaptive waveform design and processing for object identification in dispersive and turbulent media; and
novel approaches to multiplexed hyperspectral chemical/biochemical sensing systems.

V) Program Plans:

- Develop and demonstrate new mathematical approaches to adaptive optimal control of tunable, mode-switchable, and configurable
sensor systems/networks in which detection, estimation, classification, and tracking requirements determine sensing system operating
parameters.

- Investigate extraction of high-level information directly from analog signals as part of the analog-to-digital conversion process,
alowing joint optimization of traditionally separate sensing and processing functions.

- Develop real-time waveform design and scheduling strategies for ambiguity reduction and clutter mitigation in pulse diversity radar
systems.

- Develop and demonstrate multiplex sensing, feature extraction and three-dimensiona imaging capability in passive interferometric
Sensors.

- Develop and demonstrate spatio-spectral feature extraction and four-dimensiona (three spatial, one spectral) reconstructionsin
passive interferometric sensors.

- Demongtrate feasibility of designs for quadrature thinning of two-dimensional conformal arrays that exhibit the same or better beam
patterns than conventional arrays using fewer transmit/receive modules.
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Develop information-theoretic metrics relating detection, estimation, classification, and tracking requirements to waveform structure
in active sensing systems and use these metrics to devise new classes of mathematically optimal waveforms.

FY 2003 | FY 2004 | FY 2005

Mission Specific Processing (MSP) 6.720 4527 4.023

(U)  The Mission Specific Processing (MSP) program extends Adaptive Computing Systems (ACS) technologies to support the design of
highly optimized embedded processors that are required in the most severely constrained DoD applications. ACS developed new approaches to
the design of computer hardware that incorporated dynamic configuration capabilities. The technology developed by this program will facilitate
high performance processing in future space based and miniature aero systems (unmanned air vehicles and missiles) that require extremely high
processing throughput while consuming the minimum possible volume, weight and power. The focusis on providing aten-fold gain in power-
performance over current standard cell ASIC designs by incorporating full-custom design optimizations into standard libraries.

V) Program Plans:

Conduct smulation and benchmarking of initial custom design techniques in the context of mission specific signal processing
requirements.

Develop detailed system architecture of wideband adaptive radar/electronic intelligence/seeker receiver enabled by M SP method.
Begin development of a wideband adaptive radar receiver based on M SP custom cell libraries and modules.

Demonstrate a ten-fold performance improvement in custom radar signal processing chips.

Complete library of key digital signal processing function kernels and supporting tool augmentations.

Complete development and demonstration of space-time adaptive processor for seeker-receiver.

Conduct first pass evaluation of semi -custom, full scale chip in a space-time adaptive receiver testbed.

Demondtrate full scale ASIC development using M SP architectures and techniques focusing on M SP design methodol ogies that
reduce design time requirements as compared with full custom.

Complete a demonstration that addresses system level issues and quantifies the increased performance relative to semi-custom ASIC
designs, field programmable gate arrays (FPGAS), and commercia off the shelf (COTS) processors.
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Fy 2003 | FY 2004 | FY 2005

Water Rocket 3.355 1.203 0.000

(U)  The Water Rocket program will support research and development of arobust concept for space power and propulsion supported by water
as areplenishable propellant and fuel. Water is an inexpensive and easily handled propellant. A regenerative fud cell system, enabled by
emerging new technologies, will be developed and demonstrated. The regenerative fuel cell will serve two purposes: 1) it will convert the water
to hydrogen and oxygen for use in thrusters, and 2) it will generate electricity while converting some of the hydrogen and oxygen back to water,
thereby replacing the heavy batteries routinely used in satellites to supply eectric power during nighttime. Asaresult of this program, future
spacecraft will be more easily maneuvered, moved into higher orbits, and refueled to accomplish advanced missions.

(9)] Program Plans:
- Perform criticd technology demonstrations and analysis of the system for the regenerative fuel cell and other developmental
components.
- Dedign, fabricate, and test a baseboard regenerative fud cell system demonstrating performance and endurance.

FY 2003 | FY 2004 | FY 2005
Training Superiority 5.950 12.338 15.029

(U)  The Training Superiority program will change the paradigm for the way the military trains by creating new approaches to increase
technical and physical competence as aresult of revolutionary new training techniques developed in this program. Passive teaching approaches,
including web-based training, will not succeed in instilling the skills and knowledge needed in the new land-battlefield, with higher demands on
fewer soldiers, including the need to control and interact with highly technical unmanned systems. These new training approaches will include
elements of human-tutor interactions and the emotiona involvement of computer games coupled with the fidelity and feedback of Combat
Training Center learning. In addition, these new training approaches will be linked into existing Service and Joint training systems to form a self-
sustaining architecture, allowing continuous on-demand training anywhere at anytime.
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V) Program Plans:

- Develop, demonstrate and validate a continuoudly available, on-demand combat training system for al forces in the skills needed for
successful performance across a comprehensive range of military operations, engagements and come-as-you-are wars.
- Develop, vaidate, demonstrate and deliver to military last-meter training systems that are focused on specific areas of performance

requirements (e.g., “seabag sized” air mission trainer, tactical language instruction).

- Create an overarching training architecture populated with scalable multiple last-meter training systems that will alow any unit or
individual, active, reserve, or civilian, to enter the virtual training world at any time, from any place, using existing hardware, and

receive training tailored to specific individua training needs.

- Exploit automated semantic analysis and multiplayer games to dramatically improve the training of teams and provide real-time

feedback on team performance.

- Explore approaches for creating high-level cognitive competence through “training” of related non-cognitive functions.

FY 2003

FY 2004

FY 2005

Language and Speech Exploitation of Resources Advanced Concept Technology Demo

0.940

0.688

0.129

V) DARPA'’s Babylon program is providing research and development to support speech trandation on small platforms for military-critica

languages. The speech integrated product team of the Language and Speech Exploitation of Resources Advanced Concept Technology

Demondration (ACTD) seeks to trangition this technology into ACTD-supported military utility assessments (MUAS). One of the competitively
selected DARPA devel opers has devel oped and perfected a technology for information extraction that will be applied for the first time to speech
trandation. Thistechnology will allow flexible and accurate trandation of varying utterances without requiring recognition and trandation of

every word in the utterance.

(8)) Program Plans:
- Refine capabilities of the two-way trandator for testing in MUAS.

- Develop trandator in Arabic dialect — alanguage for which substantial speech data have been collected and annotated as required to

develop speech recognizers.
- Integrate component technologies including:
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-- Speech recognition in English and Arabic.
--  Speech playback in Arabic and English.
-- Information extraction and trandation from Arabic to English.

- Port trandator to a second critical language (e.g., Vietnamese, Thai), for which little annotated speech data is now available.

- Install trandator on small, readily available platforms (e.g., laptops, handhelds).
- Test and evauate in the service labs supporting the ACTD.
- Provide trandators to the ACTD for MUAS.

FY 2003

FY 2004

FY 2005

Air Laser

0.000

0.000

6.000

(U)  TheAir Laser program will investigate the potential for a high energy laser (HEL) concept based on direct diode pumping of liquid
oxygen. If successful, the Air Laser could provide a safe, efficient hundred kilowatt-class HEL which combines the advantages of chemica and
solid state lasers and minimizes the disadvantages: it operates in the eye-safe wavelength regime; it uses liquid air as the gain medium and as the
diode array coolant, resulting in the reduction or elimination of a separate thermal control system; the use of efficient, high energy density diode
pump sources, results in a compact device much smaller than either chemical or solid state lasers; and its pulse length is variable from continuous

to sub-picosecond, alowing flexibility in weapons effects.

V) Program Plans:
- Perform system/utility analyses.
- Develop and demonstrate 4 kW laser design.
- Develop and demonstrate 20kW laser design.
- Develop 100 kW laser design.
- Develop kilowatt-class red diodes.
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FY 2003 | FY 2004 | FY 2005
Rapid Checkpoint Screening 0.000 1481 4.310

(U)  The Rapid Checkpoint Screening program (formerly Deception Detection funded from PE 0602301E, ST-28) will develop and
demongtrate techniques and sensors to detect life-threatening deceptions in military controlled portals such as military checkpoints that are

compatible with existing portal screen approaches.

V) Program Plans:

- ldentify physiological signals that correlate with deception including laser vibrometry, lidars, multi-spectra eye tracking, and short

range electrica potential.
- Vadlidate the measurement process.
- Establish new concepts for understanding deception processes on a scientific basis.

V) Other Program Funding Summary Cost:

Not Applicable.
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COST (In Millions) Fy 2003 | FY 2004 | FY 2005 | FY 2006 | FY 2007 | FY 2008 | FY 2009
Aeronautics Technology TT-07 21.739 16.229 41.760 46.377 39.314 29.285 29.256

(8)) Mission Description:

(U)  Aeronautics Technology efforts will address high payoff opportunities that dramatically reduce costs associated with advanced
aeronautical systems and/or provide revolutionary new system capabilities for satisfying current and projected military mission requirements. This
includes advanced technology studies of revolutionary propulsion and vehicle concepts; sophisticated fabrication methods and examination of
novel materials for aeronautic system applications.

V) Program Accomplishments/Planned Programs:

FY 2003 | FY 2004 | FY 2005
Micro Adaptive Flow Control (MAFC) 9.614 7.172 7.200

(V) Micro Adaptive Flow Control (MAFC) technologies enable control of large-scale aerodynamic flows using small-scale actuators. MAFC
technol ogies combine adaptive control strategies with advanced actuator concepts like micro-scale synthetic jets, microel ectromechanical systems
(MEM S)-based microactuators, pulsed-blowing, combustion actuators and smart structures to cause the delay, or prevention, of fluid flow
separation. MAFC technologies will be explored for applications such as download and drag reduction for air vehicles, adaptive lift-on-demand
for agile missiles and uninhabited tactical aircraft, supersonic boundary layer control, lightweight gas turbine engines, and low-drag, non-intrusive
methods to aerodynamically steer projectiles for extended range and precision.

(U)  Theprogram is entering Phase 11 where three of the most promising applications will be evaluated in full-scale adaptive flow control
demonstrations. The first Phase |11 demonstration took place in July 2003, and used synthetic jets on atiltrotor aircraft placed in the flap and
aileron to demonstrate flow control. Thistest reduced the download on the XV -15 by 14%. This amount of download reduction, if applied to the
V-22, would enable a payload increase of 1000 Ibs. Leading technical challenges include the development of robust actuators with the required
force, displacement, and bandwidth for robust applications, and the integration of novel actuators including combustion gas actuation, phased
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plasma actuators, and synthetic jets with MEM S-based flow sensors and embedded, adaptive controllers. These challenges require the
development of new approaches for power conditioning and distribution, and the definition and implementation of control system architectures,
including embedded sensing, data communication, processing and actuation. A second Phase |11 demonstration of the Boeing High Frequency
Excitation for Supersonic Weapons Release (HIFEX) system will be tested at Holloman Air Force Base on arocket ded in 2005. This system will
allow for safe weapons release at speeds in excess of Mach 2. The last Phase |11 demonstration will be the Georgia Tech Research Ingtitute
(GTRI) and Army Research Lab (ARL) Salf Correcting Projectile for Infantry Operations (SCORPION); currently a piezo-electric actuated

control system for 40mm grenades. Recent testing performed at the Aberdeen Proving Grounds in Aberdeen, MD demonstrated that firing the
piezo-electric actuator against the weapon’s coanda surface provides more than enough control authority to meet and exceed program goals. Three
full-scale demos will take place in 2005 with an emphasis on moving towards smaller caliber and faster weapons. The actuation system will also
be upgraded from piezo-electric to gas generating solid propellants.

(U)  Technologiesinvolving aerodynamic surface flow control will be further developed and refined under the Solid State Multifunctional
Micro Air Vehicle (SSMAYV) dfort. SSMAV will provide an order of magnitude improvement in control authority to navigate in complex
environments under gusts up to 20 mph by leveraging the use of solid state micro chemical thrusters (jets) embedded in the aerodynamic surface of
the micro air vehicle. Thiswill provide multi-functiondity that enables the aerodynamic surface to serve as a source of lift aswell as control and
sensing. The jets are used to locally disturb the flow over the vehicle in the low Reynolds number regime to enable high maneuverability and
precise navigation. In addition, the thrusters can be used to change the stall and drag properties of an air vehicle to rapidly dow it down from a
glide trgjectory to perch on the top of a building without being detected.

(8)) Program Plans:
- Executed Phase 1, high speed, closed loop technology demonstrations.
- Successfully executed MAFC download reduction testing on the XV -15.
- Continue to identify Phase 111 follow on efforts from the projects with the most promising Phase |1 resullts.
- Complete ded design and fabrication for HIFEX phase I11 test.
- Complete HIFEX system design and fabrication for HIFEX phase 11 test.
- Complete SCORPION system design and fabrication for SCORPION phase |11 test.
- Design and integrate SCORPION full-scale control system.
- Configure and execute Phase 11 full-scale technology demonstrations.
- Evaluate advanced composite manufacturing techniques for air vehicles and flow control.
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Develop SSMAV system level requirements, control authority, navigation accuracy.

Conduct detailed simulation studies to determine enhanced range and precision capability with chemical thruster jets.
Conduct experimental wind tunnel tests with candidate fixed wing/rotary wing micro air vehicle (2 to 6 inchesin size).
Conduct experimental wind tunnel tests with integrated chemical thruster jets to determine control authority improvement and
aerodynamic performance, i.e. stall characteristics of vehicles.

FY 2003 | FY 2004 | FY 2005

Small Scale Propulsion Systems (SSPS) 8.125 3.057 3.000

(V)

Concepts for anew, small scale class of propulsion systems will be developed in the size range from 0.5 cm to 7.0 cm in diameter, with

thrust levels from 10g to 10kg. They will enable future development of a new generation of very small weapons and military platformsincluding
micro air vehicles, unmanned combat air vehicles, missiles and space launch vehicles. Radica new capabilities to be explored range from shirt-
button-sized gas turbine and rocket engines to 7 cm scale gas turbine and pulse detonation engines. Engines may be explored at larger scale to
prove feasibility. Examples of new mission capabilities may include ddlivery of very small (200g) satellites to low earth orbit, extended range
small-scale precision munitions, and lightweight, long endurance miniature reconnaissance vehicles. These small-scale munitions would
complement emerging unmanned vehicle systems and greatly increase mission capabilities by simultaneoudly increasing loadout, range and

precision.

(V)

Program Plans:

Demonsgtrate aliquid-fueled micro-rocket with turbopumps operating with 1.5kg thrust.

Achieve diesel fuel operation of anovel crankless internal combustion engine.

Demongtrate a valve-less, high-frequency pulse detonation engine.

Demonstrate a 20:1 thrust to weight ratio on a small diesel-fueled turbojet engine.

Demonstrate multifunctional structure plus battery for micro air vehicle (MAV) wings that yield three times more duration than with
traditional wing structures and conventional batteries.

Investigate compatibility of optical flow and uncooled IR approaches with multifunctional structures to enhance surveillance

capability.
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FY 2003 | FY 2004 | FY 2005

Peregrine 0.000 0.000 1.410

(U)  The Peregrine Unmanned Air Vehicle (UAV) Killer program will develop asmall, low-cogt, high-endurance UAV, with a high dash
speed, capable of destroying most enemy UAV's. Unmanned air vehicles are an emerging threat. Small UAV s with GPS guidance systems have
reached such alow cost level that expendable UAV programs are now emerging and GPS capable avionics are available for the hobby market.
Current options to counter such athreat, especidly at high atitude, involve expensive ground launched anti-air systems or the exposure of manned
interceptor aircraft. The Peregrine program will develop and demonstrate a UAV interceptor aircraft that will utilize a dua propulsive power
system to provide very high endurance for the loiter and surveillance period, and a very high dash speed for intercept and kill. The program will
aso identify operating scenarios and system requirements for the protection zone approach for both domestic situations and regions of conflict,
and will develop a suitable system design and concept of operations.

V) Program Plans:
- System requirements definition.
- Develop concept design.
- Demondrate aircraft performance and kill capability.

Fy 2003 | FY 2004 | FY 2005

Walrus 4.000 6.000 10.000

(U)  Technologies previously reported under the Long Endurance Hydrogen Powered Unmanned Air Vehicle and the Unmanned Tilt Rotor
programs have been combined into the Walrus program; these include:  high-strength and low structural weight airframes; high efficiency
propulsion systems; and heavy-lift cargo transport. The Walrus program will develop and evauate avery large airlift vehicle concept that is
designed to fly heavier-than-air, unlike earlier generation airships. Asa*hybrid aircraft,” it will generate lift through a combination of
aerodynamics and gas buoyancy. The program will develop and construct a Walrus Advanced Technology Demonstration (ATD) air vehicle with
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comparable C-130 airlift capability, and will explore, develop, and demonstrate the system concepts of operation. Scalability of the concept will
also be demonstrated. An objective vehicle is envisioned to be capable of lifting over 500 tons across intercontinental distances, being able to
transport a Unit of Action (UA) from *Fort-to-Fight” as a complete integrated action-ready package of personnel and equipment. Additionaly,
Walrus may meet the multi-agency needs of common requirements for extended range airborne patrol, persistence and intra-theater support and re-
supply. Two advanced breakthrough technologies that will be investigated in the first phase are: vacuum / air buoyancy compensator tanks, and
electrostatic atmospheric ion propulsion. The program’s first phase will include system studies and development of a notiona concept of the
objective vehicle. Based on these studies and concept viability, the competitive second phase will lead to development, design, build and initial
flight test of the ATD vehicle. Funding is budgeted is PEO603285E, Project ASP-01 to continue the program past Phase I.

V) Program Plans:
- System definition and development of notional objective air vehicle concept having a payload capability circa 500 tons.
- Establish the feasibility of breakthrough technologies.
- Develop conceptual designs of ATD air vehicles that will validate the objective air vehicle concept.
- Perform conceptua design and trade studies of air vehicle variants for a variety of mission roles, including study of technology risk
reduction, architecture, survivability, and vehicle conservation.

Fy 2003 | FY 2004 | FY 2005

High Speed / Hypersonic Reusable Demonstration 0.000 0.000 15.000

V) This initiative continues work to design, develop and demonstrate a combined cycle engine and reusable hypersonic cruiser, and will be
conducted in conjunction with the Responsive Access, Small Cargo, Affordable Launch (RASCAL) and Force Application and Launch from
CONUS (FALCON) programs (PE 0603285E, Project ASP-02). Ultimately, the studies and devel opments under this project may result in the first
controllable, recoverable, and reusable hypersonic system demonstration. Initial designs will alow for either a manned or unmanned version, and
provide viable options for long-range strike and affordable access to space.
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V) Program Plans:
- Initiate design work for integration of combined cycle engine and reusable hypersonic vehicle with particular focus on engine
maturation; combustion control systems; high temperature and leading edge materials; inlet concepts; and aerodynamic control
mechanisms.

Fy 2003 | FY 2004 | FY 2005

Helicopter Rotor Blade Quieting 0.000 0.000 5.150

(8)) Studies and performance results from current U.S. military operationa systems, as well as other DARPA programs in this project, have
shown that it is vital to increase the survivability and lethality of U.S. helicopters by reducing their acoustic signature, thereby making them harder
to track and engage. The Helicopter Rotor Blade Quieting program will employ advanced technology to address this objective. Reducing acoustic
signature without sacrificing performance requires a significant departure from current rotor blade designs. Because of the exorbitant cost
associated with wind tunnel testing, novel blade design must rely on computational modeling to narrow down the experimental test matrix.
Today’s models are essentially empirical and therefore allow for only small excursions from existing blade designs. This program will address
this barrier to novel blade design by leveraging recent advances in computational fluid dynamics (CFD) to develop physics-based predictive
design tools that will yield blades with vastly improved acoustic characteristics. The predictive tools will be tested using existing data sets and
data collected from fully instrumented small-scale experiments. The tools will then be used to design new blades that yield a significant reduction
in low-frequency in-plane signatures compared to a baseline design.

(8)) ProgramPlans:
- Develop predictive blade design tools.
- Vadlidate modds using experimental data.
- Usethetools to design new bladesthat yield a significant reduction in low-frequency, in-plane signature.

V) Other Program Funding Summary Cost:

Not Applicable.
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Advanced Logistics Technology TT-10 19.401 19.662 15.000 0.000 0.000 0.000 0.000

(8)) Mission Description:

(U)  The objective of the Advanced Logistics Technology project is to revolutionize the way the DoD plans, executes, monitors, and
dynamically replans logistics support across the entire spectrum of operational environments from day-to-day routine peacetime operations to
disaster relief, non-combatant evacuation, peacekeeping, peacemaking, and minor and major contingencies. The project involves the creation of a
set of hardened functional information systems technol ogies and supporting business processes that support the development of military logistics
goplications that are survivable and secure even in the most hostile, chaotic wartime enviranments.

V) Program Accomplishments/Planned Programs:

Fy 2003 | FY 2004 | FY 2005

UltraLog 19.401 19.662 15.000

(U)  The UltraLog program provides technologies to make our highly distributed military logistics information systems inherently survivable
even in the most hostile kinetic and cyber warfare environments. UltraLog’ s technical focusiis to use intelligent agent technology to enhance the
robustness, stability and security of the core military logistics data and information processing, thereby resulting in aresilient and trustworthy
logistics system that can reliably adapt under harsh, dynamic conditions. UltralLog’s strategy is to pursue survivability research breakthroughsin
agent technology, and then validate them through integration into a large-scale logistics information system test-bed that supports highly detailed
component-level and systems-level assessment. The technologies developed under Ultral.og will ensure that future logistics information systems
can survive directed cyber attack (technologies include: dynamic Public Key Infrastructure management, information rovers, pedigree, dynamic
policy-based control, and random routing); can sustain operations in a chaotic kinetic warfare environment (technologies include: non-loca
persistence, distributed consistency checking, agent-based fault tolerance, and dynamic communications-aware redundancy and adaptation); and
deal with the complexity of multiple current operations ranging in tempo from peacetime training to major regional contingencies with proper
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management of plans and priorities (technologies include: assured convergence, adaptive configuration, variable fidelity processes and reactive
plan-space management).

(8)) Program Plans:

- Develop, integrate and evaluate technologies providing dynamic information security and agent system survivability for sustained
wartime logistics operations in a harsh kinetic and information warfare environment.

- Conduct rigorous assessments by external, independent evaluation teams to verify and validate the concept of operations and technical
architecture of the approach, as well as establish specific system component survivability and overal logistics systems functionality
under stress.

- Create a prototype 1000-agent logistics information system that is capable of operating under directed adversary cyber attack and
absorbing significant infrastructure loss, with acceptable capabilities and performance degradation during high-tempo military
operations.

- Develop, integrate and evauate technologies to control and optimize the overall supply flow and inventory strategies for logistics
support across the joint battlefield, alowing different commodity chainsto operate as complex adaptive networks, rather than asfixed
logistics chains.

(8)) Other Program Funding Summary Cost:

Not Applicable.
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Network Centric Enabling Technology TT-13 0.000 33170 53.918 68.431 71.329 74.189 88.744

(8)) Mission Description:

(U)  This project provides technology to build mission applications explicitly tailored to network-centric system architectures. Mission
applications include signal processing, detection, tracking, identification, planning, and control functions. These applications will integrate: (1)
external sensors that provide data on targets and their mission contexts; (2) external platforms, both air and surface, that deliver sensors and
munitions to designated areas; and (3) external communications networks that provide connectivity between computing nodes located on the
platforms, at field command centers, and at headquarters. The mission applications share data to form consistent operating pictures of the
battlespace, tailored to the needs of commanders at each node. They also negotiate plans for future operations based on mission needs presented at
each node. To maintain focus on operationally relevant problems, the technical goals are posed and evaluated in the context of robotic forces.
These are defined ascollections of afew dozen robotic platforms whose operations must be coordinated to achieve specified mission goals.

(U)  Technologies developed in this project enable locaized, distributed and cross-platform collaborative processing. This allows networks of
sensors to rapidly adapt to changing force mixes, communications connectivity and mission objectives. Technologiesare demonstrated and
evaluated in the laboratory and in hardware-in-the-loop demonstrations. Demonstrations employ both stationary and autonomous mobile
platforms. Operationa benefits are (1) smaller forward deployment of image and signa anaysts; (2) consistent integration of target and
environment information; and (3) flexible operational tactics and procedures for finding evasive targets in difficult environments.

V) Program Accomplishments/Planned Programs:

Fy 2003 | FY 2004 | FY 2005

Network Embedded Systems Technology 0.000 15.293 15.255

V) The Networked Embedded Systems Technology (NEST) program provides robust coordination and synthesis services for sensor network
systems. These are the key software building blocks needed to enable ad hoc or structured sensor networks consisting of elementary nodes to
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work together. Applications of these systems include localization of snipers by collaborative sensor fusion in real-time (i.e., within two seconds),
sensor network based tripwires and chokepoints for detection and discrimination of personnel and vehicles, helmet- or vehicle-mounted sensor
arrays for detecting being painted by laser and targeting the source, wide area 24/7 surveillance of long linear structures such as pipelines and
borders, etc. These applications require anywhere from afew tens of simple computing nodes arrayed in a network in an ad hoc manner to severa
tens of thousands of nodes. NEST produces reusable software libraries and design tools that simplify the design task for all such applications.
This program was previously funded in PE 0602301E, Project ST-19in FY 2002 and FY 2003.

(9)] Program Plans:
- Design deterministic and probabilistic methods for self-stabilizing protocols for lightweight coordination services such as global clock
synchronization, sensor localization, etc.
- Develop design tools for the customization of coordination-services to specific applications based on application requirements and
platform characteristics.
- Develop formal modeling and verification techniques for coordination-services and for integrating them.
- Conduct field experiments and demonstrations of NEST technology in a variety of sensor network monitoring and tracking
applications of relevance to the Specia Forces, the Marines, and the Army.
- Demongtrate real-time synthesis of schedules (e.g., for actuator firing sequences) and services (e.g., for localization, route planning)
using phase trangition-aware constraint solvers.
- Develop tools for the automatic composition and verification of application-specific coordination service packages. Demonstrate the
utility of these tools in a fully integrated system consisting of alarge network of heterogeneous sensors.
- Develop tools for remotely reprogramming large scale sensor networks, and services for authentication, and data encryption in such
networks.
FY 2003 | FY 2004 | FY 2005
Combat Zones That See (CZTS) 0.000 0.000 6.213
(U)  The Combat Zones That See (CZTYS) project improves force protection for warfighters in foreign urban environments. CZTS provides

close-in sensing and extended reconnai ssance capabilities using a network of video sensors. CZTS tracks vehicles over wide urban areas using
sparse arrays of video cameras, and automatically detects vehicles that may be involved in hogtile activities based on the observed tracks. This
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network will produce far too much data for human analysis, so advanced video understanding a gorithms embedded in commerciak-off-the-shelf
hardware systems will monitor video feeds automatically. Reconnaissance, surveillance, and targeting information needed to provide close-in,
24/7 support for military operations in urban terrain (MOUT) will then be generated. CZTSwill enable vehicle identification with a 10,000-fold
reduction in the bandwidth required to transmit key data across the camera network, and provide the capability to track vehicles non-continuously
across extended distances. The CZTS god is to demonstrate technology packaged into a flexible system deployable from ground positions and
from unmanned aerial vehicles.

(9)] Program Plans:
- Develop, ingdl and evauate a Force Protection prototype, on a military base, that employs approximately 30 cameras.
- Demonstrate sustained tracking of individual vehicles using sensors whose fields of view do not overlap.
- Usevehicletrack datato calibrate cameras, learn patterns of activity, and retrieve similar or related events from atrack database.
- Employ maotion-pattern analysis to assist in finding common elements among collected tracks.
- Develop techniques to optimize the location and orientation for emplacing cameras.
- Develop methodologies for the efficient and timely management of the video network.
- Deveop, install and evaluate a MOUT-configured prototype using approximately 100 rapidly deployed cameras.

Fy 2003 | FY 2004 | FY 2005

Automated Battle Management 0.000 9.800 15.800

(U)  The pace of battle will continue to increase as more capable platforms, and more effective communication networks, become operational .
While experienced commanders will aways be needed to formulate strategy and select tactics, the increased pace of battle will require more
automation of low-level decision processes such as route-finding, weapon/target pairing, and sensor scheduling. Some elements of these
processes, such as collision avoidance and navigation, will be embedded in each platform. However, groups of platforms will be able to execute
cooperative tactics to achieve coordinated effects. This cross-platform coordination and synchronization requires new technologies that can carry
out aggregate maneuvers and tasks while leveraging the functions embedded in each platform. This program develops novel technologies for
multi-platform, automated battle management at the tactical level, in the air, on the ground, and within mobile sensor networks.
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The Mixed Initiative Control of Automa-teams (MICA) program develops a gorithms, software, modeling and simulation capabilities to
perform multi-level planning, assessment and control of distributed, autonomous combat forces. MICA provides a commander with the
operational and mission planning tools to select optimal team composition, to perform dynamic tasking and re-tasking of teams, and to
generate cooperative routes for autonomous Unmanned Air Vehiclesin stressful operational missions, especialy suppression of enemy air
defenses. Mixed initiative control will develop collaborative strategies and tactics for these teams under the supervision of asingle human
operator, with adjustable autonomy determining the degree of human authority desired or required during task execution. Through the
exploitation of control science metrics for stability, performance and robustness, these teams of cooperative, autonomous vehicles such as
Unmanned Combat Air Vehicles will accommodate uncertainty in both the operating environment and feedback information, as well as
address the presence of an intelligent adversary and fixed/maobile threats in the battlespace. An open experimental platform will be
employed to evaluate these hierarchical battle management and control methodol ogies with humans-in-the-loop, initialy in a smulation
and subsequently in a hardware demonstration.

The Organic Ground Battle Management program is an outgrowth of the Mixed Initiative Control of Automa-Teams (MICA) program. It
will enable continuously synchronized reconnaissance, surveillance, and targeting in highly automated ground operations. |t
accommodates warfighter maneuver, fires and communications. The program develops methods of rapid search for threats Threat
search considers: mission plan, responsive collection of data on local terrain features for route planning, automated search for obstacles
and barriers, adjustment of maneuver plan as surveillance results appear, generation of routes around unsearchable threat areas, and
positioning and repositioning of communications relays. The program devel ops techniques for employment of indirect fire as probes It
automates the weapon-to-target assignment and provides integrated weapon guidance and re-assignment. The Organic Ground Battle
Management effort will speed insertion of automated ground forces. It promises reduced forward staffing and aleaner logistical trail asit
increases the speed and effectiveness of missionsto eliminate or avoid threats. The program supports integrated planning of manned and
robotic forces while enabling small staffs to produce quality plans and actions.

The Organic Sensor Exploitation Network (OSEN) program will develop rapid, highly autonomous techniques for sensor exploitation,
leveraging technology from the NEST program and support autonomous sensor networks in ground warfare. It is developing technology
to: (1) permit on-board exploitation of sensor data from remotely deployed sensor nodes; (2) support correlation of information developed
across different platforms; (3) detect, track and identify targetsin the field of view of a platform; (4) cue other sensors to acquire a target;
and (5) hand off targets to other platforms as targets move through different sensor fields of view. OSEN system studies will evaluate the
relative value of different sensor mixes against low-flying aircraft, ground vehicles, dismounted infantry and irregular forces. Sensor
candidates include electro-optical, infrared, radar, passive RF, acoustic, seismic, and magnetics that may be fixed or mounted on mobile
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(V)

platforms. The program accommaodates variable communications connectivity; models predict changes caused by line-of -sight occlusions.
The god of OSEN is to provide network-enabling technology for processes currently performed at centralized ground stations and
analysis centers. The objective is to move processing closer to the sensor to reduce the need for expensive communications back to a
central site, and provide robustness to unexpected loss of platforms, communications disruptions and unpredictable target behavior.

Program Plans:
Mixed Initiative Control of Automa-teams

Apply and refine agorithms and software to assign autonomous combat vehicles to task-oriented teams.

Apply and refine algorithms and software to assign mission-derived subtasks to each combat vehicle in a team.

Apply and refine algorithms and software to generate event schedules and collaborative routes for each combat vehicle in ateam,
with collision avoidance and self-reorganization in the presence of fixed/mobile threats.

Apply and refine algorithms and software supporting dialog between human commanders/operators and semi-autonomous entities
to communi cate recommended courses of action, appropriate feedback information and decision tuning parameters.

Deploy athird phase open experimental simulation platform stressing multi-team coordination and cooperative planning of sensor
and weapon platforms against difficult ground targets with responsive operator control and intervention.

Demonstrate cooperative management of 2-5 teams of 5-10 platforms and one operator with team self-organization in the presence
of active threats.

Organic Ground Battle Management

Extend recent advances in distributed resource management to address ground warfare.
Develop additional adversarial reasoning techniques to anticipate enemy responses.
Evauate results with non-operational robotic platforms at a ground warfare training facility.

Organic Sensor Exploitation Networks (OSEN)

Define representative sensor mixes and operational scenarios.
Perform analytical trade studies to generate representative sensor network components and tactics.
Deveop a network node architecture that is adaptable to the devices present at that node.

Prototype candidate agorithms for each function (search, detect, track, identify, correlation, handoff) based on alternative
technologies.
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-- Evaluate candidate algorithms in a synthetic environment to calibrate and verify performance models.
-- Insert selected agorithms into a hardware-in-the-loop testbed. Demonstrate practical utility and verify system performance.

Fy 2003 | FY 2004 | FY 2005
Eyes-On System 0.000 3132 5.350

(U)  Thegod of the Eyes-On (EyO) program is to develop multifunctional information gathering capability for an air launched micro-
Unmanned Air Vehicle (micro-UAV). EyO employs very high-resolution, commercia off-the-shelf electro-optical/infrared sensors integrated into
a low-signature sensing platform. Commanders can employ the systemto achieve visua humarntin-the-loop confirmation of targets by going
close-in and under-weather. Pre-surveying the engagement zone for collateral damage avoidance will support go/no-go attack decisions under
restrictive rules of engagement. A limited loitering capability will also allow Eyes-On to support real-time bomb damage assessment following an
attack. EyO utilizes line-of -sight RF communications and local command and control system technologies to deliver exquisite just-in-time visual
confirmation to the warfighter. The program is developing the capability to support discrimination between non-combatants and combatants. Asa
forward-deployed, loitering micro-robotic forward area controller, EyO could support long range weapon delivery by monitoring the target area
throughout the weapon fly-out. EyO is adapting existing sensor and platform designs and fabricating prototype smal UAVs in prototype
guantities. Each prototype congists of the air vehicle, a sensor package, flight control system, and data link to the launch platform.

V) Program Plans:
- Define system architecture to include command and control requirements.
- Anayze tradeoffs between sensing performance, target location and referencing designs, data rates, and smart processing aboard the
small UAV.
- Develop candidate designs at different points of these tradeoff curves.
- Simulate each design over a suite of missions, and select the one that provides the best overall actionable-ID capability.
- Brasshoard and install the selected sensor, signal processing, flight control and data link software on a recoverable test platform.
- Construct and test compl ete prototype systems.
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Urban Warfare Robotic Surveillance (URS) 0.000 0.000 2.000

(U)  TheUrban Warfare Robotic Surveillance System (URS) program will develop new mobile sensor systems, carried on both long-endurance

ground and short-endurance air platforms, to support warfighter operations in constrained urban environments. URS is exploring amix of sensor
technologies (EO/IR video, active optics, radar, acoustic, magnetic, chemica and RF direction finding). Sensors are being tested in environments
characterized by complex multipath propagation, limited lines of sight and frequent obscuration. Platforms and sensor networks are designed to
operate in urban exterior, underground and indoor environments. Communications repeaters and routers are included for terrestrial connectivity
to al platforms. They also provide for autonomous operation if communications are interrupted. The program includes means to resupply fuel
and power to forward-deployed platforms. A program demonstration will deliver a prototype robotic squad that will provide integrated urban
surveillance to augment or replace dismounted infantry in dangerous operations. URS missions include route clearing, flank protection, tunnel

clearing, scout and peacekeeping operations in urban environments.

(V) Program Plans:
- Select abasdline set of sensors, data links and platforms.
- Design aflexible physical and logical architecture for a baseline URS system.
- Derive tasks and functions from standard urban reconnai ssance operations plans.

- Construct a software testbed where candidate system components can be exercised in a synthetic urban battlespace.
- Develop aternative sensor models and algorithms (signal processing, object detection, object recognition, mapping, correlation,

tracking, and route generation and communications management).

- Compare alternatives in the synthetic testbed. Select combinations that offer the most robust and effective performance.

- Build a hardware testbed incorporating selected component sensors and algorithms.

- Exercisetest platformsin a series of increasingly difficult mission/environment combinations.

- Improve sensors or agorithms that limit performance.
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Fy 2003 | FY 2004 | FY 2005

Home Field 0.000 0.000 3.500

(U)  TheHome Field program will develop sensor and sensor control networks that rapidly and reliably acquire al the information needed to
plan and execute military operations. It will acquire information with sufficient detail and accuracy to take away the “home field advantage”
enjoyed by opponents. Detailed mobility maps to support ground vehicle routing will be inferred and generated, and detailed visibility data to
support sensor positioning will be derived that will maximize coverage and minimize detectability. 1t will build high fidelity
multiphenomenological bases for change detection that can cue searches for targets, and anticipate changes due to current or impending
meteorological events. Real-time context information to sensor managers, maneuver controllers, weapons operators, and commanders will be
supplied. The program will help filter natural change from artificial change indicative of human (threat) activity. It will permit operation of
military forces in hostile terrain normally deemed favorable to opponents because of their historical familiarity with hide points, sight lines, and
mobility characteristics. Finaly, Home Field will provide selective, highly detailed context information to commanders of field units, and to
battle management systems for unmanned ground forces.

(9)] Program Plans:
- Demonstrate a 3D model construction method that can use distributed video cameras operating in a mixed contrast environment.
- Demondtrate the ability to extract architectural features such as windows and doors from close-in imagery.
- Demonstrate an effective man-machine interface to edit/update the extracted features.
- Demonstrate prototype planning tools that leverage the extracted urban feature set.
- Demonstrate a model update approach that keeps the urban cartographic representation current.

FY 2003 | FY 2004 | FY 2005

Adaptive Reflexive Middleware Systems 0.000 4.945 5.800

(U)  The Adaptive and Reflective Middleware Systems (ARMS) program develops fully integrated open system computing and information
architecture. Initid focus is on the Tota Ship Computing Envir onment (TSCE) in the DD(X) Future Surface Combatant Family of Ships. The
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technology is applicable to other network-centric DoD systems. The TSCE executes all tasks and mission applications optimized at the platform
level, rather than the sub-system level. Autonomous TSCE systems require middleware and frameworks that adapt robustly to quantifiable
changes in environmental conditions. ARMS middleware coordinates the exchange of information predictably, scalably, dependably and securely
between remote entities. For this it employs advanced Quality of Service (QoS) capabilities of the underlying network and end systems. ARMS
was p