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UNCLASSIFIED

Defense Adv Research Projects Agcy
FY 2008/2009 RDT&E PROGRAM EXHIBIT R-1

APPROPRIATION: 0400D Research, Development, Test & Eval, DW Date: 12 JAN 2007

Program Thousands of Dollars S
Line Element E
No Number Item Act FY 2006 FY 2007 FY 2008 FY 2009 cC
2 0601101E Defense Research Sciences 01 127,893 145,239 152,622 156,242 U
Basic Research 127,893 145,239 152,622 156,242
11 0602303E Information & Communications 02 190,970 234,065 229,739 284,646 U
Technology
12 0602304E Cognitive Computing Systems 02 159,244 180,003 179,728 202,439 U
13 0602383E Biological Warfare Defense 02 132,814 112,814 99,137 106,982 U
16 0602702E Tactical Technology 02 337,210 359,936 374,717 436,842 U
17 0602715E Materials and Biological 02 271,356 298,147 306,022 303,363 U
Technology
19 0602716E Electronics Technology 02 220,011 239,370 213,529 219,844 U
Applied Research 1,311,605 1,424,335 1,402,872 1,554,116
32 0603286E Advanced Aerospace Systems 03 50,272 80,474 86,385 95,703 U
33 0603287E Space Programs and Technology 03 210,736 253,950 224,551 225,238 U
47 0603739E Advanced Electronics Technologies 03 197,318 243,728 220,548 232,383 U
51 0603760E Command, Control and 03 207,852 227,626 256,868 267,786 U
Cormmunications Systems
52 0603764E Land Warfare Technology 03 107,171 44,805 24,711 32,612 U
53 0603765E Classified DARPA Programs 03 156,107 151,025 188,188 210,801 U
54 0603766E Network-Centric Warfare Technology 03 120,486 163,755 151,641 181,971 U
55 0603767E Sensor Technology 03 167,962 188,781 196,462 219,407 U
56 0603768E Guidance Technology 03 87,989 142,826 127,777 121,704 U
Advanced Technology Development (ATD) _ijgagjé;; _ijiééjg;é —17;;;:£;£ _ijgé;jgég
149 0605502E Small Business Innovative Research 06 75,061 U
157 0605898E Management HQ - R&D 06 48,765 48,766 52,992 63,700 U
RDT&E Management Support _Aviigjégé __—_;é:;ég ____557555 -___557;55
PAGE D-37
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UNCLASSIFIED

Defense Adv Research Projects Agcy
FY 2008/2009 RDT&E PROGRAM

APPROPRIATION: 0400D Research, Development, Test & Eval, DW

Program Thousands of Dollars
Line Element
No Number Item Act FY 2006 FY 2007 FY 2008
169 0909999k Financing for Cancelled Account 06 1,500
Adjustments
RDT&E Management Support 1,500
Total Defense Adv Research Projects Agcy 2,870,717 3,115,310 3,085,617

UNCLASSIFIED

EXHIBIT R-1

Date: 12 JAN 2007

FY 2009

3,361,663

PAGE D-38
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UNCLASSIFIED

RDT&E BUDGET ITEM JUSTIFICATION SHEET (R-2 Exhibit) P February 2007
APPROPRIATION/BUDGET ACTIVITY R-1 ITEM NOMENCLATURE
RDT&E, Defense-wide Defense Research Sciences
BA1 Basic Research PE 0601101E
COST (In Millions) FY 2006 FY 2007 FY 2008 FY 2009 FY 2010 FY 2011 FY 2012 FY 2013
Total Program Element (PE) Cost 127.893 145.239 152.622 156.242 159.959 160.596 161.617 166.596
Bio/Info/Micro Sciences BLS-01 44.652 41.166 42.635 48.926 54.925 55.925 62.946 66.925
Information Sciences CCS-02 18.373 26.930 29.567 30.627 28.314 27.951 26.951 27.951
Electronic Sciences ES-01 28.563 35.860 37.588 32.751 31.752 31.752 27.752 27.752
Materials Sciences MS-01 36.305 41.283 42.832 43,938 44,968 44,968 43,968 43,968

(9)] Mission Description:

()] The Defense Research Sciences Program Element is budgeted in the Basic Research Budget Activity because it provides the technical
foundation for long-term National Security enhancement through the discovery of new phenomena and the exploration of the potential of such
phenomena for Defense applications. It supports the scientific study and experimentation that is the basis for more advanced knowledge and
understanding in information, electronic, biological and materials sciences.

L) The Bio/Info/Micro Sciences project will explore and develop potential technological breakthroughs that exist at the intersection of
biology, information technology and micro/physical systems to exploit advances and leverage fundamental discoveries for the development of new
technologies, techniques and systems of interest to the DoD. Programs in this project will draw upon information and physical sciences to
discover properties of biological systems that cross multiple biological architectures and functions, from the molecular and genetic level through
cellular, tissue, organ, and whole organisms’ levels.

U) The Information Sciences project supports long term national security requirements through scientific research and experimentation in
new computational models and mechanisms for reasoning and communication in complex, interconnected systems. The project is exploring novel
means to exploit computer capabilities; enhance human-to-computer and computer-to-computer interaction technologies; advance innovative
computer architectures; and discover new learning mechanisms and innovations in software composition. It is also fostering the computer science
academic community to address the DoD’s need for innovative computer and information science technologies.

UNCLASSIFIED

R-1 Line Item No. 2

Page 1 of 32 1



UNCLASSIFIED

RDT&E BUDGET ITEM JUSTIFICATION SHEET (R-2 Exhibit)

DATE
February 2007

BA1 Basic Research

APPROPRIATION/BUDGET ACTIVITY R-1 ITEM NOMENCLATURE
RDT&E, Defense-wide Defense Research Sciences

PE 0601101E

(8)) The Electronic Sciences project explores and demonstrates electronic and optoelectronic devices, circuits and processing concepts that will
provide: (1) new technical options for meeting the information gathering, transmission and processing required to maintain near-real time
knowledge of the enemy and the ability to communicate decisions based on that knowledge to all forces in near-real time; and (2) provide new
means for achieving substantial increases in performance and cost reduction of military systems providing these capabilities.

U) The Materials Sciences project is concerned with the development of: high power density/high energy density mobile and portable power
sources; processing and design approaches for nanoscale and/or bimolecular materials, interfaces and microsystems; materials and measurements

for molecular-scale electronics and spin-dependent materials and devices.

(U)  Program Change Summary: (In Millions) FY 2006 FY 2007 FY 2008 FY 2009
Previous President’s Budget 133.308 150.690 153.460 156.242
Current Budget 127.893 145.239 152.622 156.242
Total Adjustments -5.415 -5.451 -0.838 0.000
Congressional program reductions 0.000 -13.501
Congressional increases 0.000 8.050
Reprogrammings -2.000
SBIR/STTR transfer 3415

V) Change Summary Explanation:

FY 2006 The decrease reflects SBIR/STTR transfer and a reprogramming of the Infotonics Research congressionally

added funding to the Army.

UNCLASSIFIED
R-1 Line Item No. 2
Page 2 of 32



UNCLASSIFIED

. DATE
RDT&E BUDGET ITEM JUSTIFICATION SHEET (R-2 Exhibit) February 2007
APPROPRIATION/BUDGET ACTIVITY R-1 ITEM NOMENCLATURE
RDT&E, Defense-wide Defense Research Sciences
BA1 Basic Research PE 0601101E
FY 2007 The decrease reflects the net effect of congressional program reductions to Bio Interfaces, Computer Science

Study Group, Carbon Nanotube RF Devices, Nanoscale/Biomolecular and Metamaterials, Spin Dependent
Materials and Devices, and Section 8106 Economic Assumptions; offset by six congressional adds in the areas
of Next-Generation Protective Gear, Genomics, Alternative Futures, Defense Research Scholars program, Drug

Discovery and Development and Material research.
FY 2008 The decrease reflects very minor program repricing.

UNCLASSIFIED
R-1 Line Item No. 2
Page 3 of 32
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UNCLASSIFIED

o DATE
RDT&E BUDGET ITEM JUSTIFICATION SHEET (R-2 Exhibit) February 2007
APPROPRIATION/BUDGET ACTIVITY R-11TEM NOMENCLATURE
RDT&E, Defense-wide Defense Research Sciences
BA1 Basic Research PE 0601101E, Project BLS-01
COST (In Millions) FY 2006 | FY 2007 | FY 2008 FY 2009 | FY 2010 | FY 2011 FY 2012 | FY 2013
Bio/Info/Micro Sciences BLS-01 44.652 41.166 42.635 48.926 54.925 55.925 62.946 66.925

(9)] Mission Description:

(8)] This project is investigating and developing the intersections of biology, information technology and micro/physical systems to exploit
important technological advances and leverage fundamental discoveries for the development of new technologies, techniques, and systems of
interest to the DoD. This research is critical to the development of rapid responses to engineered biological warfare agents, radically new
biomolecular computers, and novel materials for the DoD. Programs in this project will draw upon the information and physical sciences to
discover properties of biological systems that cross multiple scales of biological architecture and function, from the molecular and genetic level
through cellular, tissue, organ, and whole organism levels. This project will develop the basic research tools in biology that are unique to the
application of biological-based solutions to critical Defense problems. This project is also providing the supporting basic research for the effort to
revolutionize prosthetics.

(V) Program Accomplishments/Planned Programs:

FY 2006 | FY 2007 | FY 2008 | FY 2009

Bio Interfaces 3.900 5.000 7.960 10.925

(8)] The Bio Interfaces program will support scientific study and experimentation, emphasizing the interfaces between biology and the
physical and mathematical/computer sciences. This unique interaction will develop new mathematical and experimental tools for understanding
biology in a way that will allow its application to a myriad of DoD problems. These tools will help exploit the advances in the complex modeling
of physical phenomena such as Electro-Magnetic Pulse (EMP) and blast with biological tissues and cells in order to understand and prevent the
deleterious effects of traumatic brain injury. It is also expected that understanding the fundamentals of biology will aid in developing tools to
understand complex, non-linear networks and force structures.

UNCLASSIFIED
R-1 Line Item No. 2
Page 5 of 32 5



UNCLASSIFIED

_ DATE
RDT&E BUDGET ITEM JUSTIFICATION SHEET (R-2 Exhibit) Fobrury 2007
APPROPRIATION/BUDGET ACTIVITY R-1 ITEM NOMENCLATURE
RDT&E, Defense-wide Defense Research Sciences
BA1 Basic Research PE 0601101E, Project BLS-01

(0)] Program Plans:

— Develop predictive biological models that take into account the materials and chemical properties of the brain to account for all blast
effects including characteristics of the pressure wave, electromagnetic pulse, acoustics, etc.

— Exploit understanding of predictive blast/brain models to develop methods for preventing and treating traumatic brain injury due to
blast.

— Demonstrate and validate novel mathematical tools for analyzing and interpreting complex data sets obtained from complex biological
systems and behavior. Extend these tools to other problems of interest to DoD.

— Develop new mathematics that predict fundamental biological processes across biological size and time scales.

FY 2006 | FY 2007 | FY 2008 | FY 2009

Biological Adaptation, Assembly and Manufacturing 9.000 11.300 9.175 11.000

(8)] The Biological Adaptation, Assembly and Manufacturing program will examine the structure, function, and informational basis
underlying biological system adaptation, particularly to harsh environments, and the factors employed by the organism to assemble and
manufacture complex biological subsystems. The unique stability afforded biological systems in their ability to adapt to wide extremes of physical
and endurance (e.g., heat, cold, and sleeplessness) parameters will be examined and exploited in order to engineer stability into biological systems
required for the military (such as blood or other therapeutics). In addition, the fault tolerance present in biological systems will be exploited in
order to assemble and manufacture complex physical and multi-functional systems, both biological and abiotic. Further activity in this area will
investigate the adaptability of the brain to information processing and situational awareness. Applications to Defense systems include the
development of chemical and biological sensors, and improved battlefield survivability of the warfighter.

(U) Program Plans:
— Identify promising strategies in nature that allow organisms to survive under environmental extremes and adapt those strategies to
other cells, tissues, organs and organisms, including platelets and red blood cells.
— Understand how cells differentiate/heal into functional tissues using naturally occurring mechanisms and adapt these naturally
occurring mechanisms to develop the ability to replace scarring with fully regenerated tissue and structure at a wound site.

UNCLASSIFIED
R-1 Line Item No. 2
Page 6 of 32 6



UNCLASSIFIED

_ DATE
RDT&E BUDGET ITEM JUSTIFICATION SHEET (R-2 Exhibit) Fobrury 2007
APPROPRIATION/BUDGET ACTIVITY R-1 ITEM NOMENCLATURE
RDT&E, Defense-wide Defense Research Sciences
BA1 Basic Research PE 0601101E, Project BLS-01

— Determine which enteric bacteria that naturally occur in the gut can eliminate harmful bacteria and demonstrate that those bacteria can
reduce the occurrence of diarrhea by 50%.

— Demonstrate the adaptation of bacteria to the digestion of cellulose in disaccharides to enable the ability to use fiber as nutrition and
for the prevention of dysentery.

— Develop the fundamental understanding necessary to provide a single-step culture system that supports the differentiation of
hematopoietic progenitor cells to mature megakaryocytes as a first step toward the reliable production of human blood products for
battlefield use.

FY 2006 | FY 2007 | FY 2008 | FY 2009

Nanostructure in Biology 11.252 11.666 13.500 16.001

(8)] The Nanostructure in Biology program will investigate the nanostructure properties of biological materials to better understand their
behavior and accelerate their exploitation for Defense applications. This new information about biomolecules will provide important new leads
for the development of threat countermeasures, biomolecular sensors and motors, and molecular interventions to maintain human performance in
the battlefield. This program will also develop approaches to mathematically predict, a priori, the structure of biological materials, especially
proteins, based on the desired performance. This will enable the rapid design of new biosensors against previously unknown threats and the
design of advanced catalysts based on biological activity to produce new materials of interest to DoD (e.g., tailored explosives). The program will
also create technology to reliably integrate nanoscale and microsystems payloads on insects that will extract power, control locomotion, and also
carry DoD relevant sensors. In addition, research will be conducted in the interaction, at the nanoscale, of biotic and abiotic materials and
functions, a critical aspect in the development of advanced prosthetics.

U) Program Plans:
— Demonstrate image formation through the use of microchip-driven wire to simultaneously stimulate thousands of retinal neurons.
— Use nanostructured neural interfaces to develop an understanding of the neural information and algorithms used for biological visual
processing (e.g., object recognition).

UNCLASSIFIED
R-1 Line Item No. 2
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UNCLASSIFIED

_ DATE
RDT&E BUDGET ITEM JUSTIFICATION SHEET (R-2 Exhibit) Fobrury 2007
APPROPRIATION/BUDGET ACTIVITY R-1 ITEM NOMENCLATURE
RDT&E, Defense-wide Defense Research Sciences
BA1 Basic Research PE 0601101E, Project BLS-01

— Demonstrate the ability to rapidly (hours as opposed to weeks or months) predict new protein structures that inactivate new biological
pathogens or toxins.

— Demonstrate approaches for making enzymes that catalyze chemical reactions not performed by natural enzymes for the synthesis of
chemicals of interest to the Department of Defense.

— Demonstrate locomotion control of insects using MEMS platforms consisting of ultrasonic projectors, pheromone ejectors, insect
mechano-sensor activation, and visual presentation manipulation, neural, or muscular interfaces.

— Demonstrate power scavenging from insects via thermal-to-electric, and/or mechanical-to-electrical power conversion using
embedded micro power generators.

FY 2006 | FY 2007 | FY 2008 | FY 2009

Human Assisted Neural Devices 12.000 12.000 12.000 11.000

(8)] This program will develop the scientific foundation for understanding the language of the brain for application to a variety of emerging
DoD challenges, including improving performance on the battlefield and returning active duty military to their units. This will require an
understanding of neuroscience, significant computational efforts, and new material design and implementation. Key advances expected from this
research include the ability to improve decision making in a variety of DoD applications including imagery analysis. In addition, this thrust will
provide an understanding of how the brain adapts as it learns. This understanding will be translated into improved training approaches that allow
transition from novices to expert in military tasks such as marksmanship to be accomplished with minimum effort and time. Techniques will be
examined to extract these signals non-invasively, which, if successful, will have pervasive impact to on-going efforts, including Revolutionizing
Prosthetics (PE 0602715E, Project MBT-02).

U) Program Plans:
— Demonstrate that neural codes can control complex motor or sensory activity (e.g., reaching, grasping, manipulating, running,
walking, kicking, digging, hearing, seeing, tactile) and that force and sensory feedback (positional, postural, visual, acoustic, and
other) can be transferred back into the brain. Transition research to the Revolutionizing Prosthetics program.

UNCLASSIFIED
R-1 Line Item No. 2
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UNCLASSIFIED

_ DATE
RDT&E BUDGET ITEM JUSTIFICATION SHEET (R-2 Exhibit) Fobrury 2007
APPROPRIATION/BUDGET ACTIVITY R-1 ITEM NOMENCLATURE
RDT&E, Defense-wide Defense Research Sciences
BA1 Basic Research PE 0601101E, Project BLS-01

— Explore new methods, processes, and instrumentation (e.g., Magnetoencephalography, optical, infrared, and radio frequency) for
accessing neural codes non-invasively at appropriate spatiotemporal resolution to provide increased understanding of relationship
between brain activity and function.

— Identify robust neural signals that respond to visually salient objects and demonstrate that those neural signals can be used to
significantly (3x) improve throughput in visual analysis tasks such as imagery analysis compared to using an individual’s visuomotor
transformation (i.e., movement) based response.

— Investigate the underlying mechanisms of perception and cognition and use these to develop optimal approaches to radically improve
neural plasticity in soldiers under stressful operational conditions.

— Develop fundamental understanding of the neural basis of learning in order to accelerate transition from novice to expert in the
warfighter operational environment.

FY 2006 | FY 2007 | FY 2008 | FY 2009

BioComputational Systems 3.000 0.000 0.000 0.000

(U) The BioComputational Systems (BioCOMP) component used computation to understand the complexity of biology, and in turn used
biology to enhance methods of computation. The BioCOMP program explored and developed computational models of bio-molecular processes
in living cells that enabled a range of novel DoD capabilities for bio-agent threat assessment, force health protection, and bio-sensor design. The
program also explored new biologically-inspired computing principles of robust information processing systems.

(8)] Recently developed genomic information models of complex gene-protein interactions have enabled simulation, dynamic analysis,
prediction and control of cellular processes. Based on these models, the program has developed Bio-SPICE (Simulation Program for Intra-Cell
Evaluation), an open software framework providing innovative models and analysis tools. The extensible design of Bio-SPICE allows for adding,
refining and customizing of the Bio-SPICE models and tools for specific cell processes.

(8)] The program collaborated with several DoD client agencies including Defense Threat Reduction Agency (DTRA), U.S. Army Medical
Research and Material Command (USAMRMC), Soldier Biological and Chemical Command (SBCCOM), Walter-Reed Army Institute for

UNCLASSIFIED
R-1 Line Item No. 2
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UNCLASSIFIED

_ DATE
RDT&E BUDGET ITEM JUSTIFICATION SHEET (R-2 Exhibit) Fobrury 2007
APPROPRIATION/BUDGET ACTIVITY R-1 ITEM NOMENCLATURE
RDT&E, Defense-wide Defense Research Sciences
BA1 Basic Research PE 0601101E, Project BLS-01

Research (WRAIR), Naval Medical Research Command (NMRC), the U.S. Air Force Toxicology program, and the Center for Disease Control
and Prevention (CDC) for transition.

(0)] Program Plans:
— Developed a framework for describing and representing biological knowledge that spans data from the molecular (genomic,
proteomic) to clinical level, and across organisms, to support deep and rapid knowledge extraction.
— Implemented cutting edge learning and reasoning algorithms that act on vast amounts of biological, experimental and simulation data;
and demonstrated rapid reasoning and knowledge-acquisition.

FY 2006 | FY 2007 | FY 2008 | FY 2009

Simulation of Bio-Molecular Microsystems (SIMBIOSYS) 4.000 0.000 0.000 0.000

(8)) The Simulation of Bio-Molecular Microsystems (SIMBIOSYS) program developed methods and tools to simulate and design Bio-
Molecular Microsystems to dramatically improve the interaction and integration of biological elements with synthetic materials. This was
accomplished by exploring fundamental properties and compatibility of biological elements at the molecular surface level through experimental
and theoretical analyses. Key phenomena under study included molecular recognition processes, signal transduction phenomena, and micro- and
nano-scale transport of biological molecules. Engineering of biological systems was used to manipulate these fundamental characteristics and
optimize the integration of biological elements with synthetic materials for information collection. Significant advancements in devices that utilize
or mimic biological elements are being realized including sensors, computational devices and dynamic biological materials for force protection
and medical devices.

(U) Program Plans:
— Designed novel hybrid macro-molecular devices that form specific and controlled transducing functions at the molecular scale;
demonstrated design of maltose binding proteins and ion channels with desired selectivity and sensitivity using computational tools.
— Designed and demonstrated working devices that incorporate biological elements as sensors, actuators and computational devices.

UNCLASSIFIED
R-1 Line Item No. 2
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UNCLASSIFIED

RDT&E BUDGET ITEM JUSTIFICAT

DATE

ION SHEET (R-2 Exhibit) February 2007

APPROPRIATION/BUDGET ACTIVITY
RDT&E, Defense-wide
BA1 Basic Research

R-1 ITEM NOMENCLATURE
Defense Research Sciences

PE 0601101E, Project BLS-01

FY 2006 | FY 2007 | FY 2008 | FY 2009
Drug Discovery and Development Initiative for National Security 0.000 1.200 0.000 0.000
(0)] Program Plans:
—  Effort will attempt to find promising new methods for discovering drugs to enhance national security efforts.
FY 2006 | FY 2007 | FY 2008 | FY 2009
Biomedical Engineering Initiative 1.500 0.000 0.000 0.000
()} Developed technologies to enable Biomedical Engineering.
V) Other Program Funding Summary Cost:
. Not Applicable.
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COST (In Millions) FY 2006 | FY 2007 | FY 2008 | FY 2009 | FY 2010 | FY 2011 FY 2012 | FY 2013
Information Sciences CCS-02 18.373 26.930 29.567 30.627 28.314 27.951 26.951 27.951

(9)] Mission Description:

) This project supports scientific study and experimentation on new computational models and mechanisms for reasoning and
communication in complex, interconnected systems in support of long-term national security requirements. The project is exploring novel means
of exploiting computer capabilities; practical, logical and heuristic reasoning by machines; development of enhanced human-to-computer and
computer-to-computer interaction technologies; innovative approaches to the composition of software; innovative computer architectures; and new
learning mechanisms for systematically upgrading and improving these capabilities. Promising techniques will transition to both ongoing and
system-level projects.

V) Program Accomplishments/Planned Programs:

FY 2006 | FY 2007 | FY 2008 | FY 2009

Computer Exploitation and Human Collaboration 18.373 22.357 22.631 22.951

(8)] The Computer Exploitation and Human Collaboration thrust supports research in broad areas of computational science having the
potential for revolutionary advances in performance and other relevant metrics above and beyond extrapolations of current approaches. The
research will yield significant advances in software, hardware, and computational systems that will allow warfighters and commanders of the
future to interact in a natural way with computers, enable a new generation of collaboration methods and information acquisition, and provide
intelligent seamless exchange of information in a world where computing devices are ubiquitous and heterogeneous. The thrust is exploring new
human-machine interaction (HMI) paradigms where computing and communications systems reason about warfighter’s and commander’s goals
and capabilities, and use this information to drive the interaction. Technical challenges include architectures for software agents; redesign of
classical computer operating systems; secure exchange of information over insecure channels; robust, natural modes for increasing information
and knowledge; and organizing both into easily retrievable, re-usable forms. Research is addressing breakthrough techniques for distilling key
concepts from massive amounts of information and novel information presentation modes to provide concise, salient situational awareness. Work
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includes creation of powerful multi-agent systems and tools for effective decision-making and analysis in complex, multi-participant
environments; high-performance, user-centered interfaces capable of understanding the warfighter and commander’s combined natural
communication and activity patterns; and fundamental technologies for integrating information expressed in different modalities and formats,
which is currently a bottleneck to timely military situational awareness.

U The Computer Exploitation and Human Collaboration thrust is exploring the fundamental science of interconnected systems to provide
powerful mathematical tools for understanding the intrinsic properties and complexities of large-scale networks and other distributed systems.
This foundational research is imperative for the future design of robust systems that break away from the established tradition of piece-meal
patching of current infrastructures. The security of the nation depends on interconnected systems, such as data networks for the warfighter, the
power grid, telecommunications systems, social and organizational networks, economic and financial systems and command and control
structures. These networks can suffer dramatic failures. Such failures can potentially be prevented or controlled through a fundamental,
quantitative understanding of the intrinsic properties of networks and development of mathematical tools. Additionally, deeper scientific
foundations for what might be called “network understanding” will eventually generate dramatic new capabilities for the DoD while at the same
time generating benefits for civilian applications. Overall, the research will provide vastly expanded power and improved interaction for a wide
range of military tasks and environments. Currently the research is focused on the development of an overarching “Information Theory for
Wireless Mobile Ad-Hoc Networks” (ITMANET). If this revolutionary kind of information theory can be developed, it will yield new
mathematical tools applicable to other interconnected systems, offer practical guidance for developing the next generation of the DoD’s wireless
networks, and moreover provide insight concerning the acquisition and deployment of nearer-term systems.

U) Research on machine intelligence over the last two decades has revealed that many reasoning problems are inherently computationally
complex, and in many cases, intractable. Solutions to these problems typically require either enormous computer resources, or simplification of
the problem resulting in major sacrifices to accuracy. The Real-World Reasoning Thrust (REAL) is developing foundational technologies,
heuristic approaches, and tools necessary to enable effective, practical machine reasoning about increasingly complex and large-scale problems.
These technologies will aid commanders and warfighters in assessing the consequences of specific actions and strategies, and will help in
predicting future results. The key technologies under investigation are effective, practical inferential reasoning in real-world situations with
complexity and uncertainty; novel paradigms for learning while reasoning; integration of multiple reasoning paradigms; representation and
reasoning with information that changes over time; reasoning about the goals of other agents; and appropriate metrics for measuring cognitive
behavior and performance.
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(8)] Advanced research in innovative computer architectures is required to develop a new generation of unique processor designs and hardware
architectures that exploit advances in ultra-high performance processing to support DoD applications. Mainstream commercial computer
architectures are, by necessity, both incremental and constrained: incremental so that existing corporate investments are not threatened, and
constrained so that legacy business applications continue to run on the latest computers. From a commercial perspective, this interactive design
approach makes economic sense, but it has negative security ramifications. The DoD’s increasing reliance on commercial hardware has had the
unintended consequence of “leveling the playing field” with our adversaries. This effort will explore a new generation of processing architectures
and critical functionality that could eventually provide revolutionary advances in processing capabilities, performance, and productivity thereby
ensuring the U.S. continues to lead in computer architecture components that will form the foundations for the next wave of high performance
embedded computing.

(U) Another area of research will take a fresh look at the design and implementation of cognitive architectures modeled after human cognition,
combining principles from neuroscience and cognitive psychology with traditional artificial intelligence-based symbolic processing and
knowledge representation. These efforts will draw on advances in neurophysiology and cognitive psychology to guide and augment traditional
artificial intelligence (AI) approaches to learning, reasoning, memory, knowledge acquisition and organization, and executive functions.
Designing software inspired by the brain’s processing schemes can offer leap-ahead advances in cognitive systems. This work has the potential to
revolutionize a broad range of military applications through breakthrough performance of intelligent machines.

V) Program Plans:

— Developed new machine learning algorithms that resulted in effectively doubling performance of personal cognitive assistants.

— Developed breakthrough technologies for multiple learning algorithms to share information and exchange training data even when the
learning algorithms’ models are represented differently and potentially inconsistent.

— Developed methods for combining statistical and knowledge-based reasoning and learning algorithms.

— Defined fundamentally new computational models for reasoning, learning, memory and perception based on integrating recent
scientific insights from neuroscience and cognitive psychology, plus mathematics and computer science.

— Derived a new theory of natural intelligence that is a hybrid of analog and digital processing in the brain.

— Developed adaptive multimodal processing techniques tailored to the user, task, and environment; and assessed performance and
usability advantages within multimodal systems.
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Demonstrated, on problems of limited scope, a new learning-based algorithm that achieves a 10 ° speed-up in logical QBF (quantified
Boolean formulae) reasoning.

Demonstrated, on small problems, new reasoning algorithms that combine pruning, consistency models, and statistical sampling to
decide on a course of action even when the state of the world is unknown.

Determined, on small problems, that Nash equilibrium points could be identified in multi-party, mixed tactical/strategic settings,
determining which action a commander should take and with whom to partner in a given situation.

Initiated work by two university research teams to develop a revolutionary information theory for mobile ad-hoc networks
(ITMANET) that will provide theoretical underpinnings and performance goals/limits for the next generation of DoD wireless
networks as well as practical guidance for the acquisition and deployment of near-term systems.

Assessed the state of the high performance computing independent software vendor (ISV) industry, surveying public and the private
sector entities to determine the specific actions that can be taken to expand ultra-high performance computing usage across the private
sector for national competitive gain, including the major drivers for usage, barriers and actions that can be taken to mitigate those
barriers.

Develop innovative algorithms for dramatically reducing the complexity and processing required for reaching conclusions in logical
reasoning systems where the problems are of an operationally realistic scale and complexity.

Develop reasoning algorithms that can analyze situations and decide on effective courses of action even when the exact state of the
world is unknown (aka partial observability) on problems of realistic size and complexity.

Develop strategic reasoning algorithms that analyze complex, multi-party, mixed tactical / strategic settings (like those found in
modern warfare situations), and provide decision support to warfighters about who is partnered with whom and what posture might be
taken with respect to these parties; where the problems are of realistic size and complexity.

Develop an information theory for mobile ad-hoc networks that incorporates inherent system dynamics, multi-hop interactions, multi-
user channels, protocol overhead, side information and feedback.

Derive capacity limits for mobile ad-hoc networks using throughput-delay-reliability curves.

Develop information-theoretic models for mobile ad-hoc networks employing emerging cooperative and distributed networking
techniques.

Establish multidisciplinary studies of large-scale interconnected systems drawn from the fields of information theory, complexity
theory, adaptive systems, diffusion theory, group theory and social network analysis.

UNCLASSIFIED
R-1 Line Item No. 2
Page 16 of 32 16



UNCLASSIFIED

. DATE
RDT&E BUDGET ITEM JUSTIFICATION SHEET (R-2 Exhibit) Fobruary 2007
APPROPRIATION/BUDGET ACTIVITY R-1 ITEM NOMENCLATURE
RDT&E, Defense-wide Defense Research Sciences
BA1 Basic Research PE 0601101E, Project CCS-02

Identify and evaluate non-conventional, revolutionary processing architectures to pursue breakthrough advancements in processing,
performance, and productivity.

Develop concepts for, and evaluate the feasibility of computational architectures and computing systems that monitor execution at run
time, and dynamically optimize performance (e.g., with respect to caching, on-chip packet routing, etc.) on common applications.
Provide program planning support for the DARPA Urban Challenge.

FY 2006 | FY 2007 | FY 2008 | FY 2009

Computer Science Study Group (CSSG) 0.000 4.573 6.936 7.676

(U) The Computer Science Study Group (CSSG) program funds emerging ideas from the computer science academic community to address
the DoD’s need for innovative computer and information science technologies; educate young principal investigators; acclimate a generation of
researchers to the needs and priorities of the DoD, and enable the transition of those ideas and applications by promoting joint university, industry,
and government projects. The CSSG project formalizes and focuses this research for efficiency and greater effectiveness.

(0)] Program Plans:

Establish a Computer Science Study Panel (CSSP) consisting of mentors from senior academic and military communities.

Arrange seminars for CSSP participants, at sites around the country where participants can experience DoD computer and information
science capabilities and shortcomings.

Evaluate and approve proposals for major university research projects to conduct basic computer and information science and
technology research, based on knowledge gained in CSSP meetings.

Solicit co-funding from industry or interested government parties to continue successful university research projects.

Develop a transition strategy with university participants and co-funding sources.
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(V)

Other Program Funding Summary Cost:

Not Applicable.
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COST (In Millions) FY 2006 | FY 2007 | FY 2008 FY 2009 | FY 2010 | FY 2011 FY 2012 | FY 2013
Electronic Sciences ES-01 28.563 35.860 37.588 32.751 31.752 31.752 27.752 27.752

(9)] Mission Description:

(8)] This project seeks to continue the phenomenal progress in microelectronics innovation that has characterized the last decades by exploring
and demonstrating electronic and optoelectronic devices, circuits and processing concepts that will: 1) provide new technical options for meeting
the information gathering, transmission and processing required to maintain near real-time knowledge of the enemy and the ability to
communicate decisions based on that knowledge to all forces in near real-time; and 2) provide new means for achieving substantial increases in
performance and cost reduction of military systems providing these capabilities. Research areas include new electronic and optoelectronic device
and circuit concepts, operation of devices at higher frequency and lower power, extension of diode laser operation to new wavelength ranges
relevant to military missions, development of uncooled and novel infrared detector materials for night vision and other sensor applications,
development of innovative optical and electronic technologies for interconnecting modules in high performance systems, research to realize field
portable electronics with reduced power requirements, and system and component level improvements to provide greater affordability and
reliability. Additionally, electronically controlled microinstruments offer the possibility of nanometer-scale probing, sensing and manipulation for
ultra-high density information storage “on-a-chip,” for nanometer-scale patterning, and for molecular level analysis and synthesis. These
microinstruments may also offer new approaches to integration, testing, controlling, manipulating and manufacturing nanometer-scale structures,
molecules and devices.

V) Program Accomplishments/Planned Programs:

FY 2006 | FY 2007 | FY 2008 | FY 2009

University Photonic Opto-Centers 9.000 6.452 2.010 0.000

(8)) This program is dedicated to coupling university based engineering research centers of excellence with appropriate industry groups to
conduct research leading to development of advanced optoelectronic components. Such components are critical to enhancing the effectiveness of
military platforms that provide warfighter comprehensive awareness and precision engagement. Topics researched include emitters, detectors,
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modulators and switches operating from infrared to ultraviolet wavelengths, and related heterogeneous materials processing and device fabrication
technologies for realizing compact, integrated optoelectronic modules. The University Photonic Opto-Centers Phase I program will facilitate and
enhance interaction between the developers of cutting edge photonic device technology in the industry and academic researchers that exploit these
devices for novel applications. Commercially co-funded, industrial participants benefit by getting feedback from potential users of their device
technology as well as by ensuring that the graduates are trained in the latest device technologies.

(0)] Program Plans:

— Evaluate novel methods for the design, fabrication and demonstration of chip-scale modules that integrate photonic, electronic and
MEMS based technologies.

— Characterize the impact of these new technologies on applications in the areas of bio-photonics, optically addressed memory and on-
chip optical interconnects.

— Fabricate and test individual chip-level sub-assemblies for later use in prototype development.

— Design and fabricate prototype modules using the system-on-a-chip approach.

— Develop testbeds capable of fully measuring and characterizing the mixed technologies implemented in the chip-scale components.

— Evaluate the performance characteristics of the prototype modules and determine the highest payoff dual use development paths.

— Identify and enlist industrial participants.

— Identify a common set of photonic devices most widely used/requested and make them immediately available for experimentation.

FY 2006 | FY 2007 | FY 2008 | FY 2009

Semiconductor Technology Focus Centers 10.000 10.000 10.000 10.000

V) The Semiconductor Technology Focus Center Research program concentrates on exploratory and fundamental semiconductor research
efforts that solve the most critical, long-term scaling challenges in the fabrication of high performance complex integrated circuits. This program
will develop new design and fabrication approaches and will demonstrate technologies for reaching nano-scale device dimensions and hyper-scale
integrated circuits that will meet future military needs. The Young Faculty Award (YFA) program will fund several 12-month research efforts
focused on innovations that enable revolutionary advances in physics, materials, and devices.
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(0)] Program Plans:

— Develop efficient platform-based design methodologies and low latency interconnect technologies for complex integrated circuits that
have application in high performance signal processing and communications systems.

— Develop methods for physics-based simulations of performance of deeply scaled switching device structures and circuit architectures.

— Develop the interface methodology for efficient handling and compilation of design object information for complex military integrated
circuits.

— Develop circuit architectures that reduce long interconnects.

— Develop novel device fabrication and integration approaches for deeply scaled transistors and architectures for high performance
mixed signal circuits for military needs.

— Develop concepts and validation methods in one or combinations of the following areas: electronics, photonics, micro-electro-
mechanical systems (MEMS), architectures and algorithms under the Young Faculty Award imitative.

FY 2006 | FY 2007 | FY 2008 | FY 2009

Molecular Photonics (MORPH) (formerly Supermolecular Photonics Engineering) 6.240 8.060 8.000 2.000

(8)] Large dendritic and other highly branched organic molecules offer great potential for active photonic applications. Three-dimensional
molecular structure and shape can be engineered to orient and immobilize optically active substituents to achieve much higher electro-optic
activity than with traditional polymer systems. The ability to engineer molecular structure, shape, energy transport, and chemical composition
offers the potential for distinct electronic energy level engineering without the traditional semiconductor crystal lattice. This will allow more
freedom to tailor electromagnetic responses of individual molecules to achieve functionality not possible in semiconductors. Potential applications
include: direct conversion of sunlight to power ("optical antenna"), inversion-less lasers and electromagnetically induced transparency (coherent
organic emitters, and slow light materials), high performance photorefractive materials for signal processing and holographic memory, optical
limiters and saturable absorbers as well as high performance modulators.

(0)] Program Plans:
— Model and simulate advanced structures for four classes of applications.
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— Improve modeling capability for predicting macro functionality from nanostructure.

— Emphasize chemical synthesis.

— Address parameters such as thermal stability, environmental chemistry tolerance (O,, H,0, etc) and photochemistry.
— Fabricate initial devices; continue modeling maturation.

— Final material synthesis, prototype device fabrications, characterization and demonstration.

FY 2006 | FY 2007 | FY 2008 | FY 2009

Photonics Technology Access Program (PTAP) 3.323 1.300 0.000 0.000

(8)] The main goal of the Photonic Technology Access Program (PTAP) is to create a mechanism for providing the latest prototype
optoelectronic devices and custom materials to systems researchers. The program seeks to build bridges between the device and systems research
community, the university and industrial community and the teaching and research community.

(U) Program Plan:
— Employed a broker-supplier user model that has been previously tried for integrated circuits and micro-electro-mechanical systems to
implement the program.
— Evaluated the number of device/material transactions implemented between users and suppliers.

FY 2006 | FY 2007 | FY 2008 | FY 2009

Quantum Entanglement Science and Technology (QuEST) 0.000 2.059 5.000 5.812

()} The Quantum Entanglement Science and Technology (QuEST) program will explore the research necessary to create new technologies
based on quantum information science. Technical challenges include loss of information due to quantum decoherence, limited communication
distance due to signal attenuation, protocols, and larger numbers of quantum bits (Qubits) and their entanglement. A key challenge is to integrate
improved single and entangled photon and electron sources and detectors into quantum computation and communication networks. Error
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correction codes, fault tolerant schemes, and longer decoherence times will address the loss of information. Expected impacts include highly
secure communications, algorithms for optimization in logistics, highly precise measurements of time and position on the earth and in space, and
new image and signal processing methods for target tracking.

(0)] Program Plans:
— Explore the fundamental quantum systems including entanglement, decoherence, multipartite quantum systems.
— Develop novel algorithms and protocols germane to quantum information science.
— Investigate small quantum systems.

FY 2006 | FY 2007 | FY 2008 | FY 2009

MEMS Science and Focus Centers 0.000 7.989 9.486 8.771

(8)] The MEMS Science and Focus Centers effort is seeking research by means of multi-performer (university/nonprofit/industry/other) focus
centers dedicated to advancing a number of core technologies considered essential to the advancement of MEMS and Nano-Electro-Mechanical
Systems (NEMS) technology for applications important to the Department of Defense (DoD). The fundamental technology areas of interest for
the program are: Surface Physics, Noise Mechanisms, Reliability Physics, Scaling Physics, Microfluidics, Interconnections, Single-Molecule
Methods, Modeling, Signal Processing Methods, and other areas.

(U) Program Plans:
— Develop a fundamental understanding of the behavior of materials interfaces and associated reliability.
— Fabricate non-lithographic MEMS.
— Develop an understanding of fluidics on a nanoscale.
— Develop MEMS enabled reconfigurable electronics.
— Develop ultra-high Q nanoresonators.
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FY 2006 | FY 2007 | FY 2008 | FY 2009

Semiconductor A1GaN Injection Lasers (SAIL) 0.000 0.000 1.092 3.168

(8)) The objective of SAIL (Semiconductor AlGaN Injection Lasers) is to demonstrate lasers with ultraviolet emission in the wavelength range
of 340 to 270 nm. These lasers will be based on heterostructures of Aluminum Gallium Nitride (AlGaN). Such lasers do not exist at present.
Once demonstrated, SAIL devices are expected to have applications in stand-off biodefense, such as point detection of aerosolized bio agents.

()} Program Plans:
— Develop methods for preparing AlGaN with low density of dislocations.
— Demonstrate effective p-type doping in AlGaN with the AIN content of 60%.
— Fabricate injection lasers operating in the ultraviolet at 340 nm and 280 nm.
— Demonstrate stable and reliable operation of ultraviolet lasers at room temperature.

FY 2006 | FY 2007 | FY 2008 | FY 2009

Nanoscaled Architecture for Coherent Hyper-Optic Sources (NACHOS) 0.000 0.000 2.000 3.000

(8)) This program will explore scaling rules for semiconductor laser sources. Such rules exist and are well understood in electronics but do not
yet exist for photonic devices. Nanoscaled lasers would be useful in a wide range of applications, from close integration with electronics, on chip
light sources, to single photon sources. The program idea is based on recent developments in heterostructured semiconductor nanowires (the gain
medium), which establish the feasibility of forming lasers with diameters much smaller than the wavelength of light they produce.

Simultaneously, advances in plasmonic structures, which support optical frequencies with x-ray like wavelength, make it possible to envision
feedback structures (cavities) that are also shorter than the wavelength of light emitted from the cavity. The program goal will thus be to produce
nanoscaled lasers with all three dimensions shorter than the wavelength of light. Important issues of beam shaping through antenna-like structures
and powering via plasmonic structures will also be considered.
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L)

C)

Program Plans:

— Develop defect-free nanowire-based heterostructures.

— Grow lithographically defined nanowire heterostructures.

— Use photonic bandgap structures for feedback and coupling of light.
— Establish and validate models for nanophotonics.

Other Program Funding Summary Cost:

Not Applicable.
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COST (In Millions)

FY 2006

FY 2007

FY 2008

FY 2009

FY 2010

FY 2011

FY 2012

FY 2013

Materials Sciences MS-01

36.305

41.283

42.832

43.938

44.968

44.968

43.968

43.968

(9)] Mission Description:

(8)] This project provides the fundamental research that underpins the development of advanced nanoscale and bio-molecular materials,
devices and electronics for DoD applications.

(9)] Program Accomplishments/Planned Programs:

FY 2006 | FY 2007 | FY 2008 | FY 2009
Nanoscale/Biomolecular and MetaMaterials 11.000 12.000 15.057 17.500
(8)] The research in this thrust area exploits advances in nanoscale and bio-molecular materials, including computationally based materials

science, in order to develop unique microstructures and properties of materials. This includes efforts to develop the underlying physics for the
behavior of materials whose properties have been engineered at the nanoscale (Metamaterials) level.

(0)] Program Plans:

— Develop algorithmic approaches for predicting properties and structure of nano-scale and meta-materials using first
principles/quantum mechanical methods with higher accuracy and reduced computational complexity.
— Couple the algorithmic approaches to methods that extract parameters for simulation of materials at larger spatial scales while
conducting experiments to verify/validate the predicted properties at all spatial scales.
— Explore and exploit the underlying dualities between discrete and continuous computational methods to dramatically improve DoD

computational abilities.

— Develop theoretical advances to characterize the propagation of random effects through differential equation models of
electromagnetic material systems to allow interpolation, extrapolation, and hybridization of solutions to known systems to closely

related “perturbed” systems.
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Develop nanoscale material concepts (nano-generators) for harvesting available mechanical energy from a soldier’s body and
surrounding environment and convert it into usable electrical energy for micro sensors and devices such as chip scale atomic clocks
(CSACs) or micro gas analyzers (MGAS).

Develop nanotechnologies to enable the capability for low power, portable, nanoscale surface manipulation and nanoscale surface
metrology for the purpose of encoding information on a wide variety of common surfaces.

Develop advanced image detector materials to instantly and simultaneously detect one structural (computed tomography) and two
functional (position emission tomography and single photon emission tomography) images of medical and life science interest.
Demonstrate materials capability to allow multimodal imaging system with two orders of magnitude increased scan speed and
detection for non-destructive testing and evaluation.

Develop approaches for exploiting femtosecond laser pulses to generate multi-spectral imaging capable of examining nanostructured
materials.

Exploit nanotechnology to create a new class of previously inaccessible compositions for optical materials, including IR windows and
transparent armor.

FY 2006 | FY 2007 | FY 2008 | FY 2009

Engineered Bio-Molecular Nano-Devices and Systems 8.155 10.433 12.775 11.000

)

L)

This program seeks to develop and demonstrate engineered bio-molecular nano-scale devices that enable real time observation and
analysis of bio-molecular signals, thus enabling single molecule sensitivity with the simultaneous exploitation of the temporal domain (i.e.,
stochastic sensing). Arrays of such devices will enable an order of magnitude (10 to 100X) reduction in the time required for analysis and
identification of known and unknown (engineered) molecules.

Program Plans:

Engineer hybrid biological/inorganic device architectures that optimize compatibility and information transfer between biological and
non-biological materials with single molecule sensitivity.

Develop new and innovative technologies in the areas of device architecture, design, interconnection, fabrication and integration of
organic and inorganic materials to enable measurement of time constants of single molecule events.

UNCLASSIFIED
R-1 Line Item No. 2
Page 28 of 32 28



UNCLASSIFIED

. DATE
RDT&E BUDGET ITEM JUSTIFICATION SHEET (R-2 Exhibit) February 2007
APPROPRIATION/BUDGET ACTIVITY R-1 ITEM NOMENCLATURE
RDT&E, Defense-wide Defense Research Sciences
BA1 Basic Research PE 0601101E, Project MS-01

Develop techniques to perform direct, dynamic, stochastic and combinatorial analysis of bio-molecular signals in order to characterize
unique molecular signatures based on such analysis (i.e., automatic recognition) of various biological/chemical targets.

FY 2006 | FY 2007 | FY 2008 | FY 2009

Atomic Scale Materials and Devices (formerly Spin Dependent Mats. and Devices) 12.000 12.000 15.000 15.438

(8)] This thrust examines the fundamental behavior of the physics of materials at the atomic scale in order to exploit this behavior for new
devices and capabilities. A major emphasis of this thrust is to provide the theoretical and experimental underpinnings of a new class of
semiconductor electronics based on spin degree of freedom of the electron, in addition to (or in place of) the charge. Not only will this class of
electronics lead to novel and faster electronic devices, but it will also serve as one of the key technology enablers for quantum communications
and quantum computation. In addition, this program will examine other novel classes of materials and phenomena such as plasmons or Bose-
Einstein Condensates (BEC) that have the potential to provide new capabilities in the quantum regime.

(8)] Program Plans:

Demonstrate a variety of spin related devices such as a room temperature spin light emitting diode (LED), a spin transistor with
significant gain and magnetic random access memory scaled down into the few nanometer bit size by replacing magnetic field
switching with spin momentum transfer switching.

Develop new storage class memories with 100 — 1000 times the density of MRAM, DRAM or FLASH using magnetic domain walls
as the storage media and spin momentum transfer as the read and write protocol.

Investigate the magnetic and electronic characteristics of surface plasmons for the creation of metal/dielectric interfaces for coupling
between photonic and electronic/spin states.

Demonstrate atom-chip BEC lifetimes of >100ms and quasi-continuous BEC with 2000 atoms/pulse and >20% duty cycle.
Demonstrate rotationally sensitive atom interferometer using optical readout in magnetic waveguides; establish sensitivity.

Develop an optical lattice emulator (OLE) of strongly correlated systems to enable a new approach to the design of technologically
important materials (e.g., high-temperature superconductors and ferromagnetic semiconductors), and serve as an early platform for
synthesis of novel exotic states of matter (e.g., supersolids).
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— Develop fundamental technologies to enable a compact all-optical clock, including the frequency standard and associated electronics,
that would produce a time output with accuracy and stability in excess of any transportable clockwork currently in existence.
— Explore fundamental behavior of nanostructured materials that display quantum and/or non-equilibrium behavior.

FY 2006 | FY 2007 | FY 2008 | FY 2009
Comparative Genomics for National Security Goals 1.500 1.650 0.000 0.000
(0)] Program Plans:
— Develop new approaches for examining prognostic epidemiology using comparative genomics.
FY 2006 | FY 2007 | FY 2008 | FY 2009
Advanced Materials for Quantum Computing 2.650 0.000 0.000 0.000
U) Program Plans:
— Developed materials that enabled the instantiation of quantum computing concepts.
FY 2006 | FY 2007 | FY 2008 | FY 2009
PBO 1.000 0.000 0.000 0.000

U) Program Plans:

— Researched the application of PBO (Polyphenylene benzobisoxazole) in the development of non-flammable and lightweight materials.
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FY 2006 | FY 2007 | FY 2008 FY 2009

Advanced Materials Research Institute 0.000 2.200 0.000 0.000

(0)] Program Plans:
— This effort will focus on the development and demonstration of hybrid sensors for chemical and/or biological agent detection for
national security. In particular, sensors made from metal oxide nanoparticles and nanowires will be explored.

FY 2006 | FY 2007 | FY 2008 FY 2009

Next Generation Protective Gear for Small Arms Threats 0.000 1.000 0.000 0.000

U) Program Plans:
— Explore next generation protective gear for small arms threats.

FY 2006 | FY 2007 | FY 2008 FY 2009

Alternative Futures at the Range-Complex Level for the Southwest U.S. 0.000 1.000 0.000 0.000

U) Program Plans:
— Explore alternative Range-Complex Level Futures in the Southwestern part of the U.S.
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FY 2006 | FY 2007 | FY 2008 FY 2009
John H. Hopps Defense Research Scholars Program 0.000 1.000 0.000 0.000
(0)] Program Plans:
—  Support the John H. Hopps Defense Research Scholars Program.
V) Other Program Funding Summary Cost:
° Not Applicable.
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COST (In Millions) FY 2006 | FY 2007 | FY2008 | FY 2009 | FY 2010 | FY 2011 | FY 2012 | FY 2013
Total Program Element (PE) Cost 190.970 234.065 229.739 284.646 263.389 195.370 188.370 183.370

High Productivity, High-Performance

Responsive Architectures IT-02 87.458 77.952 65.913 105.000 84.019 38.000 33.000 33.000

Information Assurance and Survivability

IT-03 48.887 77.256 92.403 106.432 106.277 84.277 82.277 77.277

Language Translation IT-04 54.625 78.857 71.423 73.214 73.093 73.093 73.093 73.093

V) Mission Description:

(0)] The Information and Communications Technology program element is budgeted in the applied research budget activity because it is
directed toward the application of advanced, innovative computing systems and communications technologies.

(8)) The High Productivity, High-Performance Responsive Architectures project is developing high-productivity, high-performance computing
hardware and the associated software technology base required to support future critical national security needs for computationally-intensive and
data-intensive applications. These technologies will lead to new multi-generation product lines of commercially viable, sustainable computing
systems for a broad spectrum of scientific and engineering applications; it will include both supercomputer and embedded computing systems.

()} The Information Assurance and Survivability project is developing the technology required to make emerging information system
capabilities (such as wireless and mobile code/mobile systems) inherently secure, and to protect DoD's mission-critical systems against attack
upon or through the supporting information infrastructure. These technologies will enable our critical systems to provide continuous correct
operation even when they are attacked, and will lead to generations of stronger protection, higher performance, and more cost-effective security
and survivability solutions scalable to several thousand sites.
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(8)] The Language Translation project will develop and test powerful new Human Language Technology that will provide critical capabilities
for a wide range of national security needs. This technology will enable systems to a) automatically translate and exploit large volumes of speech
and text in multiple languages obtained through a variety of means; b) to have two-way (foreign-language-to-English and English-to-foreign-
language) translation; ¢) enable automated transcription and translation of foreign speech and text along with content distillation; d) enable
exploitation of captured, foreign language hard-copy documents.

V) Program Change Summary: (In Millions) FY 2006 EY 2007 EY 2008 FEY 2009
Previous President’s Budget 195.991 242 .852 249.651 247.146
Current Budget 190.970 234.065 229.739 284.646
Total Adjustments -5.021 -8.787  -19.912 37.500
Congressional program reductions 0.000 -8.787
Congressional increases 0.000
Reprogrammings 0.000
SBIR/STTR transfer -5.021

V) Change Summary Explanation:

FY 2006 The decrease reflects SBIR/STTR transfer.

FY 2007 The decrease reflects congressional program reductions to High Productivity Computing System, Security-
Aware Systems, Automated Speech and Text Exploration, and a reduction for Section 8106 Economic
Assumptions.

FY 2008/09 The FY 2008 reduction and $20M of the FY 2009 increase reflect budgetary rephasing necessary to match the

milestone payment schedules in the recently awarded High Productivity Computing System contracts.
Increased activity in the Information Assurance project accounts for the balance of the FY 2009 increase.
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COST (In Millions) FY 2006 | FY 2007 | FY2008 | FY 2009 | FY 2010 | FY 2011 | FY 2012 | FY 2013
High Productivity, High-Performance
Responsive Architectures IT-02 87.458 77.952 65.913 105.000 84.019 38.000 33.000 33.000

V) Mission Description:

(0)] The High Productivity, High-Performance Responsive Architectures project is developing high-productivity, high-performance computing
hardware and the associated software technology base required to support future critical national security needs for computationally-intensive and
data-intensive applications. These technologies will lead to new multi-generation product lines of commercially viable, sustainable computing
systems for a broad spectrum of scientific and engineering applications; it will include both supercomputer and embedded computing systems.
The thrust will ensure accessibility and usability to a wide range of application developers, not just computational science experts. This project is
essential for maintaining the nation’s strength in both supercomputer computation for ultra-large-scale applications and embedded systems for
surveillance and reconnaissance.

V) Program Accomplishments/Planned Programs:

FY 2006 | FY 2007 | FY 2008 | FY 2009

Responsive Computing Architectures 87.458 77.952 65.913 105.000

(U) Within this thrust, the ongoing High-Productivity Computing Systems (HPCS) program will enable stockpile stewardship, weapons
design, cryptanalysis, weather prediction, and other large-scale problems that cannot be addressed with today’s computers. The goal of this multi-
agency program is to develop revolutionary flexible and well-balanced computer architectures that will deliver high performance with significantly
improved productivity for a broad spectrum of applications within a vendor’s product family.

()] It is extremely difficult to program today’s high-performance computers; even for expert programmers, these systems present a significant
challenge. The programming of such large systems must be made much easier so that programmers and scientists with minimal computer skills
can harness the power of high-performance computers. As the number of processors increases to 100,000 and beyond, it is difficult not only to
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develop application codes, but also to debug and optimize them, since tools that will help are designed for small-scale systems (10’s of
processors). The area of user productivity is where HPCS is focusing significant effort. The HPCS technology development plan is being
executed in three phases that will extend to the end of this decade. The three phases are (I) concept design study, (II) research and development,
and (III) system development, resulting in large-scale prototypes.

(0)] Initiated in 2002, the DARPA HPCS program is responsive to a strategy developed in conjunction with the U.S. national security
community. The ultimate goal of the HPCS program is to create a new generation of economically viable high productivity computing systems for
the national security and industrial user communities. High productivity computing is a key technology enabler for meeting our national security
and economic competitiveness requirements. The HPCS program has now moved into the third and final phase, with a down-select from three
vendors to two. In Phase III of the HPCS program, the two winning vendors will complete the designs and technical development of very large
(petascale) productive supercomputers, with delivery of prototype systems in 2010-2011. DARPA funding is sufficient to cover the contractual
requirements of one of the two selected vendors. NSA and DOE, partners with DARPA in this program, are funding the second vendor.

(8)) Other areas of research that will contribute to higher productivity of DoD applications include: 1) research using commodity components
to efficiently execute specialized applications; 2) research into reverse compilation techniques; and 3) research to develop high-productivity, kilo-
core processors and new programming models. This research area is considered a necessity for the future of embedded computing. Research in
this area may ensure the scalability to tens-of-thousands of homogeneous and heterogenous cores and processors, minimize power consumption,
and enable transparent use by non-expert programmers.

) Program Plans:

— Completed a focused industry R&D Engineering Phase II effort that evaluated, simulated, and prototyped components of the
innovative HPCS system architectures selected from the Phase I concept studies.

— Released alpha “value based” productivity metrics and benchmarks to guide future program research and development activities.

— Performed a critical technology assessment and prototype engineering readiness review of the Phase II HPCS petascale systems and
their viability for implementation in the 2010-2011 timeframe. Evaluated alternative balanced system architectures.

— Performed a down-select from the Phase II participants.

— Initiate prototype development (Phase III) of a high-end high-productivity petascale computing system.
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(V)

— Perform research and development on parallel programming languages and/or development environments that increase user
productivity.

— Create a common development environment and supporting technologies that will allow efficient application development,
implementation, and execution on heterogeneous computer architectures.

— Develop the technology to extract and recreate (reverse compile) a high-level implementation of an application from existing
executable or large legacy application source code.

— Create the development environment (tools, compilers, libraries, etc.) that will allow efficient implementation of performance-critical

applications using the capabilities of high performance, specialized commercial commodity devices.

Other Program Funding Summary Cost:

Not Applicable.
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i‘%f%gma“on Assurance and Survivability | - g g7 | 77256 | 92403 | 106432 | 106277 | 84277 | 82277 | 77277

V) Mission Description:

(0)] This project is developing the technology required to make emerging information system capabilities (such as wireless and mobile
code/mobile systems) inherently secure, and to protect DoD's mission-critical systems against attack upon or through the supporting information
infrastructure. These technologies will enable our critical systems to provide continuous correct operation even when they are attacked. The
technologies will also lead to generations of stronger protection, higher performance, and more cost-effective security and survivability solutions
scalable to several thousand sites. Technologies developed under this project will be exploited by all the projects within this program element, and
those in the Command, Control, and Communications program element (PE 0603760E), the Network-Centric Warfare Technology program
element (PE 0603764E), the Sensor Technology program element (PE 0603767E), the Guidance Technology program element (PE 0603768E),
and other programs that satisfy defense requirements for secure, survivable, and network centric systems.

V) Program Accomplishments/Planned Programs:

FY 2006 | FY 2007 | FY 2008 | FY 2009

Next Generation Core Optical Networks (CORONET) 2.754 7.463 11.500 18.500

(8)] The Next Generation Core Optical Networks (CORONET) program will revolutionize the operation, performance, security, and
survivability of the United States' critical inter-networking system by leveraging technology developed in DARPA photonics component and
secure networking programs. These goals will be accomplished through a transformation in fundamental networking concepts that form the
foundation upon which future inter-networking hardware, architecture, protocols and applications will be built. Key technical enablers that will be
developed in this thrust include: (1) network management tools that guarantee optimization of high density wavelength-division-multiplexed
optical channels, such as those provided by wavelength division multiplexing; (2) creation of a new class of protocols that permit the cross-layer
communications needed to support quality-of-service requirements of high-priority national defense applications; and (3) demonstration of novel
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concepts in applications such as distributed and network based command and control, intelligence analysis, predictive logistics management,
simulation and scenario enhanced decision-making support for real-time combat operations, and assured operation of critical U.S. networking
functions when faced with severe physical layer attack. These network-based functions will support the real-time, fast-reaction operations of
senior leadership, major commands and field units.

(0)] The All-Optical Transmission and Switching Systems for the Next-Generation Core Optical Networks program will develop the
technology to realize a dynamic multi-terabit circuit-switched optical core for the next-generation packet switched IP network through: (1) the
elimination of data-flow bottlenecks and the enhancement of network scalability through the creation of optical network hardware that minimizes
the occurrence of need for optical-to-electrical-to-optical conversions; (2) greatly increased network capacity through the use of more efficient
fiber-optical transmission techniques; and (3) implementing highly dynamic optical networking through the creation of high capacity, efficient,
agile all optical switching platform.

V) Program Plans:
— Next Generation Core Optical Networks
-- Develop the architectures and define the network elements for a fast reconfigurable optical core network.
-- Develop protocols, algorithms and the network control and management architecture for a core optical network.
--  Model and simulate a dynamically reconfigurable multi-terabit core optical network.
-- Develop the network control and management software such that the final product can be transitioned and implemented in current
commercial core optical networks and, ultimately, in government core networks.

— All-Optical Transmission and Switching Systems
-- Develop and demonstrate an efficient fiber-optical transmission technique to enable several-fold increase in fiber capacity.
-- Develop architecture design and fabrication of an optical switch capable of fast switching of wavelength and sub-wavelength
grooming suitable for high-capacity and low-latency, real-time applications, with data format independence.
-- Develop national-scale multi-terabit network testbed to test and demonstrate the CORONET hardware and software capabilities.
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FY 2006 | FY 2007 | FY 2008 | FY 2009

Dynamic Quarantine of Computer-Based Worms 18.643 19.671 13.817 9.432

(8)] The goal of the Dynamic Quarantine of Computer-Based Worms program is to develop defenses for U.S. military networks against large-
scale malicious code attacks such as computer-based worms. As the U.S. military pushes forward with network-centric warfare, terrorists and
other nation-states are likely to develop and employ malicious code to impede our ability to fight efficiently and effectively. This program will
develop the capability to automatically detect and inoculate DoD networks against computer-based worm attacks. Additionally, the program will
develop and refine technologies for Defense Against Cyber Attacks on Mobile Ad hoc Network Systems (DCAMANETS). This effort will
provide defenses that can sense failures and attacks on military tactical wireless networks and auto-reconfigure in real-time to provide continuous
service of mission-critical activities. This program will continue to develop technology to ensure wireless mobile network centric warfare systems
are able to fulfill their mission in spite of runtime hardware/software failures and cyber attacks. This program will develop technology to
reconfigure the network, nodes, and platforms for optimal mission execution as a result of changes that may occur in the trustworthiness of the
network. This program will also assess the comparative strength of different architectural solutions.

U) Program Plans:
— Refined automatic detection and quarantine mechanisms.
— Developed and transitioned off-line malicious code analysis capabilities.
— Developed an automated mobile wireless testbed that emulates operational environments.
— Developed and tested host and network-based detection and quarantine sensors/actuators for MANET systems.
— Test auto-quarantine capabilities against sophisticated threats.
— Inoculate hosts against reinfection by the same or slightly modified worms.
— Develop application re-provisioning services for failed nodes.
— Verify integrated system capabilities.
— Assess the relative performance of different architectural solutions.
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FY 2006 | FY 2007 | FY 2008 | FY 2009

Trustworthy Systems 5.711 10.299 12.800 15.000

(8)] The goal of the Trustworthy Systems program is to provide foundational trustworthy computer platforms for Defense Department
computing systems. This program seeks to develop technologies such as novel computer processing architectures, hardware, firmware, or
microkernels to guarantee network and workstation security as well as data integrity for secure applications. This technology will protect Defense
systems from a wide-range of software problems, ranging from worms and Trojan horses, to just plain bug-ridden software. Transition targets
include weapons platforms, flight control systems, and enterprise software systems. The transition customers are Joint Task Force-Global
Network Operations (JTF-GNO) and the DoD Services through the Enterprise Security Steering Group (ESSG).

(U) Initially, an Information Assurance (IA) Transition effort in this project will identify, develop, and transition key information assurance
research technologies to DoD networks, filling gaps in commercial off-the-shelf (COTS) tool coverage. Specifically, previously-funded DoD
research technologies will be identified, matured, evaluated, and deployed on select DoD networks as a testbed for developmental integration
testing. This program provides a framework for advocates of other technologies to be similarly considered for deployment to DoD networks. The
desired final output of the program is a more secure DoD network, providing improved protection against current and future threats.

(0)] Program Plans:
—  Trustworthy Systems

-- Develop hardware, firmware, and microkernel architectures as necessary to provide foundational security for operating systems
and applications.

-- Develop tools to find vulnerabilities in complex open source software.

-- Develop scalable formal methods to verify complex hardware/software.

-- Research network-sensitive approaches, such as thermodynamic based concepts, to monitor, and trustworthy controllers to
control, how and when information is disseminated across the network based on network performance, load, criticality, and target
capacity.

-- Investigate the use of new virtual machine hardware architectures to develop a feedback loop that enables the host to monitor and
control its behavior in the presence of untrustworthy software.
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-- Integrate these tools and methodologies into standard DoD systems through the ESSG.

— Information Assurance (IA) Transition

-- Matured the technologies to the point they can be operationally tested.
-- Tested and evaluated secure hardware designs, software architectures, and code assessment technologies.

-- Deployed technologies on pilot network.
-- Identify key IA technologies for transition.

FY 2006

FY 2007

FY 2008

FY 2009

DARPA Future Information Assurance Initiatives

3.150

5.603

8.250

10.500

(8)) The DARPA Future Information Assurance Initiatives will identify promising technologies to enable remote C*ISR warfighting.
Sophisticated computing capabilities currently available in desktop workstation and server systems are moving to mobile wireless embedded
systems that communicate over low bandwidth self-organizing tactical networks. As a result, the spectrum of devices the U.S. military must
protect is increasing from wired and wireless tactical and garrison computers to include a wide array of small mobile devices. With foreign
production of information technology components increasing and adversaries seeking to leverage cyber warfare as the Achilles’ heel of current
and future U.S. military systems; the U.S. military must have the ability to withstand, operate through, and counter increasingly effective cyber
attacks while reducing the manpower required. Other distinct programs within this project will be created to pursue promising technologies as
they are identified for further focused development. Included in this initiative is the development of secure, efficient network protocols to exploit
tomorrows network-centric technologies such as networked weapons platforms, mobile ad hoc networks, and end-to-end collaboration (vice client-

server paradigm).

U) Program Plans:

— Develop automatic techniques to modify computer applications to add information assurance properties (e.g. confidentiality,

authentication, and others).
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— Develop the ability to protect the core signaling and control of converged networks running voice over IP (VOIP), wireless, voice, and

data networks in enterprise telecommunications.

— Identify and authenticate hosts on the network and allow these hosts to discover their network’s operating attributes.
— Develop a family of distributed, autonomous security devices to deal with asymmetric traffic on wide area networks.
— Develop a secure, efficient network routing protocol for tomorrow’s weapon, logistic, and command and control requirements.
— Develop a wireless protocol that securely provides location, authentication, and communications in a practical manner.

— Investigate new approaches to network security that scale with increased data rates and address spaces of future networks.

— Develop unified routing and discovery protocols that address autonomous systems, transport domains and security domains in order to
support the Global Information Grid (GIG) multi-scale network-of-networks architecture.
— Enable the ability to detect and respond to next generation malicious software including stealthy “backdoors” to the operating system

kernel and networks of compromised computers.

FY 2006

FY 2007

FY 2008

FY 2009

Control Plane

5.752

6.956

6.296

5.500

(U) The Control Plane program will improve end-to-end network performance between the Continental United States (CONUS) operating

base and forward deployed tactical units. Control Plane seeks to develop the ability for individual hosts (end-points) to learn essential

characteristics about the network, allowing the hosts to shape the network and network traffic to optimize network loading, prioritize traffic, and
create communities of interest. Additionally, when multiple network paths are available, hosts will be able to choose the best path/community or
simultaneously transmit over multiple paths/communities. This technology will support the Defense Department’s Global Information Grid

concept of operations.

(U) Program Plans:

— Develop hardware and software mechanisms to improve end-to-end wide-area network performance between the Continental United
States (CONUS) operating base and forward deployed tactical units.
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Develop the ability of individual hosts (end-points) to learn essential characteristics about the network path between themselves and
their transmission partners through network query protocols.

Investigate authentication protocols for secure transmission of network performance information.

Develop the ability of hosts to learn about more than one possible transmission path, other hosts' abilities and purpose, and form
communities of interest which suits their collective needs best.

Develop the ability of hosts to simultaneously use multiple network paths for the same data transmission with the same partner,
increasing communications speed and reliability.

FY 2006 | FY 2007 | FY 2008 | FY 2009

Wide Area Network (WAN) Monitoring 2.408 4.300 3.000 0.000

(U) The Wide Area Network (WAN) Monitoring effort seeks to develop distributed network monitoring capabilities and devices that can be
used to identify, characterize, enable, optimize, visualize, and protect the WANSs that compose the DoD enterprise Global Information Grid (GIG).
This program will develop advanced capabilities to monitor the WANSs that will comprise the GIG to detect malicious behavior, routing problems,
or compromised mission capability. Goals include improved detection and false-alarm performance over conventional intrusion detection systems
and scalability to the larger networks. This technology will support the Department of Defense’s Global Information Grid Information Assurance
Technical Framework.

(U) Program Plans:

Investigated algorithms that quickly characterize various host's security configurations, identity, and classification as well as measure
the type and quantity of information exchange.

Studied technologies that identified operational impacts of network issues and suggested an alternative course of action to continue
operations.

Analyzed technologies to synthesize and visualize extremely large networks to improve leadership’s situational awareness at the
enterprise level.

Researched high-throughput hardware to implement the algorithms at the sensor layer.
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— Investigate low-latency networks to collect the information.
— Investigate high-speed analyzers to assimilate the data and detect perturbations.
— Research integrating and testing components in a fully functional configuration.

FY 2006 | FY 2007 | FY 2008 | FY 2009

Spread Spectrum Networking 0.000 2.900 5.000 4.000

(8)] Spread spectrum communication technology will significantly improve security against a variety of network attacks and identification
profiles by spreading energy over a broad bandwidth, thereby providing an adversary with a signal which is both difficult to detect, as well as
difficult to jam without using significant resources. This program expands these same goals, by addressing not just the physical layer but also the
entire network stack. Similar to frequency-hopping spread spectrum, the approach of this program is to develop and demonstrate algorithms that
provide hopping between Internet Protocol (IP) addresses and then expanding to hopping between different permutations of layer 1-3 protocols.
The utility is to provide significantly improved security against a variety of network attack and identification profiles.

U) Program Plans:
— Determine the most effective cross layer spreading techniques through analysis and simulation.
— Implement these techniques on relevant platforms.
— Demonstrate the effectiveness of these techniques against network attack.

FY 2006 | FY 2007 | FY 2008 | FY 2009

Control-Based Mobile Ad-Hoc Networks (CBMANET) 4.500 8.099 11.560 14.500

(8)] An outgrowth of the Trustworthy Systems and the DARPA Future Information Assurance Initiatives, the Control-Based Mobile Ad-Hoc
Networks (CBMANET) program will develop an adaptive networking capability that dramatically improves performance and reduces life-
threatening communication failures in complex communication networks. In order to develop this new capability, the initial focus is on tactical
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mobile ad-hoc networks (MANETs). MANETS are composed of interdependent nodes based on interdependent system layers. Each node exposes
tens to hundreds of configurable parameters that must be continuously adapted due to variable tactical factors such as mission profile, phase, force
structure, enemy activity, and environmental conditions. The complexity of this high-dimensional, adaptive, constrained, distributed network
configuration problem is overwhelming to human operators and designers and has root causes in the historically wireline-oriented networking
paradigms. Today’s commercial trends are not aimed at supporting the DoD’s extreme deployments or unique applications. This program will
take on the ambitious goal of researching a novel protocol stack that supports integrated optimization and control of all network layers
simultaneously. Key technical challenges include scalable design, stability, and convergence. These challenges are particularly difficult in a
distributed setting with partial and uncertain information, high communications overhead, and high probability of link failure. To address this
problem, the CBMANET program will exploit recent optimization-theoretic breakthroughs, recent information-theoretic breakthroughs, and
comprehensive cross-layer design to develop a network stack from first principles with specific attention to support for DoD applications such as
multicast voice and situation awareness.

(0)] Program Plans:
— Design and develop novel protocol architecture from first principles in information theory and optimization theory.
— Design and demonstrate protocols based on network coding that vastly improve performance in extreme conditions.
— Design and demonstrate cross-layer protocols and adaptive control capabilities to drive resource allocation more efficiently.
— Design novel control interfaces to support DoD-relevant applications such as multicast and situation awareness.
— Design appropriate interfaces between the novel network stack and the physical radio platforms to support cross-layer optimization.
— Perform quantitative analysis and trade studies to understand the degree of performance offered by the novel network stack.
— Research the requirements for a radio hardware platform to optimally support the novel network stacks.

FY 2006 | FY 2007 | FY 2008 | FY 2009

Security-Aware Systems 5.969 11.965 14.680 19.000

(8)) The Security-Aware Systems thrust will develop and advance a variety of potentially promising technologies to enable the military to field
secure, survivable, self-monitoring, self-defending network centric systems. Today's military software systems are brittle in the face of changing
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requirements. They are vulnerable to skilled attackers who develop creative and unpredictable strategies, and are increasingly dependent on
software produced in and/or “outsourced” to potentially hostile nations. Misconfiguration accounts for most security failures in internet services
and poses a serious risk to military systems. This program will develop security aware systems that will avoid brittleness and vulnerability, due to
their ability to reason about their own security attributes, capabilities and functions with respect to specific mission needs. These systems will also
dynamically adapt to provide desired levels of service while minimizing risk and providing coherent explanations of the relative safety of service
level alternatives. These systems will bolster the reliability and security of critical open source software systems by reducing vulnerabilities and
logic errors, and providing state-of-the-art software analysis techniques augmented with cognitive decision-making techniques with the ultimate
goal of applying these systems on to the Global Information Grid. The Security-Aware Systems thrust consists of two programs, Applications
Communities (AC) and Self Regenerative Systems (SRS).

The Application Communities (AC) program is a major effort funded within the Security-Aware Systems program. The program will
develop technologies to protect DoD information systems that employ commercial software applications against cyber attack and system
failure by developing collaboration-based defenses that detect, respond to, and heal with little or no human assistance. The program will
leverage advances in information assurance research programs to create a new generation of self-defending software that automatically
responds to threats, and provides a comprehensive picture of security properties, displayed at multiple levels of abstraction and formality.
This capability will bring intelligent security adaptation to DoD systems and make security properties and status more apparent to decision
makers. AC technology will enable collections of similar systems to collaboratively generate a shared awareness of security
vulnerabilities, vulnerability mitigation strategies, and early warnings of attack. AC will revolutionize the security of military information
systems and reduce the threat from stealthy intrusion of critical systems and/or denial of service attacks.

The Self-Regenerative Systems (SRS) program will design, develop, demonstrate and validate architectures, tools, and techniques for
fielding systems capable of adapting to novel threats, unanticipated workloads and evolving system configurations. The technology
development of this program will employ innovative techniques like biologically-inspired diversity, cognitive immunity and healing,
granular and scalable redundancy, and higher-level functions such as reasoning, reflection and learning. These technologies will make
critical future information systems more robust, survivable and trustworthy. The SRS program will also develop technologies to mitigate
the insider threat. The program will combine the SRS technology foundations in an exemplar military system that learns, regenerates
itself, and automatically improves its ability to deliver critical services over time. SRS-enabled systems will be able to reconstitute their
full functional and performance capabilities after experiencing accidental component failure, software error, or even an intentional cyber-
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attack. These systems will also show a positive trend in reliability, actually exceeding initial operation capability and approaching a
theoretical optimal performance level over long periods while maintaining robustness and trustworthiness attributes. This program was
formerly funded under PE 0602304E, Project COG-01. This move represents a consolidation of information assurance activities.

(8)] Research efforts within this thrust will explore two additional areas. The first is research that addresses vulnerabilities, missions and
threats in computer abstract-model reasoning. Resulting technology will enable current systems to generate vulnerability reports ranked by
probable impact of a failure/attack on the mission. This would include developing a cognitive agent that understands the structure of a defending
system and its mission, hypothesizes goals of attackers, and generates plans on-the-fly to maintain mission success. A second area will explore
practical advanced software engineering technology for building flexible systems that allow new features to be added via “interposition” between
existing features, with guaranteed levels of reliability and security.

(U) Program Plans:

Developed an Application Community (AC) system architecture and demonstrated an initial working prototype.

Demonstrated community-enabled learning of program behavioral constraints which can be used to protect and repair software
systems.

Develop techniques to collaboratively diagnose and respond to problems (e.g., attacks or failures that threaten a mission) in groups of
military systems.

Develop techniques to summarize security policy and status so the descriptions produced by AC can be understood without omitting
critical details.

Develop static and dynamic source code analysis techniques (e.g., data- and control-flow-based techniques, model-checking, strong
typing) to relate software module structures and runtime state with the representation of security properties/configurations.
Demonstrate self-explanation techniques in which systems explain their critical security properties and status in a manner that is
understandable to a variety of managing software components and human operators.

Develop test and validation regimes to assess the protection mechanisms of security products and certify protection to quantifiable
levels based on a scientific rationale.

UNCLASSIFIED
R-1 Line Item No. 11
Page 17 of 26 49



UNCLASSIFIED

. DATE
RDT&E BUDGET ITEM JUSTIFICATION SHEET (R-2 Exhibit) February 2007
APPROPRIATION/BUDGET ACTIVITY R-1ITEM NOMENCLATURE
RDT&E, Defense-wide Information and Communications Technology
BA2 Applied Research PE 0602303E, Project IT-03

— Develop measures to quantitatively characterize various dimensions of security (availability, integrity, confidentiality, authentication,
and non-repudiation), fault tolerance, and intrusion tolerance and demonstrate the theory’s relevance by applying it to a realistic
exemplar system.

— Develop technologies to enable systems to heal automatically.

— Develop capability to infer intentions of military systems operators in time to preempt malicious insider attacks.

— Tie the Self Regenerative Systems (SRS) technologies with a cognitive framework that allows feedback and cognitive control of the
overall system’s survivability posture.

— Develop techniques for practical construction of extensible software and analysis techniques for predicting the effects of new
functionality inserted into a system.

— Develop a representation of intrusion tolerance domain knowledge in a machine processable form.

— Develop the capability for the system to reason effectively when faced with low confidence/non-trusted information.

FY 2006 | FY 2007 | FY 2008 | FY 2009

SuperMAC 0.000 0.000 3.000 5.000

(0)] Multiple Access Control (MAC) protocols drive the performance of wireless ad hoc networks by allocating radio frequency (RF) channel
access among competing users. Traditional MAC approaches, however, provide limited RF bandwidth efficiency and network scalability resulting
from a lack of knowledge of the RF environment or dynamic low-level network parameters. Existing MAC algorithms attempt to account for the
information gap by making worst-case assumptions of RF channel, transceiver, modem, and network parameters rather than adapting to the actual
situation, leading to network inefficiencies.

(8)) The objective of the SuperMAC program is to design MAC algorithms that use "right-case" instead of worst-case assumptions to achieve
greater than an order magnitude improvement in wireless ad hoc network performance. Many of the unknown RF environment parameters
actually can be measured directly and derived from higher-level network parameters. SuperMAC algorithms will attempt to exploit this by
dynamically measuring observable parameters, such as RF propagation delay, link margin, modem state change time, and number of network
neighbors, of the radio transceiver and the environment. The observable physical RF parameter values will be used to update estimated MAC
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protocol parameters in real time. The SuperMAC program will jointly optimize the interaction between the MAC and low-level network
algorithms based on “right-case” assumptions derived from observed parameter data.

(0)] Program Plans:
— Demonstrate SuperMAC protocol performance impact through simulation of a large-scale tactical wireless ad hoc network.
— Develop a hardware/software wireless test bed to validate simulation results.
— Implement SuperMAC algorithms on military-grade software radio platforms for demonstration in a large-scale field test.

FY 2006 | FY 2007 | FY 2008 | FY 2009

Network Enabled Content Pushing 0.000 0.000 2.500 5.000

(U) The Network Enabled Content Pushing program seeks to reduce the time commanders wait for network downloads by learning and
predicting what files and information they need. This program will also reduce peak network loads by timing downloads to occur at low network
use periods. This program will use developed protocols and equipment to know the network’s condition at any time and only transfer files when
network traffic is low. In addition, this program will allow the network to provide files before the users need them, shortening their wait for data.
It will also allow users with periodic access to attach to the network and receive all the files the system expects them to need based on past
activities, reducing the network’s communications load.

(U) Program Plans:
— Develop a scalable architecture for efficiently publishing metadata on a world-wide distributed content network.
— Develop network and routing discovery software that pinpoints routing and communications’ bottlenecks.
— Develop software to: 1) learn what types of files and information users typically access; 2) convert this knowledge to metadata; and 3)
publish the metadata to other content nodes.
— Develop efficient algorithms to encode information to minimize network loading.
— Develop methods to push and distribute required data to other locations in the content network with a minumum of network loading.
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(V)

Other Program Funding Summary Cost:

Not Applicable.
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COST (In Millions) FY 2006 | FY 2007 | FY2008 | FY 2009 | FY 2010 | FY 2011 | FY 2012 | FY 2013
Language Translation IT-04 54.625 78.857 71.423 73.214 73.093 73.093 73.093 73.093

(9)] Mission Description:

(8)] This project is developing powerful new technologies for processing foreign languages that will provide critical capabilities for a wide
range of military and national security needs, both tactical and strategic. The technologies and systems developed in this project will enable our
military to automatically translate and exploit large volumes of speech and text in multiple languages obtained through a variety of means.

(8)] Current U.S. military operations involve close contact with a wide range of cultures and peoples. The warfighter on the ground needs
hand-held, speech-to-speech translation systems that enable communication with the local population during tactical missions. Thus tactical
applications imply the need for two-way (foreign-language-to-English and English-to-foreign-language) translation.

(U) Because foreign-language news broadcasts, web-posted content, and captured foreign-language hard-copy documents can provide insights
regarding local and regional events, attitudes and activities, language translation systems also contribute to the development of good strategic
intelligence. Such applications require one-way (foreign-language-to-English) translation. Exploitation of the resulting translated content requires
the capability to automatically collate, filter, synthesize, distill, and present relevant information in timely and relevant forms.

V) Program Accomplishments/Planned Programs:

FY 2006 | FY 2007 | FY 2008 | FY 2009

Situation Presentation and Interaction 11.739 18.757 14.188 12.533

(8)) The Situation Presentation and Interaction efforts support the Spoken Language Communication and Translation System for Tactical Use
(TRANSTAC) program. TRANSTAC will develop technologies that enable robust spontaneous two-way tactical speech communications
between our warfighters and native speakers. The program addresses the issues surrounding the rapid deployment of new languages, especially,
low-resource languages and dialects. TRANSTAC will build on existing speech translation platforms to create a rapidly deployable language tool
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that will meet the military’s language translation needs. For example, the program will add a two-way translation capability and will include
Arabic dialects spoken in Iraq (the current Phraselator uses only Modern Standard Arabic).

(U) Program plans:

— Performed mission needs analysis and aggressive initial language data collection.

— Developed two-way translation systems (English and Iraqi Arabic) based on recent military tactical language needs.

— Developed and evaluated a two-way spoken English-Iraqi Arabic communication device for Stability and Support Operations.
— Develop new two-way translation software technologies for insertion into, and enhancement of, the two-way Iraqi systems.

— Develop and evaluate two-way translation technologies for Farsi.
— Develop tools for rapid deployment of new languages and dialects.

— Develop two-way translation systems in other languages (other than Iraqi Arabic) to enable the user to not only translate words but to

communicate and carry on limited conversation.

FY 2006 | FY 2007 | FY 2008 | FY 2009

Automated Speech and Text Exploitation in Multiple Languages

42.886 60.100 57.235 60.681

(U) The Automated Speech and Text Exploitation effort is currently focused on two programs. The Global Autonomous Language
Exploitation (GALE) program will develop and integrate technology to enable automated transcription and translation of foreign speech and text
along with content distillation. The Multilingual Automatic Document Classification, Analysis and Translation (MADCAT) program will develop
and integrate technology to enable exploitation of captured, foreign language, hard-copy documents.

. At present the exploitation of foreign language speech and text is slow and labor intensive. GALE will provide, in an integrated product,
automated transcription and translation of foreign speech and text along with content distillation. When applied to foreign language
broadcast media and web-posted content, GALE will enhance open-source intelligence and local/regional situational awareness and
eliminate the need for translation and subject matter experts at every military site where such information is obtained. Thus, GALE will
also reduce the military manpower requirements for translators and mitigate the escalating need for trained support personnel. GALE will
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)

tightly integrate multidisciplinary research and produce prototype systems. Earlier DARPA work in foreign language processing yielded
an initial integrated architecture concept for speech transcription, text translation and information distillation resulting in near edit-worthy
text. Continuing work under GALE will produce a fully mature integrated architecture and dramatically improve transcription and
translation accuracy by exploiting context and other clues. GALE will address unstructured speech such as talk show conversations and
chat room communications, and develop timely, succinct reports and alerts for commanders and warfighters.

Hard-copy documents, including notebooks, letters, ledgers, annotated maps, newspapers, newsletters, leaflets, pictures of graffiti, and
document images (e.g., PDF files, JPEG files, scanned TIFF images, etc.) resident on magnetic and optical media captured in the field,
may contain important but perishable information of great potential value to the warfighter. These documents often contain machine
printed and handwritten text in various combinations and orientations in one or more languages. Unfortunately, due to limited human
resources and the immature state of applicable technology, our military does not currently have the ability to exploit, in a timely fashion,
ideographic and script documents that are either machine printed or handwritten in Arabic or Chinese. MADCAT will address this need
by producing devices that would enable soldiers to convert such captured documents to readable English in the field. MADCAT will
substantially improve the applicable technologies, in particular document analysis and OCR/OHR (optical character recognition/optical
handwriting recognition), tightly integrate these with translation technology, and create technology demonstration prototypes for field
trials.

Program Plans:
— Global Autonomous Language Exploitation
--  Designed and documented a GALE architecture based on the industry standard Unstructured Information Management
Architecture (UIMA).
-- Created architectural components that combine the output of multiple machine translation engines.
-- Identified workflows of all processing engines and provided integration of these workflows on top of the architectural foundation.
-- Developed an integrated approach where the problem is viewed mathematically as a single system, with foreign speech/text as
input, and English text and distilled information as output.
-- Evaluated GALE translation engines on the Arabic and Chinese languages for structured and unstructured speech and text.
-- Improved translation capabilities, reducing the translation errors by a factor of 2 in the first year.
-- Evaluated distillation technologies, reaching the first year targets by exceeding 50% of human performance.
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Developed a plan for a utility study to evaluate the effectiveness of the end-to-end system relative to a baseline search engine, and
performed a preliminary study of the evaluation methods.

Develop methods to optimize the parameters of speech-to-text acoustic models such that transcription errors are minimized on the
training data.

Develop discriminative training algorithms to optimize word alignment and translation quality.

Develop methods for porting technology into new languages.

Implement an integrated search of speech-to-text transcription and machine translation.

Perform design and feasibility experiments for extraction-empowered machine translation, where the system extracts the
meaningful phrases (e.g., names and descriptions) from foreign language text for highly accurate translation into English.
Integrate metadata extraction into the speech-to-text components.

Develop the architecture for a distillation system that incorporates adaptive filtering, focused summarization, information
extraction, contradiction detection, and user modeling.

Evaluate translation and distillation technologies and meet the high quality goals set by the program.

Transition technologies developed by the GALE program into high-impact military systems and intelligence operations centers.

Multilingual Automatic Document Classification, Analysis and Translation

Implemented new methods for Optical Character Recognition using 2-D linear transform techniques and graph theory matching
techniques.

Improved methods for document segmentation (e.g., title, address box, columns, lists, embedded picture/diagram/caption,
annotation, signature block, etc.).

Improve script (e.g., Roman vs. Cyrillic) and language (e.g., Farsi vs. Arabic) identification.

Develop algorithms for document type identification (e.g., letter, ledger, annotated map, newspaper, etc.).

Develop means to discriminate and separate handwriting from printed regions and improve OCR/OHR (optical character
recognition/optical handwriting recognition) technologies.

Develop the means to interpret different regions within a document, for example, to extract the particulars from an address field or
the axes of a table.

Develop algorithms to predict the syntactic structure and propositional content of text.

Develop tightly integrated technology prototypes that convert captured documents into readable and searchable English.
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-- Integrate with the translation and distillation components of GALE.
-- Enable efficient metadata-based search and retrieval.

V) Other Program Funding Summary Cost:

. Not Applicable.
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RDT&E, Defense-wide Cognitive Computing Systems

BA2 Applied Research PE 0602304E
COST (In Millions) FY 2006 | FY 2007 | FY 2008 | FY 2009 | FY2010 | FY 2011 | FY2012 | FY 2013
Total Program Element (PE) Cost 159.244 180.003 179.728 202.439 220.494 219.243 224.243 236.038
Cognitive Systems Computing
Foundations COG-01 12.878 22.053 4.474 0.000 0.000 0.000 0.000 0.000
Cognitive Computing COG-02 88.160 87.763 100.035 122.634 130.992 131.741 131.741 138.536
Collective Cognitive Systems and 58206 | 70187 | 75219 | 79.805 | 89.502 | 87.502 | 92.502 | 97502
Interfaces COG-03

(9)] Mission Description:

(8)] The Cognitive Computing Systems program element is budgeted in the Applied Research budget activity because it is developing the next
revolution in computing and information processing. The technology will allow computational systems to have reasoning and learning capabilities
and levels of autonomy far beyond those of today’s systems. With the ability to reason, learn and adapt, and with facilities for self-awareness,
these systems will know what they are doing, enabling new levels of capability and powerful new applications.

(U) Military operations since the end of the Cold War illustrate that current theater-level command, control, communications, and
intelligence/information systems lack the ability to fully support operations in complex, time-critical environments. Warfighters must be prepared
for operations ranging from conflict and peacekeeping in urban centers to heavy battle actions in remote areas. Current capabilities do not provide
the commander with real-time, secure, situational awareness or the ability to orchestrate high-tempo planning, rehearsal, and execution. The
programs in this project are developing and testing innovative, secure architectures and tools to enhance information processing, dissemination,
and presentation capabilities. The programs provide the commander insight into the disposition of enemy and friendly forces, a joint situational
awareness picture that will improve planning, decision-making, and execution support capability, as well as secure multimedia information
interfaces and software assurance to the warfighter “on the move.” Integration of collection management, planning, and battlefield awareness are
essential elements for achieving battlefield dominance through assured information systems.
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(8)) The Cognitive Computing project will develop core technologies that enable computing systems to learn, reason and apply knowledge
gained through experience, and respond intelligently to things that have not been previously encountered. These technologies will lead to systems
demonstrating increased self-reliance, self-adaptive reconfiguration, intelligent negotiation, cooperative behavior and survivability with reduced
human intervention.

(U) The Collective Cognitive Systems and Interfaces Project will dramatically improve warfighter and commander effectiveness and
productivity using advanced cognitive approaches that enable faster, better informed, and more highly coordinated actions than those of our
enemies. This will be accomplished by developing revolutionary methods that increase our information processing capabilities, enhance our
situational awareness, and enable more cohesive group action by our forces. Critical technical areas addressed in this project include automated
coordinated decision support, information sharing, and ensured communications.

V) Program Change Summary: (In Millions) FY 2006 FEY 2007 FY 2008 FEY 2009
Previous President’s Budget 163.430 220.085 227.604 235.032
Current Budget 159.244 180.003 179.728 202.439
Total Adjustments -4.186 -40.082 -47.876 -32.593
Congressional program reductions 0.000 -41.182
Congressional increases 0.000 1.100
Reprogrammings 0.000
SBIR/STTR transfer -4.186
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(V)

Change Summary Explanation:

FY 2006 The decrease reflects SBIR/STTR transfer.

FY 2007 The decrease reflects congressional program reductions and a reduction for Section 8106 Economic

Assumptions offset by a congressional add for the Secure Open Systems Institute for Defense.

The decrease reflects program rephasings following congressional reductions, the transfer of maturing cognitive
technologies to BA3 for transition opportunities into command and control systems, and the realignment and
continuation of the self-regenerative systems work from Project COG-01 to PE 0602303E, Project IT-03 to
more clearly categorize DARPA information assurance activities.

FY 2008/09
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COST (In Millions) FY 2006 | FY 2007 | FY 2008 | FY 2009 | FY2010 | FY 2011 | FY 2012 | FY 2013
Cognitive Systems Computing
Foundations COG-01 12.878 22.053 4.474 0.000 0.000 0.000 0.000 0.000

V) Mission Description:

(0)] Cognitive systems are different from conventional computing systems in that they draw inferences from rich structured representations of
knowledge, learn from experience, combine symbolic logical knowledge with uncertain and probabilistic information, allow reflective reasoning,
and support the integration of perceptual (e.g., visual, auditory) data with symbolic information. The next generation of computer systems will
rely upon reasoning, learning, and self-monitoring to handle increasingly complex tasks. These systems will be advisable, adaptable and able to
cope with surprise. As a result, these novel forms of computation will revolutionize future military systems. The Cognitive Systems Foundations
project will develop the necessary foundational hardware architectures and software methods to facilitate learning and inference capabilities that
are crucial to intelligent computing. These new computing foundations will help us move far beyond today’s standard Von Neumann computing
model.

U) Cognitive systems for military applications must be robust and resistant to both attacks and system failures. The military faces aggressive
and agile threats that have sufficient technical resources to mount sophisticated attacks using easily accessible commercial information systems.
The pervasive nature of both the threat and its means drives the need for systems to dynamically adapt, collect and assimilate large quantities of
systems operation data, and remain robust even under aggressive attacks or failure conditions. Cognitive Systems Foundations will enable future
computer systems to be more responsible for their own configuration, monitoring, protection and restoration to full functional and performance
capabilities after an attack or failure.

L) Overall, this project seeks to make fundamental scientific improvements in our understanding of, and ability to, create more intelligent
information and computing systems. Transition goals include next-generation network-centric systems and platform-specific information
collection and processing systems in space, air, sea and land.
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V) Program Accomplishments/Planned Programs:

FY 2006 | FY 2007 | FY 2008 | FY 2009

Architectures for Cognitive Information Processing 6.428 10.790 0.000 0.000

(8)] The Architectures for Cognitive Information Processing (ACIP) program is developing a new class of processing approaches, algorithms
and architectures to efficiently enable and implement cognitive information processing, including the micro-architecture concepts, framework, and
development environments. Current intelligent processing implementations depend on the use of existing numerically-based architectures and/or
standard software architectures, and are therefore built on algorithms and processing foundations that are potentially ill-suited to cognitive tasks.
Architectures that more directly mirror the symbolic reasoning, learning, and perception functions of a cognitive system are needed to enable
major advances in this area. The ACIP program will establish core-processing capabilities that significantly advance the state of the art at all
implementation processing levels — modules, systems, and underlying cognitive processing approaches, algorithms and architectures. In order to
focus and establish context for the ACIP program, ACIP will pursue in-context DoD focused mission areas for the development of new data
processing concepts. ACIP will develop implementations that span the areas of perception, reasoning and representation, learning, communication
and interaction. The ACIP program will enable new classes of cognitive information processing applications that move the U.S. dramatically
toward the overall goal of creating computer systems that know what they are doing.

(0)] Program Plans:
— Developed initial cognitively-based processing techniques and architectural approaches in Phase I and demonstrated, with initial
simulations, over two orders of magnitude improvement in performance.
— Evaluated initial common benchmarks, mini-applications, and metrics for the evaluation and comparative development of cognitive
architectures.
— Develop multi-level programming models to support goal based and resource constrained cognitive application development.
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FY 2006 | FY 2007 | FY 2008 | FY 2009

Self-Regenerative Systems 6.450 10.163 4.474 0.000

(8)] The Self-Regenerative Systems (SRS) program will design, develop, demonstrate and validate architectures, tools, and techniques for
fielding systems capable of adapting to novel threats, unanticipated workloads and evolving system configurations. The technology developed
under this program will employ innovative techniques like biologically-inspired diversity, cognitive immunity and healing, granular and scalable
redundancy, and higher-level functions such as reasoning, reflection and learning. These technologies will make critical future information
systems more robust, survivable and trustworthy. The SRS program will also develop technologies to mitigate the insider threat. The program
will combine the SRS technology foundations in an exemplar military system that learns, regenerates itself, and automatically improves its ability
to deliver critical services over time.

()] SRS-enabled systems will be able to reconstitute their full functional and performance capabilities after experiencing an accidental
component failure, software error, or even an intentional cyber-attack. SRS systems will show a positive trend in reliability, actually exceeding
initial operating capability and approaching a theoretical optimal performance level over long time intervals. They will also maintain robustness
and trustworthiness attributes even with growth and evolution in functionality and performance. The program will explore a self-regenerative
operating system that will automatically recover after failure or attack on its configuration files, underlying devices or applications; and provide
core survivability functionality, programming interfaces and system services that support rapid prototyping, construction, and deployment of
survivable applications. In FY 2008, the follow-on phase of the Self-Regenerative Systems program will transition to PE 0602303E, Project
IT-03, the host project for all of DARPA’s information assurance and survivability programs.

(8)] Program Plans:
— Developed technologies to diagnose and assess damage, repair and recover from damage caused by accidental faults, software aging
or malicious activities.
— Developed general strategies to preempt insider attacks, enabling anomaly detection, combining and correlating information from
system layers, and using direct user challenges.
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— Tailor an exemplar self-regenerative system representative of a military application, thereby demonstrating the protective value to the

warfighter.

FY 2006 | FY 2007 | FY 2008 FY 2009

Secure Open Systems Institute for Defense (SOSI) 0.000 1.100 0.000 0.000
(0)] Program Plans:
— Initiate research on Secure Open Systems.
V) Other Program Funding Summary Cost:
. Not Applicable.
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COST (In Millions) FY 2006 | FY 2007 | FY2008 | FY 2009 | FY 2010 | FY 2011 | FY 2012 | FY 2013
Cognitive Computing COG-02 88.160 87.763 100.035 122.634 130.992 131.741 131.741 138.536

(V) Mission Description:

(8)] In the real-time environment of military operations, cognitive networks and systems that can learn, reason, draw on their experience,
automatically adapt to maintain critical functionality, effectively assist their military user and improve their responses over time will be crucial to
operational success. These capabilities will make the difference between mission success and mission degradation or failure, even in the event of
cyber-attack or component attrition resulting from kinetic warfare or accidental faults and errors. Systems that learn and reason will reduce the
requirement for skilled system administrators and dramatically reduce the overall cost of system maintenance. As the military moves towards a
dynamic expeditionary force, it is critical for systems to become more self sufficient.

(U) The Cognitive Computing project will develop core technologies that enable computing systems to learn, reason and apply knowledge
gained through experience, and to respond intelligently to new and unforeseen events. These technologies will lead to systems with increased self
reliance, cooperative behavior, the capacity to reconfigure themselves, and survivability with reduced programmer intervention. In cognitive
architectures, there are three primary types of processes: reactive, deliberative and reflective. Reactive processes respond quickly and directly to
known stimuli; deliberative processes embody what is usually known as “thinking;” and reflective (higher-order) processes allow a system to “step
back” and evaluate the environment and its own capabilities to decide the next appropriate course of action. Each of these processes will be
improved through learning. Individual technical capabilities developed in this project include novel representations for knowledge, skill learning,
algorithms for automated reasoning (deductive, abductive, planning, strategic inference, and hybrid approaches), pattern detection capabilities, and
language learning. Overall, the project will extend fundamental computing capabilities to deal with real-world information complexity and
uncertainty.

(U) The machine learning, reasoning, and human-machine dialogue techniques developed in this project, in particular, in the Integrated
Cognitive Systems program, have great applicability to command and control systems and are budgeted to begin transition to battlefield systems in
FY 2008. Candidate systems include the Army’s Command Post of the Future (CPOF), the Navy’s Composeable FORCENet and the Air Force’s
Air Tasking Order Programs. Details are provided under PE 0603760E, Project CCC-01.
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(9)] Program Accomplishments/Planned Programs:

FY 2006

FY 2007

FY 2008

FY 2009

Integrated Cognitive Systems

49.454

32.982

36.231

40.576

(8)] The Integrated Cognitive Systems technology thrust seeks to enable intelligence in information processing systems so that critical DoD
systems can better support, not burden, the warfighter. Due to DoD/military reductions in manpower levels, and in spite of the integration of
advanced information technologies and automation throughout defense systems, the workload on the war fighter steadily increases. Modern
computing systems, though powerful, are woefully lacking in the capability to self-configure, adapt, and learn, i.e., they lack even rudimentary
intelligence. This deficiency places a heavy burden on the warfighter to operate and maintain the very information technology on which modern
warfare depends. The Integrated Cognitive Systems thrust will develop advanced technology to enable a new class of cognitive systems capable
of assisting military commanders and decision makers. This thrust will build upon prior DARPA programs that developed improved human-
computer interaction capabilities and highly-responsive computing systems. Integrated cognitive systems will be able to plan ahead and
understand the world well enough to plausibly anticipate future events. Most importantly, these systems will have embedded learning capabilities
that will allow them to retain prior learned knowledge, apply this knowledge to new scenarios and ultimately provide faster and more effective
assistance. Overall, the ability to learn will enable the performance of a cognitive system to improve over time. The Integrated Cognitive Systems
technologies will be developed in the Personalized Assistant that Learns (PAL) program. Cognitive Systems technologies developed in this
program will be applied and demonstrated in the Increased Command and Control Effectiveness (ICE) program
(PE 0603760E, Project CCC-01) prior to transition into Command Operations.

. The PAL program is creating a revolutionary technology for commanders and warfighters - the first comprehensive system that will
dramatically empower commanders to understand at a glance all aspects of the current military situation, radically reduce manpower and
labor required in command posts and in the field, and automate the massive number of administrative and analytical tasks characteristic of
today’s command centers. The PAL program is creating a new generation of machine learning technology that will enable information
systems to automatically adjust to new environments and new users, helping commanders adapt to new enemy tactics, evolving situations
and priorities, accelerating the incorporation of new personnel into command operations, and making more effective, focused use of
resources. Applications developed in PAL will be adapted and hardened in order to be integrated into existing military systems.
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Ultimately, future capabilities to be inserted will enable: turning diverse, multi-source data into actionable information for commanders
and warfighters; dramatic manpower reductions; corporate memory retention of both the larger conflict history and the history of each
specific command center; and intelligent information presentation.

(U) Program Plans:
— Personalized Assistant that Learns

-- Developed, evaluated, and demonstrated the first instance of an intelligent cognitive assistant,

-- Developed, demonstrated, and refined core machine learning, knowledge base and flexible planning technologies to enable
development of a cognitive planning agent.

-- Develop, demonstrate, and evaluate core physical awareness, cyber-awareness, multimodal dialogue, machine learning, and
representation and reasoning technologies to support cognitive assistant executive functions.

-- Develop the ability for an integrated cognitive system to examine its own behavior and learn from that experience.

-- Develop a dialogue system with general and domain-specific semantics for eliciting natural language advice from the warfighter
and other end users. This dialogue system will translate user guidance into the precise machine language necessary for both
implementation and verification of purpose and intent.

-- Demonstrate PAL technology applied to warfighting problems, integrate with warfighting information systems, test during
military exercises and validate that PAL technologies are robust to the dynamics and uncertainties associated with the battlefield.

-- Integrate PAL technology into military Command and Control (C2) systems such as the Command Post of the Future.

FY 2006 | FY 2007 | FY 2008 | FY 2009
Foundational Learning Technology 22315 33.057 36.614 46.549
(U) The Foundational Learning Technology thrust seeks to develop advanced machine learning techniques that enable cognitive systems to

continuously learn, adapt and respond to new situations by drawing inferences from past experience. The technologies developed in this thrust
area have broad applicability to cognitive systems, and will result in military systems that are more robust, self-sufficient, and require minimal or
no platform-specific customization. Current projects will develop hybrid learning techniques to create cognitive systems capable of learning
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military strategy, leveraging large amounts of prior knowledge, incorporating external guidance and applying prior knowledge in real-time to the
naturally changing environment, all without programmer intervention. The Foundational Learning Technology thrust includes three programs:
Real-World Learning, Integrated Learning, and Bio-Inspired Cognition.

The Real-World Learning program will explore the integration and application of advanced machine learning techniques to further enable
cognitive computing systems to learn from experience and adapt to changing situations. The program will emphasize Transfer Learning
Techniques providing the ability to transfer knowledge and skills learned for specific situations to novel, unanticipated situations and
perform appropriately and effectively the first time a novel situation is encountered. This is essential because most military operations
occur in ever-changing environments, and U.S. forces and systems must be able to act appropriately and effectively the first time each
novel situation is encountered. The program will drive the design and implementation of new hybrid learning technologies, such as large-
scale transfer learning, multi-purpose extensible knowledge learning, learning with minimal direction, learning adaptable and efficient
network structures, strategy learning, learning from text, learning intent of information, and learning generalized task models. The
program will stress technologies that combine statistical learning techniques with knowledge techniques that take into account background
knowledge and a priori experience. The resulting technologies will a) learn and represent vast amounts of knowledge in forms that can be
applied to unknown situations and domains; b) generalize learned knowledge and apply it to dynamic and unpredictable situations; and c)
reason about a situation or environment.

The Integrated Learning program will create a new computer learning paradigm in which systems learn complex workflows from
warfighters while the warfighters perform their regular duties. Current machine learning technologies cannot learn these complex
workflows. The program is focused on military planning tasks such as air operations center (AOC) planning and military medical
logistics. With this learning technology, it will be possible to create many different types of military decision support systems that learn
by watching experts rather than relying on hand-encoded knowledge (which is expensive and error prone to produce). The new learning
paradigm differs from conventional machine learning in that it does not rely on large amounts of carefully crafted training data. Rather, in
the new paradigm the learner works to “figure things out” by combining many different types of learning, reasoning, and knowledge. For
instance to learn AOC tasks, the computer learner combines what it observed the warfighters doing with the knowledge it has about
aircraft, and reasons about airspace de-confliction to create a generalized model that can then be used to perform the entire AOC task, or
provide intelligent instruction to other warfighters performing the same task.
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)

The Bio-Inspired Cognition program has taken a fresh look at the design and implementation of bio-inspired cognitive architectures
modeled after human cognition that combine principles from neuroscience and cognitive psychology with traditional artificial intelligence-
based symbol processing and knowledge representation. The program draws on continuing advances in neurophysiology and cognitive
psychology to guide and augment traditional artificial intelligence (Al) approaches to learning, reasoning, memory, knowledge acquisition
and organization, and executive functions. The work has focused on new capabilities in memory, categorization, pattern recognition and
fusion of perceptual/sensory information to emulate human performance by exploiting past experience in novel situations, learning in
multiple ways, fusing multiple perceptual inputs in real-time, extracting concepts from specific experiences, forming hierarchies of
associated memories and concepts, and directing attention through a complex executive process. Success is being measured by the ability
of the systems developed to deal effectively with novel situations and respond appropriately in reasonable timeframes.

Program Plans:
Real-World Learning

Established several test beds of complex multi-agent environments for the generation of specific and novel situations that will be
used to evaluate learning techniques and components.

Demonstrated the ability of a cognitive agent to learn large amounts of knowledge for performance in a specified domain on an
unknown task within the same domain.

Explored novel methods for acquiring new knowledge including direct input through processing natural language text.

Design and develop hybrid learning systems that allow cognitive systems to generalize based on information gathered and learn to
operate successfully in similar, but not identical situations, adapt to a wide variety of naturally-occurring situations, and perform
better over time.

Demonstrate the ability of a cognitive agent to combine and restructure knowledge from multiple domains to solve novel
problems. This includes the ability to generalize knowledge from a particular domain, recognize its applicability and apply it to a
problem in a new domain. It also includes the ability to apply knowledge effectively, apply skills acquired for one purpose to
other purposes, and demonstrate the ability to propose novel problem solution methods when specified resources are unavailable.
Demonstrate the ability of learning techniques to improve representation and reasoning performance in complex multi-agent
environments.

Develop the ability of a cognitive agent to solve a problem with incomplete/partially inaccurate directions and achieve a goal that
is only implicit in a specified task set of directions.
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Develop software tools that learn to adapt and optimally configure organizational structures, such as military commands, for
robust complex decision making (e.g., logistics) and information sharing.

Develop software that integrates learning from examples, heuristic reasoning and textual analysis to recognize intent (i.e.,
cooperative or adversarial) behind human communications, and other information.

Develop the ability to learn information directly from large volumes of text using existing knowledge to guide the learning.

Integrated Learning

Formulate learning as integrated problem solving. Develop techniques for representing and reasoning about explicit learning
goals, formulating plans to achieve these goals, creating hypothesis where appropriate, and resolving sources of uncertainty.
Combine different types of knowledge and reasoning, flexibly. Enable learners to assemble information from many different
sources including general-purpose world knowledge, more specific domain knowledge, reasoning, and simulation.

Develop a new set of learning algorithms that focus on learning structures or models rather than refining parameter values.
Develop learning algorithms that explicitly design experiments to test hypothesis about learned knowledge.

Develop knowledge sharing data structures that enable different learner subcomponents to share knowledge directly.

Test learning techniques by learning air operations center (AOC) and military medical logistics planning processes.

Bio-Inspired Cognition

Investigated algorithms and general principles inspired by neuroscience to create new hybrid learning and adaptive systems.
Developed a set of cognitive architectures that modeled the